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Everything Starts with WHY?

https://www.flickr.com/photos/alfredofoto/15381212999
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Everything Starts with WHY?

https://en.wikipedia.org/wiki/File:Caesar_substition_cipher.png

Caesar‘s cipher

https://ee.stanford.edu/~hellman/publications/24.pdf

Public-key cryptography

Algorithms / Mathematics Key Exchange 
Mechanism
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From Theory to Application

https://www.nobelprize.org/prizes/physics/2022/summary/
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Our Solution

Symmetric Keys

no algorithms

Quantum-Safe
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Our Solution
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Q-Layer

EPS
QKD

Communication Layer

QKD-Systems with Entangled Photons
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EPS
QKD

Quantum Layer

QKD-Systems with Entangled Photons

o Single Photon Detection
o Sifting
o Error Detection
o Privacy Amplification

o Single Photon Detection
o Sifting
o Error Detection
o Privacy Amplification

Secret Key Secret Key
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QKD-Systems with Entangled Photons

Customized photon 
sources 

Quantum State 
Analyzer

Crypto Box / 
Network

Key Management
System
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System Architecture

Timetagger SYNC

14

Q-layer

KMQ
Alice Classical channel

MGMT
+ optical (QBER)

+ Log (Keys, Usage, Q-Process)

MGMT

Key Delivery
Service Bob

PolCo +
EPS HealthCare

KMQ
Bob

Photonic
detection

KMS KMS

Key Delivery
Service ALICE

Key Usage Alice
Key Usage

Bob

Quantum Protocol

Services

Key Usage

Photonic
detection
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QKD Software
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System Architecture 

𝑙 ≤ 𝑛𝑞 − 𝑛𝑥ℎ2 𝛿𝑥 − 𝑛𝑧ℎ2 𝛿𝑧 − 𝑙𝑒𝑎𝑘𝐸𝐶 − 𝑙𝑜𝑔
2

𝜀𝑐𝑜𝑟
− 2𝑙𝑜𝑔

1

2𝜀𝑠𝑒𝑐

Secure Key 
Length

Number of 
Photons  

Uncertainty
QBER Public  

Information ≤ - -
Verify 
correctness & 
security

-

QBER ≤ 11%
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Demonstration

EPS
Source

Quantum Layer

25 dB loss = 50 km fiber + 13 dB

PAM PAM
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Demonstration



10/25/2022 19

Demonstration

Jena
Erfurt

75 km, optical loss 20 dB @ 1550 nm

(c) Fraunhofer IOF Jena: Measurement of polarization fluctuations of Jena-Erfurt Link
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Demonstration

30.000 keys (256 bit) per day, 20 keys per minute
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Get in touch with us

www.qo-jena.com

k.fuechsel@qo-jena.com


