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Caesar’s cipher Public-key cryptography

IEEE. TRANSACTIONS ON INFORMATION THEORY, VOL. IT-22, NO, 6, NOVEMBER 1976

New Directions in Cryptography

Invited Paper

WHITFIELD DIFFIE anp MARTIN E. HELLMAN, MEMBER, IEEE

https://ee.stanford.edu/~hellman/publications/24.pdf

https://en.wikipedia.org/wiki/File:Caesar_substition_cipher.png

Algorithms / Mathematics Key Exchange
Mechanism
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From Theory to Application

Alain Aspect John F. Clauser Anton Zeilinger

Prize share; 1/3 Prize share; 1/3 Prize share; 1/3

©Johan Jarnestad/The Royal Swedish Academy of Sciences

https://www.nobelprize.org/prizes/physics/2022/summary/



Our Solution /C@ Jo

o Mo

Symmetric Keys

no algorithms

Quantum-Safe

10/25/2022 5



Our Solution / @ A

‘ L . : | ' / A
Ak, b @+ 5P gs t
L + 3¢ - )I.sm & +) xn,mJ*}_ ‘,_;.,r,fm, b

N L

10/25/2022 )



QKD-Systems with Entangled Photons / C@ Sewa T oPTICS

m Communication Layer m

10/25/2022



QKD-Systems with Entangled Photons / C@ Sewa T oPTICS

m Communication Layer m

10/25/2022



QKD-Systems with Entangled Photons / @ Sewa M oPTICS

m Communication Layer m

10/25/2022



QKD-Systems with Entangled Photons / @ Sewa M oPTICS

) @,
Q Communication Layer m

H,V
D,A

H,V
D,A

10/25/2022 .



QKD-Systems with Entangled Photons / @ Sewa M oPTICS

) @,
Q Communication Layer m

H,V
D,A

H,V
D,A

10/25/2022 .



QKD-Systems with Entangled Photons / C@ Sewa T oPTICS

) B 9
m Quantum Layer m

Single Photon Detection
Sifting

Error Detection

Privacy Amplification
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EVALUATION
INTERFACE

Version 1.1a

Overview

Singles &
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Help & Support
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Classical Channel

local remote
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Demonstration / (Q) supmmormes
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Demonstration

75 km, optical loss 20 dB @ 1550 nm
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(c) Fraunhofer IOF Jena: Measurement of polarization fluctuations of Jena-Erfurt Link
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30.000 keys (256 bit) per day, 20 keys per minute
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IQ INNOVATIONSPREIS

MITTELDEUTSCHLAND

= ATHENE

National Research Center
for Applied Cybersecurity
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