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Cyber resilience
IS a strategy.

A high-level holistic strategy that includes
cyber security standards, guidelines,
people, business processes and
technology solutions.

Example: NIST Cybersecurity Framework
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https://www.nist.gov/cyberframework
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Cyber Recovery
IS a solution.

A data protection solution that isolates
business-critical data away from attack
surfaces.

Critical data is stored immutably in

a hardened vault enabling recovery
with assured data availability, integrity
and confidentiality.

D&AL Technologies

Copyright © Dell Inc. All Rights Reserved.




NIST Cyber Security Framework

A high-level holistic strategy that helps organisations:
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Cyber Attack Ziel: ... die Datensicherungen
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Cyber Recovery Requirements

Modern threats require modern solutions

Isolation

Physical & logical
separation of data

Immutability

Preserve original
integrity of data

Intelligence

ML & analytics
identify threats
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Was ist ein Cyber Recovery Vault?

Reporting Abtrennung
v Erstellen einer separaten Umgebung.

v'Halten Sie die Angriffsflache so klein wie mdglich.
v"Machen Sie es so unabhangig vom Rest wie mdglich.

v'Haben Sie ein separates Management-Team
v’ Physischen Zugriff einschranken

v’ Implementieren Sie Hardening und Retention Lock

v"Nutzen Sie ein Airgap und verwenden sie gehartete
Firewalls flr das Reporting

v"1 LAN Anschluss ist ausreichend

v Automatisierung und Steuerung von innen umsetzen
v Reportfahig und Auditierbar (Analyse & Forensik)

Air Gap



PowerProtect Cyber Recovery

Data Vaulting For Critical Data
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Defense in Depth

'

No CIFS/NFS
2 Users / MFA
Restricted OS

Hardened System
Reverse Path

Filtering

Production Data
Domain

Detailed SOC
Reporting

Industries smallest
Attack Surface

AES256 & TLS True airgap Single Port

Replication

Same as Prod DD

Data Diode Exposed <4hrs

IP Tables
Immutability

Time Tampering

Multiple Offline
Copies

Point to Point Advanced Analytics

Secure Test /
Restore

Vault Data Domain

No Remote access
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How CyberSense Works

Machine learning enables early detection & rapid recovery from a cyber attack

SECURITY CORRUPTION _

ANALYTICS DETECTED e
200+ statistics indicative e s e Attack vector notification
of cyber attack activity is detected

« Ransomware detection
» Corrupted file details
« Data changes / deletions

 Breached user accounts

 Breached executables

COMPREHENSIVE MACHINE POST ATTACK
INDEX LEARNING FORENSICS  Last good backup copy
Changes in Trained on thousands of trojans Detailed reports, including last
content over time and attack vectors good backups for rapid recovery
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Analyse der Backups



CyberSense Analytics

100+ full content analytics that are indicative of data corruption

IE Metadata M content Entropy

Known ransomware @ Based on full content. Entropy

extensions score from 0 to 99, with 99

_ _ representing encryption
Mass deletions/creations

Content Integrity
File extension mismatch Validate the integrity of

from true type files, databases and

_ backup images
Content corruption




CyberSense Analytics

Validate Data Integrity Over Time

Corrupted
Good File EXT: .FUN
V_erS|on Filetype: Undefined
II?:e EXT: V\[/)(SDI_ED Size: 3,894KB
iletype: Entropy: 99
Size: 28KB TUESday py
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Monday Last Good Wednesday

Version
File EXT: .DOC
Filetype: WORD

Size: 3,765KB
Entrony/: RO



How Data is Corrupted

From Basic to Advanced Attacks

CyberSense full content analytics is 99.5% confident in detecting suspicious behavior

Bad actors will start with basic corruption, then move to advanced when basic fails

Metadata Basic: Append file extension to .wcry or .locky. Large change in file size
\
Header Advanced: Corrupt file structure or use valid extension that will not match true file type
Content

Advanced: Encrypt inside file or page of database, corrupt content




Comparison of Metadata vs Content Analytics

Alphalocker — Strong Encryption Maintaining Original File Name

Post-Attack Version

Corrupted file
, T Metadata Intact
User: 151300 g F e . : % =
i Db alRe File Name/Ext o R
Backup Mos msagideml 1 1 -
Bockep Thme:  Apr81.2019 ot 120191 PM File Size File: StackOverflow2010.mdl
Deacivation Time: Agr-32.2019 1 120151 PH Result 1D: 522405 70843-1 54500
Softeare NesBackup Path: mssqldem2CiProgram Flles/Microsolt SQL Sarver/MSSOL1MSSQL/DATA/
Pty CybesSansaliate_20150481 A0 STace
Backupset ID: B2 1554134651

= File Type:
| Prapmiion Mot O Content Signature: BOTBBUEEFHCA04043TH0CAEA212TACS
Volame Labet 152.958.15.290. 06642021 ¢ 6727 PALS33 it -84 000D
2334 404D SedS 25T
Wil W: oo D - Chan ge d Modified: Apr152019 at 04:24:36 PM
indexed Owmar: S161500 .
File Header Backp Host  mesgidem?

File Entvopy L)
\ Backup Time: Apr2.2019 at 12:01:01 PM

Software: NetBackup

Polley: CyberSenseData_20150401

Backupset 1D: mssgldom2_1554220061

Ingestion Method: CRAWL

Volume Lobel: 192.168,16.210.06.04,2021 ot 0727 PM 632

aleRERCyption

Pre-Attack Version

Last good version Durable I0: 1433b5ae. 4330 404b.9e 5. 29a7d20Ic171 5469
Indaxed Ownar; 161500
File Entropy:

File Entropy Delta: 57




D<A L Technologies



