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Dark Web - Was ist das?



Top10OVPN ©
10 @topl10vpn

With the BBC now blocked in Russia,
people in the country can only access the
site via a VPN or Tor. More information
can be found on how to access the BBC
via Tor at the link below.

»
‘ I\llgES ' Tér

BIRE NEWS

bbec.co.uk
BBC News launches 'dark web' Tar mirror
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Clear Web e-----ccoooeee .

o Search engines
o Media, blogs, etc.

Deep Web
o Unindexed by search engines

o Webmail, online banking,
corporate intranets, walled

Dark Web R | LLIALULE gardens, etc.

o Anonymous, closed sources, Telegram
groups, invite-only (sometimes)

o Tor, P2P, hacker forums, criminal
marketplaces, C2s, etc.
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& C @ http://darksidc3iux462n6yunevoag52ntvwpéwulaz3zirkmh4cnz6hhj7id.onion/
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© This article is more than 8 years old

End Of The Silk Road: FBI Says It's
Busted The Web's Biggest
Anonymous Drug Black Market

Silk Road underground market close
but others will replace it

Andy Gresnberg 7o m
The high profile 'dark web' drugstore has been shut down, leaving g o IR I T NI
room for a plethora of copycats and rivals

Silk Road Creator Ross Ulbricht Loses His Life Sentence Appeal

An appellate court puts the final seal on Ulbricht's life sentence, rejecting arguments about corrupt investigators and the injustice of his harsh sentence.
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Germany shuts down world's largest
illegal marketplace on darknet with US
help

Hydra Market's sales were over 1 billion euros in 2020 alone, authorities say.

trafficking, according to German authorities. The market's 17 million

known customers were also known to buy and sell forged documents and
stolen credit cards, they said. In 2020, its sales amounted to well over $1
billion euros.
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Die besten Staroide [ Die stdrkaten Fattverbrermer | Wathstumshormion ( SARM's |

Rodytwlding - BESTSUPPLIER The Hack Tene

Skywalker Fillersuche - Top nstore Agenten « 58 % Auszahlung BTC
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Die Kommerzialisierung beginnt.



bitcoin

accepted here
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General Hacking

Hacking Tools and Prog

Hacking Tutorials

Website Hacking
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Wachstum ermoglicht
Professionalisierung
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Stare of ways to sites
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‘and wilsonhealth.org

07:00 PMin auctions

| will sell access. 2 large networks.
wiisonhealth.org (hospital)

1251 cars in, 3263 users. Domain admin access.
Start 1 BTC

step 0.1 BTC

Blitz 2 BTC

Edited Wednesday at 07:14 PM by toonlc3
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Malware As A Service & Phishing Kits

Dark Web As A Service

Phishing Kit DDoS As A Service Bootleg Firmware
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Dienstleister gesucht

Insider Threats
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Nicht immer fihrt der direkte Weg ans Ziel

Third-party Risk

BOEING

\JJ_

TOYOTA

~

Leveldne .

Contracts, invoices
NDAs

Blueprints

Factory schematics
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Cyber Threat Intelligence
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The Intelligence Process

. Collection \ Analysis N Intelligence ————
S -
| Social Media =74 | Attack Indicators
“». | App Stores Algorithms

A
| Data Leakage

| Paste Sites | J
> Machine [RSiEliait Human > </ -
| Leaked DBs _, Learning | ::.- Lo ) Analysts . | Phishing
| Chat Channels TN
Threat Act ©\ | Brand Impersonation
| Dark Web Forums Rr:saearghor
| Black Markets <& |Fraud
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Manual 10C Creation
Multiple Departments

Manual Monitoring PhlShing
Fake Social Media Trademark Infringement Inefficient Remediation
Brand Impersonation Slow Takedowns

Malicious Mobile Apps Fraudulent Web Store

Fraudulent Rewards Accounts

External Threats
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Financial Fraud

Employee PII

Fraudulent Products For Sale

Attack Indication

Fraudulent Drugs Bot Servers

) Reactive Not Proactive
Hacking Tools

Third Party Ransomware

Pl For Sale Are Everywhere...
VIP Targeting

Executive Targeting and Spoofing

Recruiting/HR scams Open Ports Expired SSL Certificates

Exploitable Data

Exposed Login Pages DMARC / SPF Issues

Exposed API Keys
Credential Leakage Confidential Documentation

Data Leakage

Leaked Customer Data
Exposed Code Credit Card Leakage

Exposed Tokens
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Threat Command - What does it do?

Extend Visibility Continuously Monitor
Single-pane-of-glass visibility into Identify the critical threats that directly
external threats impact your business
Proprietary collection & classification Intelligence data is organized and
capabilities augmented with sophisticated analysis

Operationalize and enrich intelligence

Automate Response

Prioritize alerts, risk, and
vulnerabilities

Proactively mitigate/remediate
threats

Respond with confidence

RAPIDE)
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Wie geht es weiter?
Mogliche nachste Schritte
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Next steps
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Vielen Dank!

Besuchen Sie uns hier auf der it-sa:

Halle 7, Stand 529
(neben Infinigate)

Visit:

fabian_guter@rapid7.com

RAPID

Fabian Guter

Account Executive - Threat
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