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Deception-Powered
Adversary Generated Intel



Why is traditional
tHreat mtelhgence

broken?




Threat Intelligence 2.0

Traditional threat
intelligence is broken.

Intel from
generic breaches

Old 10Cs b

industry feeds, vendors,
peers, open source

Generic, out of context, dated, bulk, need prioritize,
limited value Threat Intel

NICE TO HAVE

Deception-powered threat
intelligence is the solution.

Real time IOCs
and TTPs

Intel that allows
you to manage

MITRE-enriched the adversary

threat data

Know the adversary’s
capability and motive.

Info on your attack surface

% Timely, real time, contextualized, actionable Threat
Intelligence ready to work with

MUST HAVE!
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Threat Intelligence Lifecycle 2.0

o Planning & Direction

Align your cybersecurity plan to Collection

your business objectives by
understanding your

organization's risk exposure and
attack surface.

Collect real-time, meaningful
threat actor behaviors via
deception assets and
beaconed fake collateral.

Take Action

Make security control uplifts
and integrate threat intelligence
and automated rule sets into your
SIEM, TIP, SOAR, and

other security applications.

Processing

Gathering context and technical
data from Threat Actor database,
MITRE ATT&CK integration and

Engage integration.

Analysis °

Analyze the attack behavior and the attacker’s
motivations to understand who the attacker is and
what they want, have done, and will do next.

COUNTERCRAFT PROPRIETARY INFORMATION. CONFIDENTIAL. Copyright © 2022 CounterCraft, SL. All rights reserved.



Can Deception Technology
really provide Actionable
Intelligence? *+ .




Hypothesis of compromise

Ransomware Spear phishing

Insider threat Lateral movement

loT attacks é Credential theft B Account hijacking

WHAT IS THE QUESTION WE TRY TO ANSWER?
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From Hypothesis to Deception Campaign

Deploy Detect &
Deception Collect
Campaign Intelligence

Deception

Hypothesis

¢ ¢
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How does 1t Work?
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Actions, Alerts Deploy
Indicators Activelures

@ SIEM, SOAR a
and Other =) E E
Security Tools a°’o = 33
Network Active Directory Endpoints
(Workstations & Servers)

DECEPTION HYPOTHESIS WILL DETERMINE LOOK AND

LOCATION OF DECOYS AND ACTIVE LURES
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CounterCraft Deception Campaigns

Active Directory
Apache Struts

CiSco Routers &
Switches
Custom Web Sites
SMTP
SWIFT
FTP / SFTP
Google Suite
HTTP / HTTPS Proxy
MySQL 4
NGINX Virtual-Hosts
Office.365
RDP
SCADA/ICS Server
Shared File Servers
SSH
b Suricata - IDS

< WordPress

WIFI Router

CentOS 7.X

Debian 8

Debian 9

Oracle Linux v.7

Red Hat Enterprise Linux 7.X Ubuntu 16.04
Ubuntu 18.04

Windows 7

Windows 8

Windows 10

Windows Server 2012 R2
Windows Server 2016

AWS Keys

Browser Cookies
Custom Breadcrumbs
Documents

FQDN

Google Documents
HTML Code

HTTP headers
Network Shares
PasteBin Data

QR Codes ‘
Signed Binaries . %
SSL Certificates “
User Credentials

Windows SCF Files

A

-

A Campaigns

Hosts

Services

[ Breadcrumbs



Afford, absorb and contextualise Intel
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More than 45 plugins
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What are the. risks involved
in adopting this approach?




Deception is not Created Equal

Credibility

1. Credibility: Is it believable? 100

2. Instrumentation /
Telemetry: Are you able to
gather deep data about what
people are doing on the
system?

3. Data Exfiltration: Are you
able to bring that data home
without revealing yourself, so

you can do something about
it?
Data Exfiltration

HIGH INTERACTION IS A MUST FOR OBTAINING AGI
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Telemetry




Drawing Attackers to the Deception Infrastructure

/Q Stealthy Monitoring — Deep Telemetry
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Deception C&C Monitored Deception Environment Passive Breadcrumbs
Director Network (on Prem or in Cloud) (Productien Environment or Internet)

A B o8 = 2

DECEPTION INFRASTRUCTURE SEPARATED FROM

PRODUCTION ENVIRONMENTS!

COUNTERCRAFT PROPRIETARY INFORMATION. CONFIDENTIAL. Copyright © 2022 CounterCraft, SL. All rights reserved.



Detect attackers before there is a breach

With deception, you can find attackers and observe
their movements before they have even entered your

network.

Eliminate false positives

Deception creates environments and data that, by
definition, should not be entered or touched. That
means there is an almost total reduction of false

positives, noise, and dead-end alerts.

Gain threat intel specific to your organization

and in real time

Deception technology doesn't rely on generic threat

intel feeds—it creates threat intel by engaging

attackers, and delivers it to your security team in real

time.

Benetits of Adopting CounterCratt

No need to disrupt regular network function

Deception technology can work without touching your
network systems, meaning minimum disruption to

normal processes and business flow.

Scale easily

Deception can scale easily and be automated for
maximum efficacy even as your organization grows and

changes.

Works across many types of systems

Legacy system? No problem. loT devices to protect?
Deception works on those too. Cyber deception is

versatile and adaptable.
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Counter
craft

Recognized as a Sample Vendor of

Intelligence Analyst Investigations

Tools by Gartner

Market Guide for Security Threat Intelligence Product and Services



https://www.gartner.com/account/signin?method=initialize&TARGET=http%3A%2F%2Fwww.gartner.com%2Fdocument%2F3985412%3Fref%3DTrackDBDailyEmail%26amp%3Butm_source%3DGartnerTrack%26amp%3Butm_medium%3Demail%26amp%3Butm_campaign%3DTrackDashboard%26amp%3Butm_content%3DTSDaily

Counter
craft

INTERESTED? COME TO OUR BOOTH
AND LET’S TALK!

Cyber Deception Platform



Counter
craft

craft@countercraft.eu
www.countercraft.eu

The content of this document is confidential and intended for the recipient and purpose of the related communication to which it's attached only. It is strictly forbidden to share any part of this document with any
third party, without a written consent of CounterCraft.

Should you receive this document by mistake, we also ask that you delete it, and do not forward it or any part of it to anyone else. Thank you for your cooperation and understanding.
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