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3 Month Customization Journey
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Assessment with CIS

► The Center for Internet Security (CIS) is a nonprofit organization that 
publishes baseline configurations for different technologies

► The CIS Critical Security Controls (CIS Controls) are a prioritized set of
Safeguards to mitigate the most prevalent cyber-attacks against systems and 
networks. They are mapped to and referenced by multiple legal, regulatory, and 
policy frameworks.

► The CDMA is an information security risk assessment method that helps
organizations implement and assess their security posture against the CIS Controls 
cybersecurity best practices.
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Critical Security Controls

► Implementing Critical Security Controls 
(CIS Controls) help provide a security 
focused baseline across the 
organization and enterprise.

►The Critical Security Controls are a 
recommended set of actions for cyber
defense that provide specific and 
actionable ways to stop today's most
pervasive and dangerous attacks.

► Review current findings and 
recommendations
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Implementation Groups

►IG1 is the definition of basic cyber 
hygiene and represents an emerging 
minimum standard of information 
security for all enterprises. 

►IG1 is a foundational set of cyber 
defense Safeguards that every 
enterprise should apply to guard 
against the most common attacks. 

►IG2 and IG3 build upon previous IGs, 
with IG1 being the on-ramp to the 
Controls.
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CDMA Workflow
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1. Tag Critical Security Controls with SPiDR libary

ATT&CK Activity

Preventive Capability

Detective Capability

Auth

Passwords

SMB

Accounts

Kerberos

Firewall

Risks

AV/EDR

Vuln. Mgmt

Basic Cyber Hygiene

Small Enterprise

Medium Enterprise

Large Enterprise

Maturity

ATT&CK

Controls

SPiDR

2. Map your SOC services our Security Framework
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CDMA Workflow
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3. Generate the results
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Summary
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Start

1

2

3

4

5

Reality Check can be done 

by „automatic Red Team 

Tests“ like Breach and 

Attack simulation tools

05 Reality

It allows a technical security 

control optimization based 

on technical facts

04 Security Controls

It abstracts from many 

infrastructure details

03 Abstraction

It is fast due to simplified 

technical questions and 

separation of duties

01 Time

It generates a technical verifiable 

overview for management and 

technical staff

02 Overview

CDMA

Cyber Defense Maturity Assessment

Summary
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We do not want to 

consider all awareness, 

management, process-

based security matures

We do not want a time-

consuming collection of the 

current state (Pareto principle)
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Wo sind wir: Halle 7, Stand 7-715
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Thank You
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