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Radiflow



RadiTlow

ist ein fliihrender Anbieter von OT Cybersecurity Losungen

mit einem umfassenden Portfolio zur Unterstlitzung der

OT-Cybersecurity Projektierung.
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Globale Prasens

150+ AN R T |

Customers Power Power T&D Renewable Oil & Gas
Generation Energy

i

8000+ [ENSRENNEOTE

2{lo | =h i
Protected Sites .
Transportation Water & BMS Process
Wastewater Manufacturing
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Portfolio

Raditlow

Erkennung & Monitoring Risiko Analyse
iCEN:
Zentrales
Monitoring
- . e
iSID:
Industrial
Threat Detection
B - e )]
&)

- wse )
CIARA
Cyber Industrial
Automated Risk Analysis

25

iSOC
MSSP Framework

iSAP
Smart Collector

SERC I IAN
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RadiTlow

Virtual@arAesting for

Cyber IndSTidR Akt Ave&ss Riktnalyses

5 | Radiflow



Auswirkungen auf lhre Produktion erkennen

Grundlage fiir eine Risikobewertung ist die Einteilung des OT-Netzwerks
in Geschéftprozesse / Produktionsgruppen und deren Relevanz.




Berechnung des Risikos

Schadens-

szenario
Schwachstellen

Industrie
Sector “Breach-Attack-Simulation”

Auswirkung
Remote ® kontinuierlich

Prozess Zugriff -

Kritikalitat

umfangreich

Minderung " akkurat

Angreifer ® kontextabhangige Daten

Breach
dechniken

Besseres Verstandnis
des Risikos

® {iber mogliche Auswirkungen

® Priorisierung von Bedrohungen

und deren Risikominderung

Risk Assessment



CIARA Workflow

NDYEL

party IDS
DIGITAL IMAGE OF SuC:

System Behavior |
Vulnerabilies "

Assets & business processes

*Offline mode available via PCAP
and Excel

THREAT INTELLIGENCE

ATTACKER INFO:
Intent

Opportunity @
Capabilities y

SuC OWNER

COMPANY-SPECIFIC INFO:

LIKELIHOOD OF
ATTACK
Mitigated risk
Un-mitigated risk

CRITICALITY

Self reported: finanical,
HSE, decertification, etc.

iSID: Business processes

IEC62443

Methodology
Benchmark SRs

Installed protections

Region & sector
Criticality of specific Assets
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Mitre Att&ck
Framework Mapping

o o o e o o o o

RISIKO

NS

DELIVERABLES
Prioritized mitigations
Project & budget planner
Detailed reporting

Ongoing risk, threat &
control scoring




Risiko Management & Mitigation

Ciara Enterprise Manager Min Risk Level

£ A .
Produktion - Threat Model ’ S
A i (*@‘\ ow  Tolerabie Risk Score

0w ¢

Produktion - Mitigation we  Dest Rk Score
’ == ( i \ w  Tolersbie ik Score
. ) Inidiel Risk Score

FR and 5L Vector Graph

Business
Control L4
Country (
City Ham
Last Updd

0 otk | 5 T2 Busdgen Covt ($)

Comx VS Time (3)

& View §

Shut Down
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Thank You

Radiflow’s team is known for its cybersecurity expertise and
reputation in the OT world.
Backed by research and led by innovation, we are committed to

exceeding expectations by tailoring solutions to our clients' industry-

specific needs

Raditlow

8 info@radiflow.com




