Advanced Email & Collaboration Security

mimecast

Work Protected

Mit der Mimecast X1 Platform.

Wie Kunstliche Intelligenz und Machine Learning Email Security verbessern und in
bestehende IT Architekturen integriert werden kénnen.

Alexander Peters, Sen. SE Manager DACH / Enterprise @ Mimecast Germany GmbH —
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The Mimecast System

Mimecast Email &
Collaboration Security Suite
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The Mimecast System

Security
DMARC
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Browser

Advanced Email and isolation
Collaboration Suite
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CyberGraph Messaging
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The Mimecast System at Work

Email Borne
Threats + Malware

EMAIL + ATTACHMENT INSPECTION

+ Multiple Feeds + Detection Engines
+ Mimecast SOC & Threat Intelligence
+ Dynamic Content Analysis

+ Al Based Social Graphing

+ Email Tracker Mitigation

+ Point-in-time URL Analysis

+ Al Driven File Analysis

+ Full Emulation Sandboxing

e

=

Communications \

1,3 Mrd

Mimecast inspects,
processes and learns from
1.3Bn emails every day

SUITE

Protect
Communications

Vv
Luues

Data

Protect
People

Protect
Data

Imai- Mimecast Extensible Security Hooks I

PLATFORM

Precision Detection

Data Analytics

©2022 Mimecast. All Rights Reserved.

Mimecast Grid Data - Average Month - 2022

mimecast

8



The Mimecast System at Work

Spear-phishing +

Credential Harvesting Mimecast protected
503M URLs as they were clicked.
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The Mimecast System at Work

] ] Mimecast detected
Whaling + Social 60,748,544
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Mimecast Cybergraph — dynamische Warn-Banner

Kontext-bsierte Warnmeldung fiir ML Unterstutzung durch Benutzer- Dynamische Warnmeldung wird
Benutzer Feedback aktualisiert

Urgent invoice to pay

File  Message Help  Mimecast Q  Tell me what you want to do File  Message Help  Mimecast Q  Tell me what you want to do
l-8H8 9> 328 M B | Ldd) - - o m-8m6 9> 288 P B | O
- ~
Urgent invoice to pay This message could be suspicious Urgent invoice to pay
. («) (() - ‘en v (_) «) =
Susan Smith <susan.smith@abd.com> — Aren Sandersen <sandersenaren@gmail.com> ° Susan Smith <susansmith@abd.com>
To Jchn Doe None Yo John D N
Subject: happy to talk vath you o emnies o
This message could be suspicious Show More I
+ Domain was created recently. © This message is dangerous
A Similar name as semeone In your compan This s RS o chan et P s
+ This is their first email to your company. . Yy pany « This ked as dangerous. Do n
O No employee In your company has ever replied to this person
Report or Mark as Safe Powered by ompany has aver replied 1o this pe
O This Is a personal emall address.
What do you want to do with this message?
Hi lohn Hi John
Sorry to drop this on you when you are travelling (how Is San Francisco?) but the UK office has closed for Sorry to drop this on you when you are travelling (how Is San Francisco?) but the UK office has closed for
the weekend and | have an urgent invoice that needs paying before a contractor will complete a job @ ® @ the weekend and | have an urgent invoice that needs paying before a contractor will complete a job
tomorrow. tomorrow.
Can you arrange for £5000 to be paid to Acme Heating and Lighting. Report as dangerous Report as spam to Mark as safe and Can you arrange for £5000 to be paid to Acme Heating and Lighting.
Account number: 12345678 to my security team my security team hide warnings Account number: 12345678
Sort code: 010203 Sort code: 010203
s =3 o
Sue Sue
Susan Smith, CEO Susan Smith, CEO -
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The Mimecast System at Work

Limited Security
@ Tool Integration

1 0 o APl endpoints
and integrations with
ITSM TI P(S) + security vendors MIMECAST EXTENSIBLE SECURITY HOOKS

+ Easily integrate with pre-built connections

CASB EDR + XDR

+ Open APl and developer community

Communlcatlons + Bi-Directional threat sharing across security tools

SOAR FIREWALL

+ Simplify investigation and response
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Protect Protect Protect
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Mimecast Extensible Security Hooks
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Automatisierung mit der Mimecast API

Configuration &
Administration

User, Domain, Policy
and Email Queue
Management
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Security
Insights

Email, Threat and
Awareness Training
Logs

Threat
Sharing

Threat feed, URLs, User
Account Activity and
Pre-emptive Blocking

2
™

Security
Investigation

Log Statistics, Email,
URL and Threat
Investigation

Orchestration &
Remediation

Email Sender, URL,
Content and
Remediation

7

Email &
Archive

Email based business
intelligence, archive
integration and sending

mimecast
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Configuration & Administration

User Management

- Add Delegate Permissions
- Add Delegate User

- Find User Delegates

- Find Delete Permissions

- Remove Delegate User

- Remove Delegate Permissions
- Create User

- Get Aliases

- Get Attributes

- Get Delegated Access

- GetInternal Users

- Get Most Used Contacts

- Get Profile

- Get Processing Messages
- Remove Alias

- Update Alias

- Update Attributes

- Update User

Domain Management

- Create Domain

- Delete Pending Domain
- GetInternal Domain

- Get Pending Domain

- Get Provision Status

- Get Verification Code

- Verify Domain

Queue Management

- Get Message Hold Summary
- Find Held Messages

- Get Message Detail

- Download Attachment

- Release Message

- Reject Message

Directory Sync
- Execute Sync

- Get ConagaeidMimecast. All Rigl}

Queue Information

- Find Processing Messages

- GetJournal Status

- GetlInbound & Outbound
Queues

Address Alteration Policy

- Create Alteration Definition
- Create Alteration Policy

- Create Alteration Set

- Delete Alteration Definition
- Delete Alteration Policy

- Delete Alteration Set

- Get Alteration Definition

- Get Alteration Policy

- Get Alteration Set

- Update Alteration Policy

Anti-Spoofing SPF Policy
- Create SPF Bypass Policy
- Delete SPF Bypass Policy
- Get SPF Bypass Policy
- Update SPF Bypass Policy

Web Security Policy

- Create SWG Policy

- Delete SWG Policy

- Get SWG Policy

- Update SWG Policy

Account

- Get Account

- Get Dashboard Notifications
Get Products

Get Support Info

ts Reserved.

Security Insights

Logs and Statistics

- Get Audit Events

- Get Archive Search Logs

- Get Archive Message View Logs
- Get Email SIEM logs

- Get Attachment Protection Logs
- Get Impersonation Protect Logs
- Get URL Protection Logs

- GetDLP Logs

- GetJournal Service

- Inbound Outbound Queues

Threat Intelligence
- Get Malware Feed

TTP URL Protect
- Decode URL

Awareness Training Logs

- Get Campaigns

- Get Campaign User Data
- Get Performance Details
- Get Performance Summary
- Get Phishing Campaign

- Get Phishing User Data

- Get SAFE Score Details

- Get SAFE Score Summary
- Get Watchlist Details

- Get Watchlist Summary

Orchestration &
Remediation

Blocked Sender Policy
- Create Policy
- Get Policy

Directory

- Add Group Member

- Create Group

- Find Groups

- Get Group Members

- Remove Group Member
- Update Group

Managed Sender
- Permit or Block Sender

TTP URL Protect

- Create Managed URL
- Get Managed URL

- Decode URL

- Delete Managed URL

Remediation

- Create Incident
- Find Incidents
- GetIncident

- Search Hash

Bring Your Own Threat Intel
- Creating Batches

- Deleting Batches

- Retrieving Batches

- Retrieving Quota

Threat Sharing

Logs and Statistics

SIEM Email Logs

Get Email SIEM logs

Get Attachment Protection Logs
Get Impersonation Protect Logs
Get URL Protection Logs

Get DLP Logs

Account Activity and Access

Get Audit Events

Threat Intelligence

Get Malware Feed
Creating Batches
Deleting Batches
Retrieving Batches
Retrieving Quota

TTP URL Protect

Create Managed URL

Blocked Sender Policy

Create Policy
Get Policy

Directory

Create Group
Get Group Member
Update Group
Add Group Member

Security Investigation

Logs and statistics

- Get Attachment Protection Logs
- Get Impersonation Protect Logs
- Get URL Protection Logs

- GetDLP Logs

Threat Intelligence
- Get Malware Feed

TTP URL Protect
- Decode URL
- Delete Managed URL

Message Tracker
- Get Message Info
- Search

Remediation
- Search Hash

Email & Archive

Email
- Send Email
- File Upload

Message Tracker
- Get Message Info
- Search

Archive

- GetfFile

- Get Message Detail
- Get Message List

- Get Message Part

- Search

mimecast | 16
|



Orchestration and Administration

Message
Tracking

Blocked
Senders

. 1 Managed
| mimecast | URLs

Remediation

Malware
Insight
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ORORORO

Search Mimecast gateway and
archive to determine the
transmission information relating to
the email

Control access to malicious senders

Allow / Block specified email based URLs

Remove malicious email across the
organization from the end users mailbox to
their Mimecast archive

Download held malware attachments for
third party analysis and reporting

mimecast
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Data logs

- - =~ ‘
V4 ~
P \
/ AN
i \
| mimecast :
\\ /
\ /
< /
~ ~N - '

©2022 Mimecast. All Rights Reserved.

ORORORORO

Received and delivered emails,
with rejection information due to
spam, malware and phishing
attempts

Advanced attack information relating to
malware, impersonation events and
phishing attacks

Feed of targeted and regional threats from the
Anti-virus, Static File Analysis and Sandbox
inspections services

Obtain information relating to lack of
engagement, phish testing and training
campaign effectiveness

Activity relating to administrative
changes and end user login activity

mimecast

18



Data feeds
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Feed of targeted and regional threats
from the Anti-virus, Static File Analysis
and Sandbox inspections services

Ingestion of malicious hashes from
third party threat intelligence feeds
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