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Zitate von IT-Security Experten und CISOs

,Meine IT-Administratoren ,lch interessiere mich nicht
wehren sich, weil sie die fur eine hohe Anzahl an
Relevanz nicht kennen.” Funden, sondern speziell fur

die Schwachstellen, die
tatsachlich ausgenutzt
werden kdnnen.”

'(l

»,Mein Team ist ausgelastet
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Was leisten Schwachstellenscanner?
Und was nicht?

Finden von IT-Assets
(Asset discovery)

Finden von
(@) Schwachstellen in der

Infrastruktur

Priorisierung der
Schwachstellen

& M @ [

...Schwachstellen gruppieren

...Beseitigung der Ursachen von
Schwachstellen

...Anleitung zur Behebung bereitstellen

...Messen das Niveau lhrer IT-
Sicherheit
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Autobahn Security skaliert Expertenwissen
Wir machen aus Tausenden Problemen eine Handvoll priorisierter Aufgaben

Integrieren aller Schwachstellen

Falsch Positive und irrelevante

100.000 Funde Schwachstellen eliminieren

Dubletten entfernen und Schwachstellen
gruppieren

50,000 Schwachstel\e”
RS — Den Schwachstellengruppen die
Losungsanweisung zuweisen

25 umsetzbare Cyber-
Fitness-Workouts
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Weniger und gezielter arbeiten durch Gruppierung
Cyber Fitness Workouts sind konzipiert um maximale Wirkung erzielen und Ihnen wertvolle Zeit sparen

+ Back 1o workauts

@ Cyber Fitness . Issue 3 V Severity & ¥ Patch your Oracle Linux
Open POF Mark workout as v
|~ Dashboard Oracle 11.2.0.3.0 on Micr... Medium
Cs Workouts [ Oracle Enterprise Linux R... Low
Warm up Setup Workout
@ Scanning v Oracle Enterprise Linux S... Critical
B Assets [ Oracle Enterprise Linux S... High EFFORT HACKABILITY HOSTI(S)
SHARE

B lssues Oracle Enterprise Linux S.., Madium Sma" 1 4 5 5 0/ 1 3
=D 55%

28 " - Since 13 Oct
Team @cle Enterprise Linux S.., Medi \ >
2022 0000

T Integrations

Oracle Enterprise Linux S... Medium
Description

Oracle Enterprise Linux S... High Oracle Linux is a Linux distribution packaged and freely distributed
by Oracle, avallable partially under the GNU General Public License
since late 2006. It is compiled from Red Hat Enterprise Linux
source code.

Qacle Enterprise Linux S... Madit j Risk

An adversary might use publicly available expioits to gain access
<1 9 10 |r1 1| 12 13 18 > 10/page to your system as there are various software packages installed on
et vour server that are missina uodates. Dependina on the spacific

Oracle Enterprise Linux S... Madium
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Schneller mehr Verbesserung erzielen durch Priorisierung
Aus dem Hackabililty Share lesen Ihre IT-Administratoren das Verbesserungspotential ab

@b Cyber Fitness

22 Dashboard

G Workouts

@ Scanning

& Assets

o Issues

28 Team

& Integrations

Gk 10 workouts
Patch your Oracle Linux

Open PDF Mark workout as v

Warm up Setup Workout

EFFORT HACKABILITY HOST(S)
SHARE

Small 14.55% 13

Since 13 Oct

2022 0000

Description

Oracle Linux is a Linux distribution packaged and freely distributed
by Oracle, avaiiable partially under the GNU General Public License
since late 2006. It is compiled from Red Hat Enterprise Linux
source code

Risk

An adversary might use publicly available expioits to gain access
to your system as there are various software packages installed on
server that are missing updates. Depending on the speacifi

Cyber Fitness Workouts

Workout ¢ ¥

Patch your
Red Hat
Enterprise
Linux

Patch your
Oracle Linux

Patch NGINX
servers

Patch
Microsoft
Office

Patch Ubuntu
Linux

Patch Oracle
databases

Assignee ¢ V
Arﬂen Vogel
.Ade
AP

Pratama
2 Ana Maria
L Ana Maria

R Julia Pardo

R} Julia Pardo

Hackabiiity _
share

-

27.26 %

1455 %

13.24 %

13.24 %

1298 %

1298 %

Effort ¢

Small

Small

Medium

Small

Small

Modium

v

Status

Tado

Todo

To do

To do

To do

To do

sV Action
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Cyber Fitness Workouts - Gezielter, schneller und einfacher

Warm up

b Cyber Fitnass

12 Dashboard

O Workouts

@ Scanning

I Assots

o lusuves

& Team

9 Integrations

o Bach to workouts

Patch Apache Logd)

Open PDF Mark workout as

Warm up Setup Workout

EFFORT HACKABILITY SHARE HOST(S)

Medium 57.90%

Bnce 24 Ogr 2022 00100

26

Description

Lo} service by Apache Is one of the most common tools for sending text 1o be stored in log files and/or databases, It is used in a (ot of applications and websites (0 Jog mossages according 10 message type and lovel For
axample, It can keop track of websie visiiors or note when wamings or arrors occur In processing

Risk

Logd] not only logs strings: text strings 1at are formatied in a cectain way will be executed just ke 4 §ne from a computer program, The problem here (s that an adversary might get the abisty to manipulate computers by
running malicious strings without the computer ownaers’ pormission. For example, the ${indi:1dap) path allows arbitracy code to be loaded from a remote URL
Apmt from the dangers of the remote code axecution, denials of service e also possibie

Objective

In s workout, we pateh Apache Logd) to fix the remaote code axecution vulnerablity called LogdaSnelt. As a critical Naw, It needs to be addreased knmediately

* Follow the below men,

* Hemediation option 1 « Upgrade the vulnerable versions

* Remediation option 2 - Setting systam properties

® Rampdiation option 3 - pam, xmi fix

* Romediation option 4 -~ Azure App Service (Windows and Linux)

* Romediation option § - Any containerlzed applications

Autobahn s
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Cyber Fitness Workouts - Gezielter, schneller und einfacher

Remediation Step 2

(T ’ '

Patch Apache Logdj

@) Cyber Fitness

¢ Dashboard

s Workouts Warm up Setup Workout

& Scamning ¢ Roemediation step 1
B Assots

* Remaediation step 2
o swes Ramodinton option 1

M Toam

9 ntagrations ' nd

Upgrade the vuinerabie vers

ns

Opan PDY Mark workout an

Patch Apache Logdj

Remediation option 1 - Upgrade the vuinerable versions

The good news 4 that not all versians of Logd) are equady affected by the LogdShet msue. The affecied 2.0 **Logd Sha

ol legdj-core versions » 2.0-betal and < 2.14. 1. Thewr users should consider the following migration patha

e For Joava B for later], usars should raoe 10 rolaase 2.1 »

o ForJava 7, use

s ahould upgrade 10 2.12.2. Thia upgrade contans a sacurity patch for 1his vuinerabiity

Nots

Oniy logdi-core JAR fie |5 impacted Oy this vuinerabiity. Appdcations wing anly the logdi-api JAR file withowt the ogdj-core Nie are not

gffecied Ly this vulnarabliny Logd) 1.x does not have lookups, 50 the risk |s lower, Livewise, conliguratians without

nffactied

To upgrade Logd), 1ake the thige steps outlined below

1 » Download Log4a)
o Downdoed the latast verson of Logd| from the dewniload page
o Unizip tha file in o local directory far example, C:\\WarkSpace\\oxanp le.com\\Lib\\npache-1logd-core~[version]-bin
.
2~ (Tor Windows) Add Logd| to the System Environmant variabde path and ClasasPath
* Navigate to the Searoh muenu and type About your PC
¢ From the window that sppoears, click Advanced system settings -+ Environment Variables -+ Path
» Add your logd) ditectaty path to the value C:\\MorkSpace\\exanple. can\\Lib\\apache-logd|~core-|veralon]~bin

o Add Logd |~anl, |ar 1o the ClassPath system envianment variabbe

1owing the above steps

2 - (for Linux) Add Log4| to the System Environment variabla path and ClassPath

In LInux teemingl, run the following command

H varslons are as fallows

MSAppender are not

Autobahn s
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Cyber Fitness Workouts - Gezielter, schneller und einfacher

Remediation Step 4

40 Cyber Fitness

Patch Apache Log4)

i Dashbowrd

Oy Workouts Warm up Setup Warkout

¢ Remedmtion step 1
e Romediation step 2
o Romediation step 3

* Romediation step 4

Aamedim Pt X fix

Patch Apache Log4|
Remadiation option 3 - pom.xmi fix

Jpdate the dgepandency in 1he pom, xml e with the Wiest avallable ve

<dependency»

<groupld=org.apache. logging. logdi«</group

<artifactldslogdj«/artifactid»

w2, 15,0/ vers lon»

an find the Intest avaldable version at: hips://search maven.org/artifect/org ape
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Cyber Fitness Workouts - Gezielter, schneller und einfacher

Remediation Step 5

40 Cyt tnesu A
SaAhAy Patch Apache Logdj
 Dashboard
Gx Workouts Warm up Setup Workout
P

Scanmwng o Remediation step 1

M Assets
& Hamedation step 2

o Remediation step 3
bA -n.||!|

)  Integrations o Remaediation stop 4

* Remediation step 5

Patch Apache Logdj 5/t

Remadiation option 4 - Azure App Service (Windows and Linux)

ecommanded to Upgrade Logd| 1o version v2.17 x and redeploy your spplicatiaons

If you ara not able 1o redeploy your apphcation, then in logd) » 2.10 you can mitigate this behavior by setting the system proporty

Diopd 2. formatMsgNoLookups=true

Romadiation option 4 - Azure App Setvice (Windo

Hemediation step 6

Remadiaton optian & - Any ¢

tainarized applications

Autobahn s
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Zitate von IT-Security Experten und CISOs

,Meine IT-Administratoren ,lch interessiere mich nicht
wehren sich, weil sie die fur eine hohe Anzahl an
Relevanz nicht kennen.” Funden, sondern speziell fur

die Schwachstellen, die
tatsachlich ausgenutzt
werden kdnnen.”

'(l

»,Mein Team ist ausgelastet

Autobahn s
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Zitate von IT-Security Experten und CISOs

,Meine IT-Administratoren ,lch weill, welche Arbeiten ich
kennen die Relevanz jedes zuerst angehen will.“
Tickets, bzw. jeder Anleitung.”

,Mein Team hat weiterhin viel
zu tun, treibt aber jetzt die
digitale Roadmap voran.”
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