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4 Trellix?

LI McAfee ) FIREEYE
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Challenges in Security Operations

70 10k

Average number of security tools Number of security alerts daily
30m|n 75days 30days
Time required to triage Average time it takes to Average time it takes to

a single alert discover a breach respond to a breach
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4 Trellix XDR Platform

Trellix XConsole

XDR Correlation + Contextualization + Playbooks

Trellix Core Engine(s)

___________________________

Trellix Trellix Trellix Trellix Trellix
. ; 3 Party
Endpoint Email Network Data Cloud Engine(s)
Security Security Security Protection Security 9
Trelix ARC (Labs)
31 Party
Trellix Data Lake ; Data Store 5
. (TEF) .

2 TrelliX



Trellix Platform Overview

Technology

L

Processes

)

Expertise

A S

Flexible Data Lake Detection Cloud
Integrations Analytics Visibility

8o &o El

Threat Response Enrichment Guided Compliance
Investigation Reporting

% ¥ @

Tailored Content Threat Risk
Intelligence Prioritization

TrellhiX



Trellix Platform in Action

(2> @ > @ > [ > Q > @

Collect Match Automatic Prioritize Investigate Respond
Enrichment

: TreliX



| HELIX DETECT

Q) FIREEYE

Dashboard

Welcome to your Dashboard, Tom

There are 367 threats. of them must be reviewed as soon as possible and 127 recommended to be reviewed proactively.

Top 6 Threats @ View All 40 Threats Threats: All v Status: Open Assignee: All v
D CORRELATIONS | 1D: 2872 DETECTED AT: 2027-10-12T702:59:03.671311Z BY FIREEYE !?ENSIICMMENT
629
Did not block Collection(+8) by using Clipboard Data(+22) against L Opeh
system(+2) with malware.binary.doc(+3)
Email Security and Endpoint Security Did not block Collection, Command and Control, Credential Access, Defense Unassigned (=l m rg
Evasion, Discovery, Execution, Initial Access, Privilege Escalation, Resource Development by using Clipboard Dat..
| me ¥ 1 Risk I tat 187 f
CORRELATIONS 10 88 | DETECTED AT: 2021-10-08704:41:13 P
596 : " -~ Open --- Unassigned £
= Did not block Credential Access(+4) by using Command and Scri. 2 S &
CORRELATIONS 1D: 2849 | DETECTED AT: 20271-10-11T719:30:14
5 ( soo . R ) : -~ Open System User
Multiple matches test campaign
D CORRELATIONS 1D: 2496 | DETECTED AT: 2021-10-08710:23:16
380 = - -~ Open ---Unassigned .
Did not block Command and Control(+2) by using Drive-by Com.. 2 g
CORRELATIONS 1D: 2365 | DETECTED AT: 2021-10-07T707:21:02
368 ; -~ Open --- Unassigned
) Did not block Threat using test.eicar.1(+16) 2 &
CORRELATIONS 1D: 2242 | DETECTED AT: 20271-10-06T07:18:01 .
D 240 - Open --- Unassigned

Did not block Threat using pdftriggeraction(+11)

v Threat Intel Matches ©

Tags: All v

Show: Past 7 Days v

« MULTIPLE (2)

Threats Assets Orchestrator « Settings v @
Show: Past v
Total Risk Score Show: Past 7 Days v :
1,00C
1 3L 08 1
Assigned Threats :
Threats: All Threats « Show: Past 7 Days w

TrelhiX




Dashboard Threats sset Orchestrator « Settings v 0

s il m

HELIX DETECT

) . ;
€ mexronmests D 2872 ([J) Correlations Details

® About

D Did not block Collection(+8) by using Clipboard
) Data(+22) against system(+2) with
maIwarel')inary.doc(+3)

—mau Security and Endpoint Security Did not block Collection, Command and Control, Credential Access, Le‘ ne

overy, Execution, Initial Access, Privilege Escalation, Resource Development l); using Clipboard Data, Command and
‘frm ing Interpreter, DCSync, DNS, File Deletion, Hidden Fll°< and I)mﬂarun;: LSA Secrets, LSASS Memory, M alictous File
Malware, Malware, Native API, OS Credential Dumping, Phx,hmg PowerShell, PowerShell, Process Injection, Query Registry,
Security Account Manager, Spearphishing Attachment, Template Injection, Visual Basic, Window Mana agement
instrumentation against system, victim-7fhsths, VICTIM-7FHSOHS with makware binary.doc, password_extraction_st
binary.doc, fec_dropper o\ml generic_1

Last Seen: 2021-10-12 | 03:00:31 UTC (!

] 2714 TacTICS

CRITICAL

se Evasion

Orchestration 24

Total Timeframe: 10h 49m 195 | Expand All Nodes ,” | Collupse All Nodes »*

Emall Security

) Which triggere v (&) - Involving vl
© @ (O] ©
¥ Multiple Sources (6) Muitiple Alerts (12) Muitiple Assets (9) Multiple Artifacts (18)

Netwark Security Endpoint Security

Multiple Tools (3)

TrelhiX




C) ~IRESYE | HELIX DETECT Dashboard Threats Assets Orchestrator v Settings @

£ saexramuEaTss G 28T @ Correlations Details

o (O Did not block Collection(+9) by using Clipboard Data(+23) against system(+2) with fec_dropper_ooxml_generic_1(+3) ° MULTIPLE (3) g 1o/14 TacTics | OB & = -~ Open Elazar

0 overview & Intel ‘= Events 61 /N Related Alerts 12 2, Related Assets 3 « Orchestration = 72

Total Timeframe; 08d 09h 18m 06s | Expand All Nodes ” | ‘ Collapse All Nodes »*

@) FIREEYE EX [Message Delivered]

WINDOWS METHODOLOGY [Invaoke..,

@

POWERSHELL METHODOLOGY [ Ne..,

VICTIM-ZFHSOHS
AL

A - FIREEYE ENDPOINT [Exploit D.. o

ap@myaccount.travel-magina.. POWERSHELL METHODOLOGY [She.,, victim-7ths0hS

-]

8 i o janet.vandyne@examp'e.org system
= victim-7fhs0hS =
FIREEYE ENDPOINT {credentia... 5 C::‘

13.69.64.52 . 10.13.2030
8 ’ @:‘r POWERSHELL METHODOLOGY [Ref..,

FIREEYE ENDPOINT [suspicoROWERSHELL METHODOLOGY [Red.., =)

nt authority\system
= 45.74.60.135

Muitip'e Sources (6) VICTIM-7FHSOHS

FIREEVE ENDPOINT [powershel ? Multiple Assets (9)
T [powershel... @) @)

OFFICE 365 ANALYTICS [Abnor. .FIREEYE NX ALERT [SmartVisi...

TrelhiX




Proof Points

Visibility Response Time Value Efficiency
650+ 20x 5-7 86%
Product integrations to Acceleration in manual Stand-alone product Reduction in analyst
minimize pivot points tasks like alert capabilities combined in time spent on
and accelerate response enrichment and triage one platform non-response activities
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600+ Integrations and Counting
@ amomMac Aol /APAC_HE ®apilityio ARBOR ArcSlgmj; arubn

AbuselPDB ive® AirTight
& nbuse AbRan Aerohive. b ol (Akamar AcatelLucent
Aarassian  AWS » 3E|us | f Barracuda ®© BALABIT [ eeyonatust =@ Mbitglass Blue@Coat Zbme N ERAREOR2  BROCADE™ (o5 |
technoiogies
: ],
Eomskont ‘Gisco’ cherwell CITRIX W GU  (Cioud.ock @ o) i—ﬁ (o \
CLARTTY

Carbon Black. . censys G Centrify:
(es) “«@ExtraHop

log NacK u'..;';..

"‘ "éfomxl RACE O’ " = m ntire
i DOVECOT elasticsearch €=

Ml@g CYMON. Ceverorr
7 6 E'-'L!NEE docker  omamre
FiIATINET Jrortscale GitHub Google

CYBERARK
@ FIESNT FAuRWARNING. [*Forcepomr <) FORESCOUT ﬁ
? FORGEROCK 4 )
3HEXADITE .@x & iDOUSS  IFTTT imperva  |nfoblox X &%) 1pstack ivanti J,‘.ﬁ;gh JuniPer
@)IUALITYSEORE  mailboxlayer
© Jira Software §gkﬂfkﬁ Q éﬁ - Maciendos - @) maLsHare . ManageEngine’ WMcAfee Ll Neraki
= o @rosteion M mouse, o MYIEMS Nagios' DNessus NGIMX @ O ORACLE 1]J‘:
OCLC "

D282 J® Microsoft MISP
. PAYLOAD  pHISHME  PhishTank - Pingm @ proofpoint. & pulseSecure O puppet

V. 5 \to e
& aloal Z= PASTEBIN ~ PAYLOAD
A
i . .
ﬁ ﬁie.;:lalrlded & REDSEAL Reservoir labs  »risuisi« AEEESNG  riverbed Oriscc RSA @ e NOW gs; hibboleth CE}SHDDM
Fubure SECUREAUTH sendmail.org
SOPHOS  solarwinds ¢ splunk> ‘74 Symantec. € Tamium  { tenable ° “ZiaTupear,  Thycotic, @ TOFINO SECURITY @I'.‘E'.‘.'E

atslack somicwaLl
vmware Vormetric #un==s

m = Trustwave:

(@%c hGuard

\) i
N\ irusTotal —
D‘\TﬂPPM\EGE E DIGITAL GUARDIAN

, ursharten.me Lnix Q urlscan.io [qu:leSgcqre
(®) ZEROFOX @ zscaler

WATERFALL EIIIII! WOT  ionpi weem@  pagleg
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