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Would you agree?

You've spent a lot of money on....

Advanced Technology Security Staff

F::RTINET

e 'ﬁ'ﬂ‘ﬂ‘

CISCO.
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Consequences of
Ignoring Security
Policies

Through 2023, “99% of firewall breaches
will be caused by misconfigurations, not
firewalls.”

Gartner
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Exposed breach
avenues and
vulnerabilities from
policy
misconfigurations

()

Increased staffing
costs to keep up with
manual change
processes and
compliance reporting

&

Run the risk of
unplanned outages
due to configuration
errors in firewall
policies

Incur fines and risk
lawsuits from
compliance violations
caused by firewall
changes



Assigner: Fortinet
Published: 2022-10-18 Updated: 2022-10-19

An authentication bypass using an alternate path or channel [CWE-288] in Fortinet FortiOS version 7.2.0 through
7.2.1 and 7.0.0 through 7.0.6, FortiProxy version 7.2.0 and version 7.0.0 through 7.0.6 and FortiSwitchManager
version 7.2.0 and 7.0.0 allows an unauthenticated atttacker to perform operations on the administrative interface via
specially crafted HTTP or HTTPS requests.

Product Status
Vendor & Product Affected
Fortinet Fortios 7.2.1,7.2.0,7.0.6,7.0.5,7.0.4, 7.0.3, 7.0.2, 7.0.1, 7.0.0; FortiProxy
7.2.0,7.0.6,7.0.5,7.0.4,7.0.3,7.0.2, 7.0.1, 7.0.0; FortiSwitchManager 7.2.0,
Fortinet FortiOS, FortiProxy, 7.0.0
FortiSwitchManager
https://www.fortinet.com/blog/psirt-blogs/update-regarding-cve-2022-40684
# show user local
References edit "fortigate-tech-support”
set accprofile "super admin“"set vdom "root™
e https://fortiguard.com/psirt/FG-IR-22-377 &£ set password ENC [...]

ext

o http://packetstormsecurity.com/files/169431/Fortinet-FortiOS-FortiProxy-FortiSwitcl "

Authentication-Bypass.html & Fortinet recommends that customers validate their configuration to ensure that no

unauthorized changes have been implemented by a malicious third party,
View additional information about CVE-2022-40684 £ on NVD. regardless of whether they have upgraded.
(Note: The NVD is not operated by the CVE Program)

https://www.cve.org/CVERecord?id=CVE-2022-40684
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Three steps to improve @
Network Security
Posture Management

: ) KRR
. ) P L
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1 | Visibility Kk,

A Real-Time Inventory of
Devices and Rules

Gathers devices and policies across the entire
environment

Translates multi-vendor policies into a consistent,
centralized rule database

Full visibility and control for reporting, audit tracking,
and policy management

Realtime change detection and analysis

Out-of-the-box support for 80+ vendors and
versions
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1 | Visibility Kk,

Q SECURITY MANAGER - “ Q L dawid kowalski@firemon.com ~

@ enterprise~ verview Policys Compllances Changew Topology-  Risk Analyzer - Reports«= Tools» Helpw

Enterprise | Overview Dashboard

“NERAL @ THANGE @ TLEANLS @ COMPLIANCE @
G 15 0% o4 22.28% = 1.85
Device Inventory @ Devices Revised (Last 7 days) @ Unused Rules (Last 90 days) ® Average Security Concern
Index @

0 Devices Revised 3 178 Unused Rules @ No change In 90 days
Rule Search

Devices Recently Revised (st 10) View All @

ice Na fisi i) C ] =
Device Name Last Revision scl® % Change (Trend) SOURCE (] include: *Any @
& Palo Alto-01-6 )11/2022 6:43 PM W o069 B Nochange in90 ...  eee
ﬁ Fortigate 712312022 1027 PM . a4 . No change In 90 .,  d DESTINATION [—;] Include: 'A"Y @
8 Cisco-ASA-00-0 f 2 PM 2.43 B Nochangein 9D ..  eee -
SERVICE L) Include: *Any @
B8 Juniper-SRX 20 5/31/2022 5:09 PM W22 B Nochange In90 ... eee
B cscoASA 0142 5/20/202210:17pM W8 257 B Nochangein90.. e APPLICATION L Include: *Any @
1 Cisco-ASA-01-41 52002022 1017 PM B 63 B NG chan ge in 90 ., e
() Include: *Any ®
emo-chikpt-R80 5/13/2022 B:47 PM . 0 - Not enough hist ee
M demo-chkpt-gw 5/13/2022 8:45 PM . 1.49 - No f"n.‘.v'lgfr n 90  aad

F I R E M O..N Improve Security Operations. Improve Security Outcomes.




1 | Visibility £k

Q SECURITY MANAGER  ~

Compliancew Change- Topology~  Risk Analyzer

devicegroup { id

service.portcount > 3) }

21 Cleanup Needed @ | 51 Impravement Needed ® 61 Failed @ | 0 Changed (Last 7 days) ©®

Destination

' .Q’. O i £ \ ”, ANCT v

50 | 3cl-0493adec140895 7 44.4473] ‘kM_, < UDP/666-99 OAu;up!
FMDEMO-MGMT/inbound

& AWS Account Lat

20 acl-0f957bd4bba%¢6ba [ 30.30,30.100/32 * Any ~ TCP/30-3 OA:cept

qa.devi.spki.mgmt-sn-acl/in
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Application Object / Service  Actlon / Security Profiles / ...

» AND rule { ([(disabled = false and source 15 disjoint from (10,0.0.0/8', '"172.16,0.0/12', '192.168.0.0/16") and destination intersects ('10.0,0,0/8', "172.16.0.0/12

Cleanup
18]
Neyer

Logging Disabled

Never

Logging Disabled

Never

192,168.0.0/16')) and

Compliance @

No Data

o
~

Nao Data

Hit Count

Rur Reset Filter A

Change Tags

firemon

DC_automated




Visibility Kk,

SECURITY MANAGER - n

Q L dawid kowalski@firernon.com

= All Devices v Overviews  Policy~  Complisnce~  Change« Reports~ Toolsw  Help

<> K Legend A Q

A Pan Tool '.‘
¢ I ‘-
& Salect Too Details A
+ [ f
& Cloud
< Cluster 3.94.41.167 L
88 Firewal
m inmterface ' A ! Properties interfaces Addresses Routes
% Network
- B Network Segment Device Interface
‘ v Palo Alto-01-6 ethernet1/2 [x]

- =
& Network Tap Group

10.0.9,61/32

@ Router

@ Synthetic Router

B 1raffic Management Module , v inside-trust (Gigabiteth... ©
% Transparent Freval
A 10,0.9.0/24
4 Cisco ASA 0142 Insige (GigabiEthernet o
—~
.':‘, » dermo-chkpt-gw demo-chkpt-gw-eth 0
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2 ‘ Continuous sec posture Q{}

COMPLIANCE

[& 4.85

Average Security Concern Index

Consolidated Compliance
and RiSk Assessments Increase of 5.08% in 70 days

7.5
o
o
a5
) &)
Over 20 preconfigured reports e
2.5
Customizable reporting and alerts using over 500
included controls o
Add custom controls with SiQL search
Unified dashboard with real-time Security Concern
Index (SCI)
) W en Out-of-the- Compliance Assessments
Access path analysis and “what if” attack Box Reports PCI-DSS Asset exposure analysis
assessments include: NERC-CIP Insecure services
nciuae. NIST App outage protection
o . . . . HIPAA Rules allowing bad actors
Qualys, Rapid7, and Tenable integrations enrich rules g Overly ParmiSaie AREa
with vulnerability data ISO/IEC 27001

Sarbanes-Oxley

F I R E M O..N Improve Security Operations. Improve Security Outcomes.



FIREMON

Continuous sec posture ﬁ{}

= SECURITY MANAGER =

@ Entorprise~ Overvieww  Policy» Charge~  Topologyw

Enterprise | Compliance Dashboard

& 30

Devices with Critical SCI1 @

& 2.1

Average Security Concern Indéx

¥ -14,11% in 51 days 168 Devices Tested &

Assessment SCITrend so day Haory)

0000 0000000000005 000000000000 00000000000

<0~ extended cleanu...

O expired rule

-0~ Best Practices
Test 10.0.00 A .
Customer Intern...

O Zone Matrix

Rule Usage by Cumulative Seventy®
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Reports = Toolsw Heolpw

& 1,299 & 1,716

Critical Control Failures & Rules with Crinical Control Fallures @

4178 Total Control Failures & 2,656 Rules wath Control Faillures 3

Devices by SCI mep 101 View All @
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View All ®

Failed Rules by Control Tag (rep 100




Continuous sec posture

9 SECURITY MANAGER -~ m 1} Do Aaiin =

iZ All Devices ~ Overvew~ Polky= pilar Change= Topologye Ik Aralysur fAoportse  Toolse  Helnw

All Devices | Compliance | Assessment Results

Other Cortrof Hesults @

Ascessment Name  Tested Device Controds inasses. IR Crica H High Medium W Low nto Pass Skip Error Average SO S(ore
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FIREMON

“ POLICY OPTIMIZER

o" Rule Review v Reviews

2 ‘ Continuous sec posture Q{}

Review ID: PO-663

Rule Summary

PON

4 Inside

Inside_access_out

-] c A
B CIscr COASA

¥ Rule Decision A

Rule Decision *
Decertify

Rule Actions *
Remove Rule
Modify Rule
Disable Rule

Remarks *

A Inside-t

Cancel Save

Source / User Object Destination

* -:A‘H".'

Control Fallures mep 20)

Severity (U

LK

Code ©®

RA-Q0OD64

RA-QO0GS
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Application Object / Service

1

Control Name

@ Accept

ANY in Destination
Mis
Bi-gire(

Allowed Access to § 1te Intern
It d unused ~ule 0 Da
reated & Unused Rule 10 Day
reated unused xule )

Action / Secunity Profiles / Sc.,

& Address

Cleanup

2/8/2018 1116 PM

Compliance ®

o @
51

No Data

Stage

Assignee

Change

firemon

Demao Account

Assessment

exten

exten

jed cle

Created I6I20

Updated 9/3/20

Tags

anu

Inuj
anup

INug

led clean




3 ‘ Secure the process ﬁg}

Easily Create and Update @

Policies D / =S
— / \
Rule creation and change workflows B @
Intelligent rule design recommendations
=Y

Audit history captured automatically @

Option to automatically deploy changes @

Recommended Changes

Create new rule

Source: Any

User: Remote

Destination: internal web 1.1.1.2
Service: HTTP

ITSM Integrations

servicenow © Jira Software 3 bmce

ok wd =
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Secure the process QQ

POLICY PLANNER

o Access Request = Dashboard = Tickats e Tickng Topls» Halp =

ACC Stage Created (& 10:47 M
Assignes  Demo Account Updated T0V1672022 B:44 PM
iry. New [ aci S Priority High Due Date 773202
cel Ticket Auto Design Need More Info Complete & Oownload
| | |

v Requirement REQ-600 |[IIITEY
Source Destination Service Action Expiration Date
10 1521682313 /23236 Accept
User Application Review Date

System Notes s o e (+] 1 Change »

Change 1D

= ravm

Description Dotals

Of]-1358 (none) © Create netwark hos 00832 haw £
{novie) © Create network host abject: 192.168.23.13 at =

© Create service object tep 23236 t o

4 AuLI213 Polcy o Recommend raating a new e at the battom of the policy. No other rules interfered with the freguestes alcess Pow, By
Of)-1355 {none) © Creatn netwark host abjecs: 100,832 haw o
08)-13538 frovie) ° Croate network host abjece: 192.168.23.13 t e

o Create service absect TCP-2 t o

AUL-1214 Policy © recommer reating a new rufe at the battom of the policy. No other rules interfered with e reguested access 5k ”e
RUL212 Fo No actiaon needed, referen rule matches some or @ of the access requested haw e
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Secure the process ﬁg}

POLICY PLANNER

¢" Access Request Uashboarde  Tickets  Croate Tiowes laplsw Holpw

—nrarnrica A ~OACT @&
[_" \Lerprise | ACCess P.';"._. uest | C Stage Creatnd
1 |
Assignen Updated
| \ jele) ( S Priarity High Dwe D Lt
L‘J ki ; ;
Device Proposed Rule Changes Affactad Rules O Control Fallaces @ S5CI Change U Pedce Caomplexity Change U Average Rule Risk Change W) Details

28 Palo Alta - PCI 0 0 D & 526M% W nange | nange
2 pavm 1 0 6 Y 035N * L05% B »io Change

88 pA- VM PCTEST | 0 b A 0.98% * L6E8W B 2o Change

< By g 25.05%

SCI Score After Change Device Complexity After Change

Control Fallures for Planned Ch

rage Rule Risk Score After Change

Severty control Code Cantrod Name Helated As sments Remediation Instructions
| 4 Ruses Without Owner or Business Justfica extended deanup Ruse OOUMENTADON Can SUPPOIT your most important firewall adminstration rasks, For exampée, rul
) n S TCP High Parts with Action of Accept extended ceanup view fules and Refine Access: Generally these rules are treated with excessive actess due to poarly
Best Practices

] 3 AL-00006 Rules without Owner or Busness Justificat Best Practices focumentation can Support your mast important fireveall administzation tasks, For example, rul

1 -7 JD Missing Change Controd Numbe extended deanup Varify all rules nave & Change Contral rumber

5 L_JY AC-D001 Rutes with action of Accept Best Practices Review Rules and Refne Ao Generally these rules are greated with exces poorly
6 3 ALL00007 Rutes without Comemants Bes Pracices Rude documentanon <an support your st impostant firewall administration tasks. For exampia, ryl
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Secure the process ﬁg}

POLICY PLANNER L Dem

& Access Request = Oashboard»  Tikkets  Create Ticket Toolse Hefpw

Enterprise | Access Request | CM-616 stage Creatad  &(7/2021 848 PM
AsSignes Updated &/ 38 PM
mima }EIM <3 ) irePowe Prionny Due Date &
\1, Download PDF

Anatyss verdfication Change Plan Commuonts Attachments Task History Ticket Hatory

¥ Requirement REQ-582

Source Destination Service Action Expiration Date
192.168.102.37 192.168.100.37 1p/55555 Accept
User Application Review Date

System Notes

e

Change 10 Policy Desoription Detalls Status Cormment
& FirePower 1010
0841331 {rane) @ Create network host object: 192.168.102.37 Hom & Verified System note - Passed all Auto-Verfication
JUOMents
0831332 fmange) o Craate network host object; 192.168.100.37 how @ Verfied System note - Passed all Auto-Verdication
legqueromen

® VYenfied M note - Passed all Auto-Verfication

RUL-1190 FrePowar 101

© recommend creating a rule above the referenced rule because the referancad fule IS too broad

Regurements
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