ecurity Cor
U m eb u n g en
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NTT DATA und das NTT DATA Partnernetzwerk fokussieren sich auf die
Kundenziele — auf lokaler und globaler Ebene.

@) TO p 10 aller weltweit tatigen Business- und IT-Dienstleister.
9-9 ) b 1 3 O OOO Experttinnen sind in 50 Landern
u e r 0 auf 6 Kontinenten tatig.

40 O/ des globalen Internetverkehrs wird unter hohen
O Sicherheitsstandards von NTT gesteuert.

NTTDATa



Cybersecurity @ NTT DATA

Technol
Consulting il ng Operation Incident Response
Integration
S A
A\\/4 2
L asa =2

Governance, Risk | ¢ tructure  Data & Devices OT/lloT Ethical Hacking
& Compliance

© A= = ]

Security o Identity & Key
Architectures Applications Cloud Management Cyber Defense

= & i v

Services Q

Solutions g

i

Benefits @

End2End Specialization Experience Global Services

X A ®
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Cloud — Wolke — Wie genau nun?

SaaS

Used by end users

C LS

PaaS

Used by software developers

© 2022 NTT DATA Corporation NTT DaTa

Source: https://www.gartner.com/en/newsroom/press-releases/2022-06-02-gartner-says-worldwide-iaas-public-cloud-services-market-grew-41-percent-in-2021



https://www.gartner.com/en/newsroom/press-releases/2022-06-02-gartner-says-worldwide-iaas-public-cloud-services-market-grew-41-percent-in-2021

Aktuelle Trends & Must-Have Aktivitaten

Vorgaben
Pflicht- Standardisierung (Buiding Blocks)

themen

NTTDAaTa



Governance & Compliance
Aber wie?

SaaS

Used by end users

L&
o

&
$ PaaS
)

Used by software developers

laaS

Used by IT/network architects

S . -

© 2022 NTT DATA Corporation NTT DETE
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CSPM | CWPP | CSPM

Detailed CNAPP Capabilities

Artifact Scanning

« SAST/DAST
» APl Scanning

« Software
Composition
Analysis

« Exposure Scanning

Cloud Configuration
-CVEs
-Secrets » Infrastructure as Code Scanning
-Sensitive Data » Network Configuration and Security Policy
-Malware « Cloud Infrastructure Entitlements Management

- Attack Path Analysis * Kubernetes Security Posture Management
» Cloud Security Posture Management

tee: Gartner

Runtime Protection

» Web Application and
AP| Protection

« Application Monitoring

« Cloud Workload
Protection Platform

+ Network Segmentation
« Exposure Scanning

-CVEs

-Secrets

-Sensitive Data

- Malware

- Attack Path Analysis

Gartner

© 2022 NTT DATA Corporation Quelle: CNAPP Capabilities Gartner
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Governance — Aber wie? \\
@?
SaasS
Used by end users
\\, e LD

&
& PaaS
<

Used by software developers

laaS

Used by IT/network architects

& /A adWSs

NTTDATa

© 2022 NTT DATA Corporation



Governance — Aber wie? AN

SaaS

Used by end users

L 1S

& PaaS
<

Used by software developers
‘ .
@5 -©-

laaS

Used by IT/network architects

& IA adWSs

NTTDATa
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Warum ist die Compliance so schwierig zu erreichen

Komplexitat

Verschiedene Verschiedene Verschiedene Verschiedene Betriebliche

Clouds Architekturen Services und Risikourspriinge Verantwortung
Technolgien .
Serverless Adoption ~  m®f = B ... Bl e ook o bt | g
SO e g o CVE-2022-24086: Critical 0-Day E E E E

' . Vuinerability Found in Mogento 2 W
L Cloud ) Services andAdoboCommerce [N | ... 4288
SeEE
i - - I

B

EEEN

Kubernetes Adoption aWS > 200

96016 Ot organzatons ae oither usng o evalustng
Kobamatus

900/ Of Kubeimetes users levesnge the doud-maneged
0 Kidwenalas SAIvices

€ spring

5_6M Daviopers usng Kubamases /s Spring Biog

Vi T

Azu re Spring Framework RCE, Early
AWS Accounts as Security Annaupeement
Boundaries — 97+Ways Data
Can be Shared Across Accounts 3 > 1 70 PwnKit: Local Privilege Escalation
e ; Vulnerability Discovered in
Goagle Cloud polkit's pkexec (CVE-2021-4034)

11 © 2022 NTT DATA Corporation Quelle: CNCF Annual Survey 2021 NTT DETE
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Warum ist es so komplex?

So viele Optionen allein um S3 sicherer zu gestalten

10bject Ownership s
Control swnarshy: of shjecty weitten to this buckst from other AWS strounts and the e of acoew tondrg

datorrnines who can spotily sccess bo objects

© ACLs d=abled {recommended)

All abjocts in this Ducket ar

ACLs enabled

DOem his Ducket can &

sanis. Actess to ths

anly policke potified ung AL

Jbject Ownership

Ducket ownes enforced

Lty (ALLY), Otjet

Bucket Versioning

2 fk
oy

wrership

Bucket Versiomng
© Disable
Enabie

JF an Sbyscr in the aChet You M us

53 bocket With ve

ng, you Com masily recove

Block Public Access settings for this bucket

4 atgect
vl

bewel uf p

v Leseri meve [4

Block Pablic Actess settings for this accomnt are cerrently turned on
Moch Podds Acsrw
| Duchut
| |

settinngs o thie mecount [ thar are mnabled appty even I they s drabled for this

Block alf public access

v Advanced settings

Object Lock
Store objects using a write-once-read-many (WO
amount of time or indefinitely. Learn more [

© Disable
Enable

Permanently allows objects in this bucket to
required in bucket details after bucket creati
or overwritten.

@ Object Lock works only in versiong

© 2022 NTT DATA Corporation

5

Default encryption
Automatically encrypt new objects stored in this bucket. Learn more Z

Server-side encryption
Disable
© Enable

Encryption key type

To upload an object with a customer-provided encryption key (SSE-C), use the AWS CLI, AWS SDK, or Amazon S3 REST APL

© Amazon S3-managed keys (SSE-53)

An encryption key that Amazon S3 creates, manages, and uses for you. Learn more E

AWS Key Management Service key (SSE-KMS)
An encryption key protected by AWS Key Management Service (AWS KMS). Leam more Z

NTTDATa
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Welche Hyerscaler Losung

.

Maecenas porttitor

AWS Security Hub

Quickly assess your high
priority security alerts and

security posture across all of

your accounts ana reqgions

NTTDAaTa



Wie analysieren CNAPP / CSPM L6sungen die Cloud - Umgebungen...

2 S <

APl — basierend APl — basierend + Agent
Einfache Anbindung - Tiefere Analyse der Ressourcen
Beschrankung auf die - Analyse gegenuber Malware etc.
bereitgestellten Informationen Limitierung auf unterstiitzte Tiefe Analyse
Ggf. Zeitverzogert Agenten

Nicht inversiv
Ggf. Beinflussung der

Fur Uberwachung von
Umgebungen

Auslagerungen geeignet

Fokussierung auf Risikohaftete Fehlkonfigurationen durch Cross Asset und Cross

Hyperscaler Korrelation

14 NTTDATa



Wie analysieren CNAPP / CSPM L6sungen die Cloud - Umgebungen...

2 S <

APl — basierend APl — basierend + Agent
Einfache Anbindung - Tiefere Analyse der Ressourcen
Beschrankung auf die - Analyse gegenuber Malware etc.
bereitgestellten Informationen Limitierung auf unterstiitzte Tiefe Analyse
Ggf. Zeitverzogert Agenten

Nicht inversiv
Ggf. Beinflussung der

Fur Uberwachung von
Umgebungen

Auslagerungen geeignet

Fokussierung auf Risikohaftete Fehlkonfigurationen durch Cross Asset und Cross

Hyperscaler Korrelation
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Kontakt — Uns finden Sie in der Halle 7 - Standnummer {7-126} & {7-128}
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Halle 7 - Standnummer {7-126} & {7-128}
Head of Application Security | Cybersecurity DACH

Zettachring 2
70567 Stuttgart

Patrice.Volkmer@nttdata.com
M: +49 172 1032 920

NTTDAaTa
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