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Frank Karlitschek

Born in Reutlingen, Germany

Studied Computer Science in Tubingen
W3C invited expert

Fellow at Open Forum Europe

Advisor to the United Nations

Founder and CEO Nextcloud
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How digitalisation with Nextcloud works
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No VPN
Endorse Bring Your Own Device




Personal

Personal info

Security

Sharing

Administration

QOverview

Basic settings

Sharing

Security

Theming

Encryption

Workflow

Second-factor backup codes

Generate backup codes

TOTP second-factor auth

[ ]Enable TOTP

U2F second-factor auth

No U2F devices configured. You are not using U2F as second factor at the moment.

me your device Add U2F device

You can add as many devices as you like, It is recommended to give each device a distinct name.

SMS second-factor auth

A confirmation code has been sent to

Insert the code here: 278516|

oo

Yubikey

Please plug in your Yubikey and press the
button to authenticate.

Cancel login

. Please check your phone and

Confirm

900

RCDevs OpenOTP

Hello julien,
Enter your TOKEN / MAIL / U2F password

Timeout: 27 seconds

U2F response [Activate Device]

One Time Password
Login =5 '

Cancel log in

Notifications

Login attempt from(198.243

APPROVE

CANCEL



Devices & sessions

Web, desktop and mobile clients currently logged in to your account.

Device
This session
Sync client - Linux
jospoortvliet
sync client laptop

L] Firefox 65 - Linux

[]  Nextcloud iOS app Nextcloud

L] Firefox 68 - Linux

Last activity

seconds Device settings

a minute ago  eee

» .
PR T

13 1v Allow filesystem access

3 # Rename

3 B Revoke

W Wipe dWice

4 days ago oo



Personal info

Security

Accessibility

Sharing

Privacy

Administration

Overview

Basic settings

Sharing

Security

LDAP / AD integration

Theming

Groupware

Tag management

Suspicious login detection

The suspicious login app is enabled on this instance. It will keep track of IP addresses users successfully log in from and build a
classifier that warns if a new login comes from a suspicious IP address.

Training data statistics

So far the app has captured 258058 logins (including client connections), of which 591 are distinct (IP, UID) tuples.

Classifier model statistics

During evaluation, the latest model (trained 18 hours ago) has shown to capture 99.315% of all suspicious logins (recall), whereas
96.667% of the logins classified as suspicious are indeed suspicious (precision). Below you see a visualization of historic model
performance.
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a2 (sA)

Seflor Administrator
@ Set status

i=  Settings

+ Apps

1 About

& Users

? Help

() Log out

‘7
Activity

user

user
@ user_]
@ > Boom
0 user_2
@ T On vacation
Q user_3
@ Search globally

User Status

@]
Comments

Sharing

@ Recent statuses

— Amrit Calvert

A
/AL

AN @ Commuting, seconds ago
Patrick Mccormick
"7 In a meeting, 2 minutes ago

John Doe
& Out sick, 3 minutes ago
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Files and Documents
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All files - -
Recent
, Add notes, lists or links ...
Favorites
Shares i & Birdie.jpg

Nextcloud community.jpg s Library.jpg
Recently edited <

Recently edited Recently edited

—

& Shared with others

«® Shared with you Name = Size Modified
&’ Shared by link Documents < .ss  24MB  amonthago
% Deleted shares
Photos < 5.4 MB a month ago
Pending shares
woad  Nextcloud.png - 49 KB  amonth ago
W Tags
Nextcloud intro.mp4 < 3.8 MB a month ago
7= Nextcloud Manual.pdf 5 6.5 MB a month ago
B Deleted files
2 folders and 3 files 18.2 MB
© 18.2 MB used
¥ Settings
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Activity Comments Sharing

% Shared with you by Jos

Name, federated cloud ID or email address ...

@ Share link & oo

’ Leon Green @® Read only

@ Louis Johnson

e Others with access O File drop (uggpad only)

O

Allow upload and editing

@ Internal link Hide download

Only works for users

Add to a project Password protect

Connect items to a pt
ﬂ 50sE —>
Set expiration date

(=  2019-12-05 -

Note to recipient

Delete share

<4 Add another link



N,

L

Lock file
by
Add to favorites
Details
Rename
Move or copy

Download

Unshare

-

<

o
\ : LA R

452 KB

1 KB

4.4 MB

36 KB

452 KB

482 KB

< 1KB

1.4 MB

3 MB

a year ago

2 months ago

d yedr ago

a year ago

a year ago

d yedr ago

2 months ago

25 minutes ago

d year ago



#  designwork < + work in progress.psd

12.8 MB, 3 years ago

Add notes, lists or links ... .
Collaborative tags

Name = Size Modified X/ Q & < O
Activity Chat Comments  Sharing Versions
2 Interface |pg 3 2.2 MB 3 years ago
h Open_Images2./pg <5 1.5 MB 3 years ago
' @ Christine Schott joined the 3:57 PM
conversation
m work in progress.psd < “ 12.8 MB 3 years ago

0 Christine Schott

- 4.5 MB 3 years ago Hey & Leon Green why didyou 3:58 P\
lock this file?
| You joined the conversation 3:58 PM
@ Leon Green
Hi @ Christine Schott 3:58 PM

| just downloaded it to work onit,  3:58 PM
will be back in 20 min, OK?

Reply
o Christine Schott

Ok, that works 3:59 PM G



1zza g e n | 85% 11:09 = =m

0 Select
proprivacy press release.docx v .
10 KB, 30 Api ke X Q Search 22:49 Mon Jan 21 al T v 93% =.
0 Nextcloud Manual.pdf
Documen‘ts o . 3 HE  sorted by name (from A to 2) - Docyrments
_ Documents E Photos
InstantUpload Add to favorites 18 Folifs Ao | days age
> A MB. 3 davs ago Concept.docx <: 0
Details Photos AUtEs 850, 11 KE
18 hours ago neXtClOUd
Movies a Nextcloud Manual.pdf -
1368, Thourago  Rename | il Nextcloud User Manual
Nextcloud intro.mp4
18 hours ago - 3.8 MB » | Nextcloud.mp4 Release 15
Notes Move 5
} B. 2 davs 89 -~ Nextcloud Manual.pdf Nextcloud.png
Copy o 18 hours ago - 6.5 MB Kl '
2 folders. 4 files 4.9 MB
Phot,o‘s. e - Nextcloud.png
0 MB. 6 days aac Sync L 18 hours ago - 49 KB
The Nextcloud developers
AWARD 2019 wH. | Delete m Reasons to use Nextcloud.pdf
}- e f - | 18 hours ago - 773 KB
E How' to creatg you...Nextcloud.docx & ! R ——
@ 355 Kb, Yesterday
E How to create yo..Nextcloud .docx . .
' %8 1 haut anc - . : — e =
Lot - = ¢ 6 lad — & < )
Files Favorites Media More
e
> Nextcloud.mp4d
452 KB, b days anl
= —
= * 2a =
Files Favorites Media More
PP Nextelond nna 3 .
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- (@) nExTCLOUD TALK

\. Frank Karlitschek wants to talk with you

A

. - < ~ . . - = - < - —
PS8 N oSy S " 'p‘.'.E_c 5 . 3“‘" o2

-

| [®) NexTCLOUD TALK

Frank Karlitschek | |
. @John Doe Can you have a look at this contract here?
. What do you think?

R .
. v

£ NExTCLOUD 1m ago

Comments
@Frank Karlitschek mentioned you in a comment on
“"Concept.docx”

£33 NExTCLOUD

Admin_Notifications
Out of quota warning

Q 19:52
NEXTCLOUD TALK

Frank Karlitschek
@John Doe Can you have

a look at this contract
here? What do you think?

Dismiss
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Nextcloud

= Data Access Engine

Nextcloud as central access point for all enterprise data

SMB/CIFS Nextcloud
Sharepoint
S3

Swift

FTP
Dropbox
Google Drive
Local
WebDAV
Nextcloud

+= + ++ + ++ + + + I+ I+

Mount by: user, group, global
Authentication: per user, global, cached
Central auditing, access control, authentication, clients
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Search conversations or contacts + ' | o w w Carl Green X
, L

Carl Green oo | 2 =
Yes. Carl Green This is perfect. Th...

good morning hair .jpg Participants Projects
Mickey Johnson e ﬁ e y @ Add to a project
Mickey Johnson started a call Cliristne Seiiott Connect items to a project to make them
Hey & Carl Green | nice hair by the way! 12:55 PM easier to find
Danceschool StepStep ose 12:55 PM e
: Bank documents oo
You added Mickey Johnson , ¢ b Q

Chat room for event coo j Q design work mQ -
You created the conversation R\ "2 ‘(‘ ,

| “ { e Readme.md % Q oue
market analysis.xlIsx coe my hair foday;jpg

You started a call

, Carl Green

Paulette Cormier oo D 12:55 PM
Call with Christine Schott and Paul...
, , & Christine Schott
Business Process Analysis.doCX eee
: \\T} 2:21 PM
jos added you \_/
Carl Green
Discuss project Butterscotch oo _
. Is that okay?

The command does not exist o

Yes. & Carl Green This is perfect. Thanks 3:03 PM

linedancemag.com-Texas Connegtio...

Hey, can you edit the document till... @  Write message, @ to mention someone ... -



Leon Green
& &% In 2 meeting

Search conversations or users +

Leon Green

& Today, April 15, 2022

' Sandra McKinney
=

] You left the call @ Leon Green created the conversation 3:48 PM
New Office ’ Leon Green
Leon Green joined the conv... Heya, wanna go out for lunch =2 3:49 PM
z @ )
Product webinar @ < ® €@ +

Call with system admin... 2

Christine Schott @ 8 @ G @ ) Q H P‘

Sure! Wanna go tot the new place around the corner?

&

Discuss project Butterscot...

system administratord... 7 Search
i 1 ®
. . Frequently used
Business Process Analysis.d... 1pm?
system administrator left th... o 9 v G ¢ Q e 9
- 1 © - Fye
: O | VU O e AV
Team Conversation
JOShua added y0U ’ Leon Green °
Sounds good, see you there and then ;-) Smileys & Emotion
Company e
You: @allan test @ vV © 9 9V Vv e
. - s ? =
Place for ideas © WO O & oV
You: @allan O W O O O VW O v
Design Team vV Ve VR VWO W
You: design work bol B8 b8 3 kA A2 A2 P

Product demo
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* <. Weekly hangout £® X

© Follow promoted | WALeave call

e £ I

Chat Participants Projects

%,' Hey crew ®® Happy to see you! 4:56 PM

\/ ~ P +thha ~all A-C°7 DAA
You joined the call 4:57 PM

.......

@ Christoph Wurst  joined the call 4.57 PM

Edeltraut Bobb

TR Sandra McKinney 4:58 PM

good to see you again! 4:58 PM

' 4:58 PM

Edeltraut Bobb
Yayyy

" Tobias Kaminsky joined the call 4:58 PM

Tobias Kaminsky

Enjoy the = I1don't see & Carl Green vyet? 4:59 PM

Sandra

Vanessa Steeg

J
Y.

Don't yah worry, I'm here - wouldn't miss it for

the §

Roeland Douma
Smart :)

Roeland /4 “Edeltrau 8 Vs & Sandra 4 L ~ Tobias Q & Write message, @ to mention someone ... -



Joas Schilling

Q Nextcloud Talk Audio...

Q
Remind Me

X

Decline

100 % () 4

< Lunch group

IMG_20200116_134803.jpg 14:54
Leon Green

Looks really nice! 14:56

ﬂ Leon Green
Looks really nice!

Yes it does, let's get some!

A& Q B coF [

Carrier = 3= 6:31 PM

< Back Talk team ::

Hey!

I'm using the Nextcloud Talk iOS app

It's nice that it has chat now

O

You can also mention people @lvan Sein

Great!

ntions

Joas Schilling 12:32

e

it
\L

1) Daniel Calvino Sanchez

'

-+ Add account
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r 5

Q

A group call has started in Brainstormig
upcoming press release

Q Join call X Decline
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Nextcloud Flyer.pdf
shared by Kevin FERE Download

] P2 4 of 2 + Automatic Zoom 3

Start call
Self-hosted, open file sync and communication app platform -

Nextcloud is the next generation open source, self-hosted, enterprise-ready file access and
communication platform. Access and sync your files, contacts, calendars and communicate

' ‘ ’ R . 1 L = f— |
and collaborate across your devices. You decide what happens with your data, where it is and ;) |
who can access it! Nextcloud puts you back in control. fversatiol

Kevin [olned th
1810)

Michael [I |
Easy access Universal file access

hi () Kevi
Users gain access to their documents and can phave
share them with others within and outside I'm checking the flyer you sent
their organization with an easy to use web : \ me

interface or clients for Windows, Mac, Linux,
Android and 105. Nextcloud also features
calendars, contacts, mail, photo gallery and o
other capabilities. It can be further extended : 8@ Kevin &:17 PM
with features like online office and private -

audio and video conferencing. , [told you! :-D

Nextcloud looks amazing!

Seamless integration

Nextcloud easily integrates into ex o Infra-
structure with ' LDAP, b ML or KPIhEII'\ and
Its universal file access feature makes data
avallable to users irrespective of where It IS
stored, be it on a local NAS, a remote FITP,
Samba, NFS or object storage like 53

1]
First class security fé‘gm&z& @ SharePoint

Nextcloud puts IT in control, providing power- =Microsoﬁ B \WebDAV

ful file access control capabllities to ensure

company policies are enforced. Encryption, & O P NFS SMB

two-factor authentication, session manage-

Access all of your data regardless
of the device or platform you use.

ment and brute force protection enable an Michael
extra layer of protection for your data. First Your data can be encrypted for
class security backed by a 5,000 USD security both local and remote storage, ' _
‘ o New message .., -

bug bounty p rogram provides the confidence protecting data stored on networks
that data meant to be private will stay pnvate. outside of your infrastructure.
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Editing documents



0 File Edit View Insert Format Table Tools Help

? ?\- Default Paragraph ... v

Your company name or logo

Your company - Street name 123 - 12345 City name

Recipient company name
Street name 123

d>
>
4
g
4
I
Il
I
Il
=
11
4
i

SourceSansPro v 12v B 1 Q

v
]

Invoice no.: 1234501
Projectno.: 123456789

12345 City name Customer no.:12345
Country Date: 27.Nov 2021
Dear Reader,
thank you for your order. The breakdown is as follows:
Pos. | Description Quantity Price Total
; Product 2 50.00  100.00
Details, article no.
,  Accessories 3 20.00 60.00
Details, article no.
Delivery
3 : 1 10. 10.
3-5 working days 0.00 0.00
Net total 170.00
VAT 19% 32.30
Gross total €202.30

Q & < o

Chat Comments Sharing Versions

Leave call

However | think that the "News" section needs more

work

) Mary Server shall we edit it together?

@ | ‘ ‘- ‘7f“’ ; .II{‘; .,

sure

let me start a call for better communication

) Mary Server started o cal 3 minute ag

/‘I‘ _:"{--\' F o - 4
SN JOoNnn ooard
e J James Data

I would like the input too of @jame{




m File View Insert Help

Data Requirements.docx

1.0 General Information

1.3 System Overview

Provide a brief system overview description as a point of reference for the remainder of the document. In
addition, include the following:

Responsible organization

System name or title

System code

System category

7 Major application: performs clearly defined functions for which there is a readily
identifiable security consideration and need

- General support system: provides general ADP or network support for a variety of users
and applications

Operational status

R Operational
= Under development
- Undergoing a major modification

System environment and special conditions

1.4 Project References

Provide a list of the references that were used in preparation of this document. Examples of references
are:

e Previously developed documents relating to the project
e Documentation concerning related projects

e HUD standard procedures documents

1.5 Acronyms and Abbreviations

Provide a list of the acronyms and abbreviations used in this document and the meaning of each.
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Sun Mon Tue Wed Thu Fri Sat
< January 2020 > . :
29 | 3 1 2 3 4
& b ovant Today g ICE 1002 from Nurnberg Hbf to Berlin Hbf (tief) . . . . .
Vacation 5p Line dancing class Corinne Moving in new office
10a Impro class 11a Company call A
Personal < ceo
) 6 7 8 9 10 1
i @/&) [ 11}
Line Dance . ICE 1002 from Nurnberg Hbf to Berlin Hbf (tief) 12a ICE 693 from Berlin Hbf (t Doctors appointment
5:01p ICE 1002 from Nurnberc 10a Impro class Line Dance dress rehearsal  12a ICE 693 from Berlin Hbf (t
Contact birthdays ose 12:50p Project sync
Work et voe
12 13 14 15 @ 17 18
+ New calendar ~+ 10a Impro class Line Dance Training L onidedeend Lien Dann main rehearsal The Big Line Dancing Shov &
2p check-in A 11a Company call A& 5p Line Dancing class Corinne discuss new office
1p Discuss project announcen 10a Phonecall with Abby

11a Discuss office furniture f

19 20 21 22 23 24 25
10a Impro class 11a Company call A 5p Line Dancing class Corinne

26 27 28 29 30 31 1
10a Impro class 3p Company call & Line Dance Show!

5p Line Dancing class Corinne

N
00

10a Impro class 11a Company call A 5p Line Dancing class Corinne

¥ Settings & import
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Nextcloud

Mall

+ Auto Provisioning

+ Multi account

+ Attachment integration
+ Signatures,

+ Contacts integration.

+ GPG support



