
Die wahre
Gefährdung der 
Identität durch
moderne Angreifer

Tobias Schubert, Sr. Sales Engineer
©2022 CrowdStrike, Inc. All rights reserved.



Modern Attacks
Ransomware, supply chain…

80% of data breaches have a connection to 

compromised privileged credentials

- Forrester Research

Breaches from stolen/compromised 

credentials took the longest to detect 
(250 days!)
- Cost of a Breach Report, 2021

FOCUS ON 80% OF 
THE PROBLEM
To stop modern attacks
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Is This Outcome You Want?
Without Identity Threat Protection
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Or is This the Outcome You Need?
With Identity Threat Protection

Adversary

Friday

4 PM 

Phishing exploit
Adversary obtains 

admin creds

Saturday

3 AM
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Persistence 

Host network contained

Persistence removed

Admin account BLOCKED

Recommendation: 
Reset admin password

Within minutes intrusion contained & remediated 

Zero intervention by IT staff

Zero disruption to business or users
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INITIAL ACCESS VECTORS
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Understanding the CONTI kill chain



Gartner® Report 2022 “The more-sophisticated attackers are now actively targeting the IAM infrastructure itself.”

Modern Attacks Require 
Identity Threat Detection and Response

See Adversary
Attack Paths

Continuous
VISIBILITY  

Faster, Real-Time Automated 
Response

Proactive
CONTROL

Conditional Access without 
Slowing Down Users

Risk-Based
RESPONSE

©2022 CrowdStrike, Inc. All rights reserved.



Improves Your Protection
at the endpoint and identity level in 
a single solution

Correlates Security 
events across endpoints and identity 
to provide real-time, actionable insights

Reduces the Attack Surface
to help prevent lateral movement 
across your network

Falcon Identity + 
Endpoint Protection

Better Together
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