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The Attacker Needs To Be Right Just Once, The
Defenders Have To Be Right All The Time!
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The Single Point Of Failure Fallacy

i Twitter Hack: The Spotlight that Insider
Threats Need

The high profile attack should spur serious board-level conversations around the importance of

: insider threat prevention.
Cybersecurity

Hackers Breached Colonial Pip
Compromised Password

Shareth Ben
Executive Director, Field Engineering, Securonix August 20, 2020

Hackers breach Line
unpatched A hacker stole more than $55 million in crypto after a bZx

LineageOS source code, O‘developer fe" for a phiShing attaCk

. Kevin Shalvey Nov 7, 2021, 5:10 AM f
® in @ f v & f
-]

‘SQL injection flaw in billing software app tied
to US ransomware infection

John Leyden
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The Attacker Needs To Be Right Just Once, The Defenders Need To Be Right All The Time
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Why Is This Happening?
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More Security Products =
Better Security

Myth I
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More Security Products Means Better Security
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So, What Are We Missing?

account _name unig_host flows cot
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141 7543
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64 19351
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Global Mobile
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Legacy Network

There were more TikTok flows than
o

Google Apps Q)
— Skype/Teams ¢

Gmail, LinkedIn or Spotify flows

Microsoft Office

TeamViewer

AnyConngct
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Why Is This Happening?
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Why Is This Happening?
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1 GOT TONS OF __ YOU ARE NOT GOING TO
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'MALWARE SIGNATURES |JuST PREDICT THE PAST, RIGHT?
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THE POLICY MUST
FOLLOW THE USER
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Ransomware Attack Stages

Case Study (and disclaimer)

* Phase 1 — Infiltration
= Phishing
= Connection to external site
= Download of payload

* Phase 2 — Network activity
Admin password collection

In memory (fileless) malware

2 Weeks of network lateral movement

SMB pushing encryption (guess when!?)

 Phase 3 — Exfiltration
= Upload
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Ransomware Attack Stages

Choke Points ISP Name: Comcast Cable Communications L... Domain Name: usaconnectingcom.weebly.com
Event Type: Security SDP User Email: demouser@cato.marketing Action' Block
e Phase 1 — Infiltration Sub-Type: Internet Flrewall Destmatlon IP: 199.34.228.53 0S Type O

= Phishing P User, VPN User Source ISP IP: 50.201.115.66 Event Internal ID: 69eC3GdCPQ

= Connection to external site Dest!nat!on Port: 443 E_vent Reference ID: .114081 2839 Source Country: United States of Ame.nca
Destination Country: United States of America Event Count: 1 J Rule: Default block for Categories

= Download of payload Src Site: Demo User Source IP: 10.41.104.182 |P Protocol: TCP Application: Suspected apps
Time: 2022-02-22 13:53:05.83

* Phase 2 — Network activity

. . . Domain Name: objects.githubusercontent.com Event Type: Securi
Admin password collection SDP User Email: demouser@cato.marketing j§ Action: Blockll Sub-Type: Anti Malware
= |n memory (fileless) malware Destination IP: 185.199.109.133 OS Type: OS_MAC PoP Name: Charlotte OS Version: 12.2.1
= 2 Weeks of K| | URL: https://objects.githubusercont... File Size: 1248552 Source is Site or SDP User: VPN User
eeks of network lateral movement File Hash: c7aeb6972df4aeebb12c0b8f587b51... Event Internal ID: MJméwRhhus

= SMB pushing encryption (guess when!?) Destination Port: 443 Destination Country: United States of America Event Count: 1
Src Site: Demo User Source IP: 10.41.104.182 Threat Verdict: virus_found

* Phase 3 — Exfiltration File Name: mimikatz_trunk.zip Jhreat Name: Trojan-PSW.Win32.Mimikatz.genj Application: GitHu

Time: 2022-02-22 13:49:48.358

URL: /questions/32251816/ Event Type: Security Source Port: 50880 Time: 4 minutes ago, 2/22/2022, 5:42:58 AM |
File Name: Domain Name: reflector.peterljames.org |IP Protocol: TCP Destination is Site or SDP User: Site
Destination IP: @ 52.51.102.52 Threat Name: Cobalt strike Mitre Attack Tactics: Privilege Escalation (TA0004),...
Threat Reference: https://www.cobaltstrike.com/ isk Level: High Account Id: 4068

Mitre Attack Subtechniques: Application Layer Protocol: We... Event Count: 1

Mitre Attack Techniques: Application Layer Protocol (T1... Destination Port: 80 Source is Site or SDP User: VPN User

reat Type: Malware Event Internal ID: 9mbKNKqg5IN SDP User Email: demouser@cato.marketing
raffic Direction: OUTBOUND Destination Country: Ireland | Signature ID: cid_heur_cobalt_strike_stackov..

PoP Name: Charlotte Source IP: 9 10.41.25.76 0S Type: 0S_MAC OS Version: 12.2.1 Source Site:

= Upload

Demo User
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Ransomware Attack Stages Incident Info

Found on site:lsrael_Office (IP: 10.20.0.81)
. Threat Info: Malware - Razy
Choke Points | e
Risk Level: High
Target IP(s): 198.134.112.241
Target Domains(s): zyl6eoatTw[.].com

* Phase 1 o Inflltratlon Destination Port(s): 443
] Ph|sh|ng Action taken: Notify
= Connection to external site Details

| suspect this machine is infected with Razy Malware and its worth scanning it when possible. (domains:

= Download of payload

t7479e4d[.]Jcom, zy16eoatlw[.Jcom)Here's some reference: https://www.microsoft.com/en-
us/wdsifthreats/malware-encyclopedia-description?Name=Trojan:Win32/Razy.A

* Phase 2 — Network activity

= Admin password collection Recommended Action _
Remove this threat using the following:httj A
u In memory (ﬁleleSS) malwa re encyclopedia-description?Name=Trojan:\
= 2 Weeks of network lateral movement 1 Website Blocked
= SMB pushing encryption (guess when!?) The internet policy for your company blocks this website
Block any P2P -
* Phase 3 — Exfiltration URL: hits:/imegazne/
Reason Website is Blocked: Corporate Internet policy violation
| U pload Block SFDC on Mobile == All VPN Users

Website Category: ~ online_storage

Click here to report a wrong category

For more information, please contact your IT department.
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Single Point of Failure VS Multiple Choke Points Approach
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A Converged Solution

Policy
* Bandwidth Management
* Quality of Service

* Risk-based Access Control
* Application Acceleration

* Threat Prevention

* Data Protection*

Context e

* Account

* Device

* Authentication
* |dentity

* Network

* Application

* Data

Flows

* Branches

* Users

* Applications
* Clouds

e Systems

* loT

CATO
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Access

Zero Trust Network Access
Single Sign-On

Multi Factor Authentication
Risk-Based Application Access

Network

* Traffic shaping

* Global Route Optimization
* WAN & Saa$ Acceleration
* Multi-Cloud Networking

Security

* Next Generation Firewall

* Secure Web Gateway

* Next Generation Anti Malware
* Intrusion Prevention System

* Cloud Access Security Broker*
* Data Loss Prevention*

* Remote Browser Isolation*



Bonus Myth — Attackers Use Their Own Servers
Aka — LOL? LOC!
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The Network for Whatever’s Next

Thank You!
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https://www.facebook.com/CatoNetworks/
https://www.linkedin.com/company/cato-networks/
https://twitter.com/CatoNetworks

