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The Attacker Needs To Be Right Just Once, The 
Defenders Have To Be Right All The Time!

Myth I
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The Single Point Of Failure Fallacy
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The Attacker Needs To Be Right Just Once, The Defenders Need To Be Right All The Time

You are here!



Why Is This Happening?



More Security Products = 
Better Security

Myth II



More Security Products Means Better Security



So, What Are We Missing?
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Why Is This Happening?



Why Is This Happening?



Everything, Everywhere, Anytime 

THE POLICY MUST 
FOLLOW THE USER



Ransomware Attack Stages

Case Study (and disclaimer) 
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• Phase 1 – Infiltration
▪ Phishing 

▪ Connection to external site

▪ Download of payload

• Phase 2 – Network activity
▪ Admin password collection

▪ In memory (fileless) malware

▪ 2 Weeks of network lateral movement  

▪ SMB pushing encryption (guess when!?)

• Phase 3 – Exfiltration
▪ Upload 



Ransomware Attack Stages

Choke Points
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Single Point of Failure VS Multiple Choke Points Approach

You are here!



A Converged Solution
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C a t o  S i n g l e  Pa s s  C l o u d  E n g i n e  ( S PA C E )

Security
• Next Generation Firewall
• Secure Web Gateway
• Next Generation Anti Malware
• Intrusion Prevention System
• Cloud Access Security Broker*
• Data Loss Prevention*
• Remote Browser Isolation*

Network
• Traffic shaping
• Global Route Optimization
• WAN & SaaS Acceleration
• Multi-Cloud Networking

Access
• Zero Trust Network Access
• Single Sign-On
• Multi Factor Authentication
• Risk-Based Application Access

Policy
• Bandwidth Management
• Quality of Service
• Risk-based Access Control
• Application Acceleration
• Threat Prevention
• Data Protection*

Flows
• Branches
• Users
• Applications
• Clouds
• Systems
• IoT

Context
• Account
• Device
• Authentication
• Identity
• Network
• Application
• Data



Bonus Myth – Attackers Use Their Own Servers
Aka – LOL? LOC!



The Network for Whatever’s Next

Thank You!

| 19

https://www.facebook.com/CatoNetworks/
https://www.linkedin.com/company/cato-networks/
https://twitter.com/CatoNetworks

