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Beobachtete Ereignisse und Trends um den
Beginn des Ukraine-Kriegs




Beobachtete Ereignisse von Unit 42

Brief on Russia/Ukraine Cyber
Conflict: CVE-2021-32648,
WhisperGate

By Robert Falcone, Mike Harbison and &
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Russia’s Gamaredon aka Primitive
Bear APT Group Actively Targeting
Ukraine (Updated Feb. 16)

Nov Dec Jan Feb Mar
Gamaredon U.S. Government WhisperGate destructive AgainstTheWest Scammers take advantage
cyber activity publishes advisory of malware impacts Ukraine Operation Ruble of news for fraud
attributed to Russian threatsto US Government
Russian FSB Critical Infrastructure

Defacement of Ukraine
Government Websites

Cyber Partisans compromise

Belarus state run railways

APT29 - Two NATO country
MFAs
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APT29 - 4 Western
Ministry of Foreign Affairs

DDoS, Hermetic Wiper,
and Defacement attacks

ContiLeaks reveals Conti
groups internal comms

CaddyWiperimpacts
small number of Ukrainian
systems

Deepfake presidents used
in Russia-Ukraine war
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Beobachtete Trends

Angriffe auf
Regierungs-
Webseiten

S

S

Beispiele Beispiele
e WhisperGate e DDoS Angriffe
e HermeticWiper e OctoberCMS

e IsaacWiper

Nicht als Ransomware,
sondern zu rein
destruktiven Zwecken.

Information und
psychologische
Einflussnahme.

Generelle Stérung, Des-

Gezielte
Langfrist-
Kampagnen

N

Beispiele
e Gamaredon
e Industroyer

“Spillover” auf westliche
Organisationen findet
bereits statt.

Bevolkerung
als Ziel von
Angriffen

S

Beispiele
e Scamming
e Fake Donation
e Deepfake

Verunsicherung und
Ausnutzung der Lage zu
finanziellen und
politischen Zwecken.
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Mogliche Auswirkungen auch auBerhalb der
Ukraine (Spillover)




Mogliche Auswirkungen auBBerhalb der Ukraine

Direkte
Cyber-
Antwort

“Spillover” Hacktivismus

Destructive Malware Zusatzliche Auswirkungen Ideologisch oder

auf Unternehmen, die in nationalistisch motivierte
DDoS Angriffe oder fur die Ukraine tatig Angriffe

sind
Angriffe gegen (e.g., NotPetya)

Kritische Infrastrukturen
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Handlungsempfehlungen
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Russland-Ukraine-Krise - Ziele und Ressourcen der Krisenreaktion

MONITOR

Uberwachung von
Cyberangriffen auf
die Ukraine und
andere
Organisationen

paloaltg.

PROTECT

Implementierung
von Produkten &
MaBnahmen zum
Schutz vor
bekannten
Bedrohungen

2

Technology

EDUCATE

Informationen
austauschen, um
Bewusstsein fur
und Kenntnisse
Uber die aktuellen
Bedrohungen zu
scharfen

PREPARE

Unterstutzung von
Organisationen bei
der Bewertung und
Vorbereitung auf
Bedrohungen

Security Consulting and Incident

RESPOND

UnterstUtzung bei
der Reaktion auf
aktive
Bedrohungen und
bei der Wieder-
herstellung

Response Services

Palo Alto Networks provides a full portfolio of products and threat
intelligence, and we've reinforced relevant capabilities:

Protect Against
Russia-Ukraine

Our research indicates that recent attacks have used ransomware or a

« Threat Prevention: Added coverage for the OctoberCMS destructive attack that poses as ransomware (i.e., WhisperGate).

Cyber Activity

Palo Alto Networks is closely monitoring
developments in Ukraine

As of 4/1/2022, the following indicators have been identified

2150 318

Domains Binaries

265 681

Ps URLs

vulnerability CVE-2021-32648, exploited in the WhisperGate

attacks.
WildFire: Improved detection of WhisperGate, which disables

‘Windows Defender and other specific malware families like
HermeticWiper that are used by Russian threat groups.

Advanced URL Filtering: Blocked hundreds of new malicious
domain names, IP addresses and URLS.

Cortex XDR: Updated defenses and added signatures to block newly
discovered malware, including HermeticWiper, in order to protect
the entire attack surface across cloud, networks, endpoints, users
and critical infrastructure.

Cortex Xpanse: Our automated Attack Surface Management (ASM)
platform provides a complete and accurate inventory of your global
internet-facing assets to discover, evaluate and mitigate security
issues.

Prisma Cloud CWP: Identify and update out-of-date packages and
known exploited vulnerabilities.

Prisma Cloud WAAS: Block OWASP Top 10 attacks on web
applications and APIs and prevent attacks that leverage the new
CVE based on virtual patching

Prisma Cloud CSPM: Identify 10C used by attackers using threat
detection. Prioritize critical web-facing vulnerabilities using True
Network Exposure.

Russia-Ukraine Cyberattacks: How
to Protect Against Related
Cyberthreats Including DDoS,
HermeticWiper, Gamaredon and
Website Defacement

« Proactive Unit 42 cyber risk onsultant:

are ready should you wish to be batter prepared.

- ARansomware Readiness Assessment can help identify potential
weaknesses in your response playbook and identify any ongoing or
historical indicators of compromise.

Incident Response: Unit 42 IR services can help companies of any
size investigate and remediate potential threat actor act fyou

have been breached or have an urgent matter, contact us here.

=)

Contact Unit 42

Connect with the industry's elite
incident response advisors

Are you under attack?

« North Ame
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https://unit42.paloaltonetworks.com/preparing-for-cyber-impact-russia-ukraine-crisis/
https://start.paloaltonetworks.com/contact-unit42.html
https://www.paloaltonetworks.com/russia-ukraine-cyber-resources
https://www.paloaltonetworks.com/
https://www.paloaltonetworks.com/unit42

Jeannette Baasner-Lukath
Manager Systems Engineering Telefon +49.160.98962072
Offentliche Auftraggeber Email jbaasner@paloaltonetworks.com
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Palo Alto Networks Unit 42
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Unit 42: Experts in Threat Research

200+ Threat
Researchers
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Reverse engineering

10+ years of historical
malware analysis growing
by 30M samples a day

Threat modeling

Multiple awards for
vulnerability research

Depth and Breadth
of Telemetry
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85k+ customers

S500BN events per day
from endpoint, network,
cloud

Tk+ Incident response
engagements per year

Across multiple verticals

Partnerships and
Open Source Data
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Open source gathering

75+ third party feeds

Cyber Threat Alliance,
6M observables/month

Law enforcement,
government, military
partnerships
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