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Warum sich Angreifer in lhrem Netz so wohl fuhlen

Warum Ransomware uns auch in der Zukunft beschaftigen wird

Alexander Goller
Senior Systems Engineer, I[llumio
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Netzwerke sind massiv Uber-konnektiert

107 Workloads

3,500 Workloads

244,050 Potential connections

6,663 Connections in use

3% In Use
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37,012,842 Potential connections

342,549 Connections in use

.8% In Use

11,554 Workloads

273,395,075 Potential connections

820,185 Connections in use

.3% In Use
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Diagnosing the Ransomware Deployment
Protocol (RDP)

Remote Desktop Protocol (RDP) is the most popular initial ransomware attack vector and has been for years.
For the 2020 Unit 42 Incident Response and Data Breach Report, Unit 42 studied data from over 1,000
incidents and found in 50% of ransomware deployment cases, RDP was the initial attack vector. In the 2021
Cortex Xpanse Attack Surface Threat Report, Cortex Xpanse researchers found that RDP accounted for 30% of
total exposures, which more than doubles the next most common exposure.

RDP is a protocol on Microsoft Windows systems that is designed to allow users to remotely connect to and
control a remote system. The most common legitimate use is to allow IT support to remotely control a user's
system to fix an issue. More recently, RDP has become popular for cloud computing to access virtual machines
(VMs) in cloud environments or to remotely manage cloud assets.

It is extremely easy to expose RDP unintentionally by leaving RDP exposed on a forgotten system, cloud
instance, device previously protected by network segmentation or by directly connecting to the internet.
What's worse is that RDP has become more widespread, more exposed and a more prevalent risk that can lead
to attacks — specifically ransomware deployment - loss of data, expensive downtime and remediation efforts,
as well as brand damage for organizations.
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Kritische Applikationen
sind unzureichend vom
Netz getrennt
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Vorfalle werden gar
nicht erst erkannt
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