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Use Cases for Public Key Infrastructures utimaco’
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u.trust Identify... utimaco’

UTIMACO
u.trust Identify

@ @ Validation Service (VS)
Certificate Authority (CA) Online Certificate Status Protocol (OCSP)

Proxy and Responder, as well as CRL support

Certificate Management Systems (CMS) Active Directory Certificate Services

@ Which also acts as a Registration Authority (RA) (ADCS) integration support
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u.trust Identify - Flexibility & Agility utimaco’

Certification Services

Microsoft ADCS CAs
(online)

Sub-CA1 Sub-CA2 Sub-CA3 Sub-CAn Root-CA1 Root-CA2 Root-CA3 Root-CAn MS-CA1 MS-CA2 MS-CA3 MS-CA4

Validation System

OCsP ocsP CRL
Proxy

Web Ul
Protocols

OCSP

UTIMACO
@ u.trust Identify CMS User 31 party

integration
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u.trust Identify - Multi-Tenancy utimaco’

u.trust Identify CA MS (Domain 1) MS (Domain 2)

. MS MS CA MS CA MS CA
TLSCA AD Suppliers Contractors BYOD ®

Manufac- External
turlng CA Staff CA Staff CA

SN

Tenant:
Production

Tenant:
General Administration

u.trust Identify CMS

Tenant:
Operations

+ Manages:
+ Manufacturing CA
+ Staff CA

+ Suppliers CA

+ Manages:
+ Staff CA
+ External Staff CA
+ Contractors CA

+ Manages:
¢+ TLS CA

+ Device CA
+ BYOD CA

* Auth:
+ LDAP

* Auth:
* MS AD

* Auth:
+ MS AD
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u.trust Identify - Future-proof Public Key Infrastructure utimaco’

signature schemes HSS,

XMSS, and XMSS-MT

recommended by NIST
and BSI for the creation
of long-term secure
signatures

High-volume generation
of unique public-private
Key Pairs

Deployment of a trusted PKI

Enables future-readiness Built-in support for

SecurityServer HSM

UTIMACO UTIMACO UTIMACO
Public Key Infrastructure + HSM + PQC Firmware Extension Hash-based
u.trust Identify e SecurityServer Q-safe

for key security

Supports
digital signature scheme

CRYSTALS-Dilithium

recommended
by NIST

W Highest security Proven solution

for private keys for large scale setups

The Crypto-agile Public Key Infrastructure for the Post-Quantum Age
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About Us utimaco’

Diversity and internationality
are the key to our success

‘ Headquarters
& Subsidiaries

Aylesbury, UK

EMEA HQ
Aachen,

® Customer and partner network
Germany

e Nt
i

Madrid,
Americas HQ Spain 48
Campbell (CA),

USA Tel Aviv, d °

Israel
N PY ® o

MAIEE Singapore

Founded 1964 50+ years in IT and 500+ highly /\/II:I 100 million Euro

Private company 35+ years in IT security skilled experts |:||:||:| revenue in FY 22
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