
© 2022 SPLUNK INC.

Understanding and 
Determining the 
Right Level for 
Your Organization
SOC Maturity

Besuchen Sie Uns! 
Holen Sie sich Ihr Splunk T-Shirt!
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Key Takeaways

Why a dedicated 
security operations 

team? 

Why Security 
Maturity 

Assessments?

How to define 
SecOps Maturity 

Levels?

Top 5 Maturity 
Frameworks 
Used in the 

industry

Security Analytics

SIEM
SOAR
Threat Intelligence 
Management 

How success 
looks like
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Why SecOps?
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Drivers for Security Operations

Expanding Digital 
Ecosystem

Threat Landscape 
Evolves

Regulatory and 
Legal Compliance

Organizational 
changes in risk 

appetite
Fragmentation in 
security posture

This is what keeps infosec leaders extremely busy
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Why are 
maturity and 
capability levels 
important 
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The need of identifying maturity and 
capabilities

For Security Manager

● DEFINE AND COMPARE state of play
● IDENTIFY good enough 
● ARTICULATE funding needs, scope and timelines
● RECOGNITION as internal (and external) marketing
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Excursion:

Bank of England

From 

“Vendor Led Security” 

To 

“2 hr analytical 
turnaround” 

2 Years*

* Journey of the team continued and emerged heavily - State in 2020 here

https://www.splunk.com/en_us/blog/conf-splunklive/splunklive-london-2020-airbus-bank-of-england-lloyds-bank-and-the-data-age.html
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The need of identifying maturity and 
capabilities

For Security Manager

● DEFINE AND COMPARE state of play
● IDENTIFY good enough 
● ARTICULATE funding needs, scope and timelines
● RECOGNITION as internal (and external) marketing

For the Business

● DIGITAL RISK AND BUDGET MANAGEMENT digital resilience
● COMMUNICATION language senior management understands
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How to define  
capability  
maturity models 
in SecOps
Comparison of different models
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Common CMMI  Models adjusted for 
Security Operations

Capability Assessment

Capability Assessment enables to assess 

processes individually and to target the 

improvement effort on the processes.

They help understand the effectiveness of 

given processes (or procedures).

Maturity Assessment

Maturity Assessments go a bit further and 

group processes in levels of maturity, which 

enables to get a single rating for a set of 

assessed processes in an organization.

They enable comparison with both industry 

peers and industry standards

Crisis Communication 
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ENISA 
Cyber Threat Intelligence Maturity 
Model
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ENISA 
Cyber Threat Intelligence Maturity 
Model

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018

https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018
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IDC 
Maturity Curve for Security 
Operations and Incident Response
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IDC 
Detection and Response Evolution

https://docs.google.com/presentation/d/1ucTuKuxdIMesLybPSb9b59YODzkY80uC

/edit#slide=id.p15

https://docs.google.com/presentation/d/1ucTuKuxdIMesLybPSb9b59YODzkY80uC/edit#slide=id.p15
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Accenture 
Cyber Defense Maturity Model
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Luleå University of 
Technology*
SOC-CMM

* Sweden. The SOC-CMM was created by Rob van Os
https://www.soc-cmm.com/

https://www.soc-cmm.com/
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Key Takeaways

Empower your 
Security 

Operations Team

Perform regular 
security maturity 

assessments

Utilize the best of 
existing maturity 

frameworks  

Ask Splunk 
for help 

doing such 
assessments

Security Analytics

SIEM
SOAR
Threat Intelligence 
Management 

Ask Splunk for 
help to make your 

SecOps Team 
happier

☕🤗

Besuchen Sie Uns! 
Holen Sie sich Ihr Splunk T-Shirt!


