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394.000 neue Malware Varianten taglich(!)
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Quelle: BSI-Auswertung von Rohdaten des Instituts AV Test GmbH 2020 2021
Durchschnittlicher taglicher Téaglicher Zuwachs im
Zuwachs je Monat 12-Monatsdurchschnitt
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Cyber-Kriminalitat
Mehr als der Doppel-Wumms

203 Milliarden Euro Wirtschaftsschutz 2022

Schaden pro Jahr durch
Ahg rlﬂ:e Ouf deUTSChe Achim Berg, Prasident Bitkom e V.
UnTernehmeﬂ Berlin, 31. August 2022

Quelle: https://www.bitkom.org/Presse/Presseinformation/Wirtschaftsschutz-2022
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Wirtschaft rechnet mit verstarkten Cyberangriffen

Wie wird sich die Anzahl der Cyberattacken auf Ihr Unternehmen in den nachsten
12 Monaten im Vergleich zu den letzten 12 Monaten voraussichtlich entwickeln?

Gesamt

KRITIS-Sektoren

Nicht KRITIS-Sektoren

m Werden stark zunehmen ® Werden eher zunehmen Unverandert
- " m Werden eher abnehmen m Werden stark abnehmen WeiR nicht/keine Angabe
in Prozen

Basis: Alle befragten Unternehmen (n=1.066) | Quelle: Bitkom Research 2022
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82%

sind erfolgreich
Uber den Faktor
Mensch

Source: Verizon Data Breach Investigations Report 2022
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https://www.verizon.com/business/resources/Ta7a/reports/dbir/2022-data-breach-investigations-report-dbir.pdf
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Mobile Devices
Working N The ClOUd Access Confrol
How is information classified

Working in public places |nformation classification  Malware
Ransomware Social media & working in the cloud

The new way of workingRepOrt security inCidents  sring your own device

Report information security incidents Work Securely QUTSide The Qfﬁce
Security Awareness for IT professionals Strong passwords

Risk management Cyber security FU-DSGVO

Be careful with information ) ) )
Know who you are dealing with Social engineering

Phishing Introduction to cyber security

Cyber security for executives  Secure your mobile devices

Clear desk. screen & office (Jse Of passwords

Business and personal use of internet, e-mail and social media
Internet of Things
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The DriveLock Zero Trust Platform

8 Infegrated
Modules
CSCs

Application Device
Control Control
Application
Behavior Control
Training

Consulting

Managerment

Q Q Protection
J Prevention
I I Detection
Applications
~ , Security Vulnerability SmartCard
RExALompins Awareness Management Middleware
Virtual SrmartCard
Services
Techn
Account Support

Security
everywhere

Encryption Solutions

BitLocker
Management

BitLocker PBA

Flle Protection

Encryption 2-Go

Disk Protection
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Cloud-managed
Endpoint
Security

Microsoft Security Tools

BitLocker Management

Defender Management

Security Configuration
Managerment

Local User Management



The DriveLock Capabilities

Privileged Access Management

Least privilege principle to secure data access.

Security layers for the company's
authentication processes.

Encrypt data and devices, enforce
encryption, use robust recovery options,
securely wipe data at end of life.

Risk & Compliance

Review and analyze risk and compliance
status by leveraging MITRE ATT&CK-
based threat detection.

Security Configuration Management

Centrally manage OS built-in security
mechanisms to have a common security
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baseline across the organization.
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Security Education

Security awareness training af the right
moment prevents phishing and other threats.

Inventory & Analytics

Gain organizational situational
awareness with a security inventory,
allow forensic analysis of incidents.

Vulnerability Management

Identifies, classifies, remediates, and
mitigates vulnerabilities in an organization.
Answers "What should we fix first?"

Monitor and limit the use of external devices.
Use application whitelisting to protect
against all types of unwanted software.



Drivelock ist ein fUhrender
Hersteller in Europa fur
Cloud-managed
Endpoint-Security.
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I\Ne protect your data.
Anywhere.
Anyfime.
Extensively.
For your digital tomorrow.




securing your digital tomorrow Halle 7A

Stand 7A-520
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