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Internet of Things (loT)

Das Internet der Dinge (Internet of Things, loT) bezieht sich auf das
standig wachsende Netz physischer Objekte, die lUber eine IP-Adresse
verfligen, sowie auf die Kommunikation zwischen diesen Objekten

und anderen internetfdhigen Geraten und Systemen.

Mirai, the first major

Amazon rel i
azon releases loT - centric attack,

“Echo, which impacts the world.
Google begins sparks the smart

Apple releases testing self- home craze. ‘

the first - driving cars. \
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e 2000 2007 Over 30 billion loT devices are part of every

home and business. From smartphones, to
smart lights, to edge computing and mobile

1 999 computing devices.
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Internet of Things (loT) fiir private Nutzung

Philips Hue - Smart Bulbs
Samsung - Smart Things
Smart Door Locks
Amazon Alexa Eco

Apple iPhone and iWatch

Belkin Wemo - Baby Monitors
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Internet of Things (loT) fiir private Nutzung

Tesla Model X/ Model S
Cardiac Pacemakers
Insulin Pumps

Air Quality / Temp Control
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Internet of Things (loT) fiir industrielle Nutzung (lloT)
bzw. fiir militarische Nutzung

Traffic Lights Smart Agriculture Guns and Weapons
Electrical Grid Statistical Control Surveillance Tech
City Lighting EDERRGE | | ' Beacons
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Internet of Things (loT)

The Things

Smart Home

Sensors Wearables

9\/

So Many Categories!

/\

Transportatlon Manufacturlng

Meducal
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Smart Building
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Smart Building - Intelligente Gebaude

Smart Building

:::::

_J

11.10.2023

Smart Package
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a Air Quality
Sensors

Smart access

Bluetooth
~  Multi-sensors

People counting
* * sensors

~ ¢ Smart meter
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Smart Building - Intelligente Gebaude

Going digital is no longer an
option, it is the default Real
Estate market is not an
exception, buildings are
becoming smart.
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HVAC Maintenance
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Systems
Integration
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Potential Significant risks

‘ilding Operating Tech

* BMS and HVAC
» Lighting controllers
* Elec, Water and Gas meters

. Building Network

* Wi-Fi and access points
* Gateways and Firewalls

. Service Providers

» System integrators
* Maintenance support
* Network manager

'iing Information Tech (IT)

* Maintenance software

* BMS software

» Computer Operating System
» Servers and storage
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The “S” in loT
stands for
Security
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

10T Security Case Study - Mirai Botnet

Mirai was discovered in 2017 and is the malware that scans the internet for loT devices

that run a minimal version of Linux with the “ARC processor”.

When a device is located by its OS fingerprint, it checks for the default

username/password for that device.

Devices impacted are infected with control code that adds them to a ,bot network”, and

they are used to launch Ddos attacks.

Hundreds of thousands of loT devices were impacted and have beed used to take down

many public websites.

Mirai has mutated into strains, such as Okiru, the Satori, the PureMasuta.
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Mirai Attack Vectors

Generic UDP
VSE

DNS

Plain UDP
TCP SYN

TCP ACK

TCP STOMP
GRE IP

GRE Ethernet
HTTP
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

Wie sicher ist ein Gebaude mit Loxone Ausstattung vor Einbruch? Ihr Loxone Sicherheitssystem
bewahrt Sie zuverlassig vor ungebetenen Gasten. Es detektiert einen Einbruch und reagiert mit
auffallig blinkendem Licht sowie lautstarker Beschallung, um den Einbrecher in die Flucht zu

schlagen.

o% SHoDAN Explore

New Service: Keep track of what you have connected to the nternet. Check out

Deutsche Tolekom AG
Hetzner Online GmbH
Contabo GenbH
ARCOR AG

Vodalone Dewtschdand GmbH

Loxone Intercom Video
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

Wie sicher ist ein Gebaude mit Loxone Ausstattung vor Einbruch? Ihr Loxone Sicherheitssystem
bewahrt Sie zuverlassig vor ungebetenen Gasten. Es detektiert einen Einbruch und reagiert mit
auffallig blinkendem Licht sowie lautstarker Beschallung, um den Einbrecher in die Flucht zu

schlagen.

LOXONE

Waebinterface

Verbindung herstelien
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

®

ao

11.10.2023

metafinanz



Internet of Things (loT) - das ,,S” steht fiir Sicherheit

Bild: Loxone-Cam Benutzer
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

controlled or viewed, and they

“Things" can be remotely
can send telemetry for analysis,

This may be a controller area
network (CAN) in connected cars,
a local network in homes, ete.

RADIO
COMMUNICATION

except for power grids or classified

Most “things” connect to the Internet,
government systems.

Cloud services provide the repository
and access control between the
“thing” and its controller,

WEB AND
INFRASTRUCTURE

Smartphones, tablets and other
smart devices can control all
types of “things.”

HARDWARE DEVICE
OR MOBILE APPS .O.

Grapbic 1. IBM model for the Tuternet of Things

Source: |1BM X-Forcedl Rassarch and Development
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Internet of Things (loT) - das ,,S” steht fiir Sicherheit

Common Security Issues for Each Layer of loT

Device Sensors Smart sensors, actuators, Data sensing, data Authentication,

RFID tags acquisition authorization, access
control, and data
integrity

Network Wired, wireless Data aggregation, QoS Modification of routing
networks, big data scheduling, transmission path or sniffing of
repositories information

Service Component Middleware technology =~ Analysis and processing  Service authentication

of data and data confidentiality

Application Smart home, smart city, Determines message Weak or vulnerable code,
portals, mobile passing protocols lack of strong access
applications controls or encryption

User Interface User Exports services to the Awareness and

end users accountability
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Securing Smart
Building
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Building Security Networking
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Smart Building - Intelligente Gebaude
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Implement Cybersecurity controls into buildings

F
Cybersecurity framework and
governance

—
—

Vendor and Asset Inventory

\—
—

Defined Roles and Responsibilities

\—
—

Products Assessments and
Implementation Assessments
guidance by the Platform Owner

—

F
Cybersecurity Training

—

F
Physical Security

\—

F
Knowledge about the AZ Incident

Process

\—

F

Network Requirements - OT
networks VS IT networks VS Cloud

—
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