
1© Acronis 2023

Artificial Intelligence - Hype & Reality 
Will the Terminator Ransomware arrive soon?

* may contain traces of AI

Lukas Nester

Strategic Partner Executive @ Acronis
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Acronis is a Leader in Cyber Protection
AI-Powered Cyber Protection, Cyber Cloud, Cyber Platform

Global

Reach

Swiss Scale & Rapid 

Growth

Global

Presence

Singaporean

Founded in 2003 in 

Singapore, currently 

the International HQ

100% of Fortune 1000   

50,000+ partners

500,000+ businesses

5,500,000+ prosumers

Since 2008 Corporate 

HQ in Schaffhausen, 

Switzerland

$300M+ billings

50% business growth

100%+ cloud 

business growth

2000+ employees

34 locations

Products available in 

150+ countries and

40+ languages

Dual Headquarters for Dual Protection
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Global company, 2000+ employees, growing fast 
50+ data centers worldwide

Global presence

HQ in Switzerland              

2,000+ employees

34+ locations

150+ countries

40+ languages

DCs in 100+ locations in 2 years 

>20,000 partners
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Every Business is Under Attack

Each successful attack costs

$7.1 million for a large organization, 

or an average of $301 per employee or $440 

per endpoint

23%
Theft of assets 

or information

10%
Damage to 

infrastructure

4%
Lawsuits, fines, 

and regulatory 

actions

30%
Loss of IT and 

end-user 

productivity

8%
Reputational 

damage

25%
System 

downtime

Business 
impact of 

successful 
attacks

• 66% of the world’s SMBs are now 
experiencing cyberattacks

• 45% still feel their security posture is 
ineffective

• 69% lost some sort of sensitive information

• 39% still don’t have an incident response 
plan in place  
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How concerned are you that cybercriminals are 
using AI to conduct attacks?
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Asien Americas EMEA

Existential threat very concerned a bit concerned neutral                not concerned

Survey Acronis 2023
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John Connor is not happy 

about you befriending AI!

Source: Terminator 2:Tri-Star Pictures 
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Malware

is 
no match for human 
stupidity.
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Have you seen this AI?

Source: Terminator 2:Tri-Star Pictures 
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Large Language Model (LLM) *

Question

Plausible

Reply 
Trained on Billions of words

Find most 

Convenient Answer

Reinforcement 

Learning

with experts

“Understand” 

Context

* simplified
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So many alternatives…

Source:Therundown.ai
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Not perfect, but self-assured!

How often letter “D” exists in the word “Candid” ?

The word "Candid" does not contain the letter "D".

It consists of the letters "C", "A", "N", "I", and "D".
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Malware
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What might be next for AI in malware?

Poly-/Metamorphic Malware Self Adapting Malware Autonome KI Malware

▪ Asks the AI to write a new malware 

version for each infection. e.g. 

BlackMamba.

▪ The behaviour changes little

- Current Probability: ●●○○○

- Impact: ●●○○○

▪ Behaves differently depending on the 

environment and compromised 

system

▪ e.g. DeepLocker IBM 2018

- Current Probability: ●○○○○

- Impact: ●●●○○

▪ Completely new, never-before-seen 

attack methods, e.g. RowHammer

▪ Finds new ways to achieve the goal. 

AI-Powered Malware

-Current Probability: ○○○○○

-Impact: ●●●●●
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Asymmetric attacks

Attacker

• Little effort

• Little expertise

• Fast & scaled Defender

• Great effort

• Expertise necessary

• Time-consuming
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Advantage:

• Lowers the barrier to entry

• Scale and accelerate attacks - AI vs. AI

• Help with things attackers don't know yet

Disadvantage:

• No quantum leaps in techniques (yet).

• Nothing "new" → not impossible to detect

• Restrictive protective filters of OpenAI

Benefits of ChatGPT for cybercriminals?
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Don’t give up hope!

Join the Resistance

Source: Terminator:Tri-Star Pictures 
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One Winning Strategy:

Acronis
Cyber Protect

17
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Reliable backup

and recovery

Full-image and file-level backup, 

disaster recovery, and metadata 

collection for security forensics

Enterprise protection 

management

URL filtering, vulnerability 

assessments, patch management, 

remote management, drive health

Next-generation 

cybersecurity

Advanced AI-based behavioral 

detection engine for zero-day 

attack prevention

Integration provides unmatched manageability for IT managers –

increasing security and productivity while decreasing operating costs

Acronis Cyber Protect

+ +
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Thank you!

Lukas Nester

Strategic Partner Executive @ Acronis


