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= Founded 1995

» Products: PKI, KMS, HSM
= PQC enabler

= DIN ISO 27001 certified
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We simplify and centralize the
management of cryptographic
kKeys & identities throughout the
complete Key:Lifecycle.



Expired
certificates shall

not lead to
application
fallure !
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Performance / \ransparency MTG

= Fast handling of all processes = Certificate location

= Scalability = Access rights & monitoring

= Easy deployment » Certificate expiring date
ARCHIVAL GENERATION

Protection Certifioat Quality / Convenience
: ruti
= Protection of key material & L'fe Cla ZL = |nput error prevention
credentials REVOCATION ITecycile DISTRIBUTION = Easy integration & interfaces

= Key storage location Challenges

Support of new applications
Crypto Agility

VALIDATION
RENEWAL ’
Ownership Timing
= Authorized access to certificates = Timely certificate renewal
= Applicable roles- and rights concept » Fast certificate enrollment

= Required skills for operation

\
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MTG

Certificate Discovery —
Full Transparency!

v’ A systematic scanning for unknown certificates.

v" All company public and private TLS/SSL
certificates are identified and added to the
certificate inventory.

v Dangerous outages due to expired certificates or
expensive manual handling is consequently
avoided.




MTG

MTG CA Connectors -
Simple Management of
different CAs

v’ Public CAs, e.g.

v' GlobalSign
v" Deutsche Telekom Security

v’ Private CAs, e.g.

v MTG PKI




MTG

Automation In
Certificate Lifecycle
Management

v Automatically renew and audit the
installation of X.509 certificates

v’ Support of relevant PKI protocols
(ACME, EST, CMP, SCEP, REST)

v Automated revocation service using
OSCP and / or CRLs
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MTG

Extensive, user-
friendly
Monitoring &
Reporting!

v’ Status of certificates.

v" Notification System.

v" Advanced filtering and search functionality

v" Audit data



MTG

Create & support
multiple business
domains

= The respective areas (realms) can be structured according
to departments, user groups or hierarchies, for example. .



Certificate
Policy Enforcement

Complete and
Failure-free
Generation of
Certificates!




AcCcCess
Control &

Compliance!




MTG PKI is PQC-Ready!
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MTG PKI - On-Premise & Cloud Solutions MTG

<@ &
) U .
On-Premise Cloud Solutions
Solutions Standard & Customized
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Challenge:
NIS 2 Directive

(Network and Information Security Directive)

v Lifting of minimum standards
v More industries & suppliers affected
v Smaller companies included

= approx. 29.000 companies in D!
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MTG

v' Certificate Discovery v Dashboard

v Automation v Notifications

v Multiple CA support v' Crypto Agilitat

v Ease of Use
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Jurgen Ruf
juergen.ruf@mtg.de
+49 6151 8000 12
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VISIT US!

Hall 7 - 315

MTG
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