HORIZON3 ai The Experience from 20.000 Penetration Tests



HORIZON3.ai “Are we secure? How do we know?”

TRUST BUT VERIFY

* Ifinished installing our SIEM, EDR,

XDR, SOAR, and AV tools. We're
finally secure!

erified they work together, right?

@fified the tools work together .
8’re actually secure, right??




HORIZON3.ai Verifying your security posture (the old way)

TRUST BUT VERIFY

Justify the budget... Spend weeks preparing... Get PWN'd...

Pentest

Paying
50k for
a pentest

Paying

. ; Telling my boss we
500k for y - fixed all the “Criticals” )
aransom from the latest ;

vulnerability scan ’

'v

Start updating your Linkedin Profile...

e

,,‘

o

o
hese are the
exact same
problems
they found
last year?!



HORIZON3.ai

TRUST BUT VERIFY

Supply

<5,000

Certified Ethical Hackers in US

~10 years

To become a “Master” Ethical Hacker

~18 weeks

Lead time to schedule a single
pentest and receive report

<

Security Testing is on an unsustainable trajectory

Demand

Growing Infrastructure Attack Surface

+ Datacenter * Clouds « OSINT
* Perimeter *+ SaaS Access + DarkWeb Data
* Insider Threat *  WFH e loT
Compliance Requirements
SOC2 CMMC
«  HIPPA + GDPR
. PC * State & Federal laws
NIS2 DORA
Continuously Prove Security posture
To the Board «  Justify ROI of ~130 defensive tools
+ To Regulators * Validate SOC/MSSP response time
+ To customers * Keep up with continuous changes in env

+ Toinsurance providers



HORIZON3.ai “Peacetime” Security Mindset...

TRUST BUT VERIFY

v Vulnerability scan

v" Annual Pentest

v Annual Tabletop Exercise

v" We're secure, bring it!

my security tools work




HORIZON3.ai

TRUST BUT VERIFY

Prepare for Cyber-enabled Economic Warfare

1000+ companies have withdrawn from the Russian economy
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Western Sanctions Cyber-Enabled Counter Punch

Ban Russians from traveling
Ban the sale of luxury goods

Ban Russian oil & gas

11

Corrupt airline ticketing database

Attack logistics industry to create product shortages

Attack refineries & pipelines to cause 10x spike in gas prices



HORIZON3 ai Wartime Mindset = TrustBut-Verify

TRVUST BUT VERIFY

1. See your enterprise through the eyes of the attacker
» Attackers will get in, can you detect and stifle them?

«  Are your “crown jewels” secure? “EVERYBODY HAS
« Are your tools & processes effective? APLAN UNTIL THEY
GET PUNCHED IN

THE FACE"
2. Build your incident response muscle memory MIKE TYSON
* Router crashed due to hack or IT misconfig?
« Are your processes clearly understood?
« Who has decision-making authority? Don’t tell me we’re secure, show me

3. Operational Collaboration
 Red + Blue = Purple teams
* Your suppliers & distributors are part of your security team
* Operationally-minded ISAC’s
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Continuously verify your security posture

= Network recomnaissanoe
* Rwenote Code Execition

DARK
web
00'“(_!355 v Crodwstiel sy

- « Dumg credentias 4 + Compromise business emal

» Crack NTLM rastus
* * Credectiel reuse

B\
e ——— / . o aws + Coedensol reuse

\ H e + Logn 3 Admn
kubernetes |

"~ OnFrem

FIND

Via Continuous
Pentesting

N \VERIFY <4 FIX

Via Detection SOAR
Engineering

Description

Mitigations

1WRECE06G & 7




HORIZON3.ai Story 1: My EDR should have caught that!

TRUST BUT VERIFY

Windows SMB RCE Dump LSASS to harvest credentials

Environment

Proof of remote command axocuticn: Cutpat of ‘'whoami commank showing cument user

The administrator user administrator was used to access the endpoint 10.0,220.55

* Internal infrastructure pentest
+ ~5,000 hosts
« EDR & UBAtools installed

I F:=RTINET

What happened? Credential reuse leads to
Domain Compromise

* Fortinet was misconfigured on 3/5000 machines

* “Buy why didn’t Fortinet stop the credential pivot?”
* Per Fortinet, “Customer didn’t buy the right UBA modules”



HORIZON3.ai Story 2: | thought we patched that!

TRUST BUT VERIFY

Environment

* Internal infrastructure pentest
 ~10,000 hosts

* Robust patching processes

« Cylance for AV

* Qualys for VM & reporting

HELLO THERE. controller

What happened?

ZeroLogon patch has 2 steps
1. Update registry files to show patch was applied
2. Apply the binaries

Cylance blocked the binaries from applying
Qualys relies on registry files to report patching status

Went unnoticed for 18 months, had to rebuild network

Netlogon Elevation of Privilege Vulnerability (CVE-2020-1472)

Zorologon

Domain

- 4
Exploitation isn’t required




HORIZON3.ai

TRUST BUT VERIFY

Story 4. Becoming AWS Admin

1. NodeZero given initial access

2. NodeZero discovers 2,000 hosts on the network

3. NodeZero identifies HP iLO running on 5 hosts

4. NodeZero successfully gains RCE via HP iLO CVE-2017-
12542

5. NodeZero successfully dumps creds via HP iLO RCE

6. NodeZero identifies admin credential from dump, pivots to
gain Admin access to adjacent Windows box

7. NodeZero searches local filesystem and identifies
password.txt file that contains AWS admin creds

8. NodeZero utilizes harvested credentials to become AWS Admin

Fix this asap

’
\

@ Proof

The befow HP ILO credentials were anumerstad with the RCE vulnerability
The below HP ILO users were enumerated with the RCE vulnerability

Proof of valid AWS credential



HORIZON3 ai Principles of Good Security Organizations

TRUST BUT VERIFY

e Assume attackers can gain initial access

* Implement multiple layers of security controls — Perimeter, Identity, Behavioral, etc
* Provides redundancy in the event a single control fails

 BUT... on average, you have 130 security tools deployed

* Reality: these security tools aren’t designed to work together

After running a NodeZero pentest...

Did you detect us?

Did you log us?

Did you alert on us?

S

Did you stop us?



HORIZON3.ai Our Mission with NodeZero

TRUST BUT VERIFY

Attacker gains

Continuously... initial access.

* Find: identify new exploitable attack vectors.

Autonomous « Fix: prioritize remediations based on impact.
Pen Testing with I . :
Nod eZegr o « Verify fixes and security controls are effective. Detect beacons, Disrupt kill chain &
HORZONS 2 . lateral movements :
HORTZONS - Report posture to leadership, board, regulators. 2 exfi conduct forensics

proactive reactive

» Delivered as SaaS — no agents, custom scripts, or credentials required.
« EU instance in Frankfurt/Main, operated by Horizon3.al Europe GmbH

* Up and running in <10 minutes via self-service Ul or API.

* No consultants or professional services required.

» Helping to fulfill mandatory requirements NIS-2 and DORA



N o g bk e N

10.

HORIZONS3 ai 10 most frequently used techniques used by NodeZero

TRUST BUT VERIFY

Top 10 techniques used

Brute force weak and default credentials across protocols (SSH, FTP, web,
etc)

Credential dumping & reuse across Windows & Linux hosts

Public-facing asset discovery and perimeter host exploitation

Lateral movement via insufficient network segmentation

Man-in-the-middle and relay attacks

Windows Active Directory privilege escalation vectors such as Kerberoasting

Exploitation of misconfigurations & vulnerabilities in routers, iLOs, iDRACS,
etc.

Open-Source Intelligence and password spraying credentials

Exploitation of misconfigurations and vulnerabilities in DevOps tools such as
Jenkins, GitLab, Kubernetes, Docker

Exploitation of critical CISA recognized vulnerabilities & remote code
execution

... To achieve critical impacts

Summary

On Wednesday, November 3, 2021, Hortzon 3 Al conductad an autonomous penatration tes

("pentast’) on behalf of Demo Group - Presentations

Impacts

1 Domain Compromise

ompromised | dommn vin 4 sepanite sTlnck vnciors

Haost Compromise
14

Y prerteed 14 Beats vie 40 sapariiv Altnck yectors

DRomain User Compromise
ompromiped 7 dommn usery

Ransomware Exposure

s0fmware exposere on § sinres v 24 separste aftack vecion

Sensitive Data Exposure

ompromiped sengsve datn on 4 ssorws vin

Critical infrastructure Comapromise

Jompromisec 4 crecal applcations o devices via b seorate ofta

Brand Compromise

ompromised | subdomain




HORIZON3 ai Continuously verify your security posture

TRVUST BUT VERIFY

1. On-demand, self-service pentests
2. Attack paths spanning on-prem, cloud, perimeter
3. Chain misconfigurations, defaults, vulnerabilities, and credentials at-scale

FIND

Via Continuous
Pentesting

N

1. Verify detection & response 1. Prioritize exploitable vulnerabilities

. Verify cyber resilience & systems hardening VE R I FY _ F I X 2. Secure critical data

3. Verify compliance posture Via Detection Via 3. Quickly remediate & retest
Engineering SOAR



HORIZON3.ai


http://www.horizon3.ai/
http://www.linkedin.com/company/horizon3ai
https://twitter.com/Horizon3ai

