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Systeme zur
Angriffserkennung
nach § 8 a Absatz 1a

Protokollierung, Detektion und Reaktion

* Bundesamt Deutschland

fur Sicherheit n der

Informationstechnik Digital.Sicher. BS[

ab dem 1. Mai 2023; L s .
Orientierungshilfe zum Einsatz von

Einsatz von Systemen zur Angriffserkennung Systemen zur Angriffserkennung

®m  geeignete Parameter und Merkmale aus dem
laufenden Betrieb

®  kontinuierlich und automatisch erfassen und
auswerten.

Abdeckung:

= Alle informationstechnischen Systeme, Komponenten
oder Prozesse die fir die Funktionsfahigkeit der von
ihnen betriebenen Kritischen Infrastrukturen
maligeblich sind Vom 26.09.2022

Version 1.0

®= |T, OT, Rechenzentren, Embedded Systems und

weitere Bereiche .
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KRITIS/oh-sza.pdf? _blob=publicationFile&v=14#:~:text=In%20%C2%A7%208a%20Absatz%201a,tomatisch%20erfassen%20und%20auswerten%E2%80%9C%20k%C3%B6nnen. Splun k } bltkom
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Systeme zur
Angriffserkennung
nach § 8 a Absatz 1a

Nachweis

0 | e der Deutschland
Informationstechnik Digital'SiCher-BSI

ab dem 1. Mai 2023 Aussagen zum SzA enthalten; . . : .
Orientierungshilfe zum Einsatz von

SOLLTE, MUSS Vorgaben

Umsetzungsgradmodell 1-5

Im Ersten Nachweiszyklus wird Stufe 3 als ausreichend
akzeptiert

®  Stufe 3: Alle MUSS Anforderungen erfllt.

Neu: Konnen Betreiber sich auch selbst prifen?

®  Nein, eine Selbstprifung ist aufgrund der zwingend SN
notwendigen Unabhangigkeit und Neutralitat einer Vom 26.09.2022
priufenden Instanz nicht glltig/moglich.

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KRITIS/oh-sza.pdf? blob=publicationFile&v=14#:~:text=1n%20%C2%A7%208a%20Absatz%201a,tomatisch%20erfassen%20und%20auswerten%E2%80%9C%20k%C3%B6nnen.

L]
https://www.bsi.bund.de/DE/Themen/KRITIS-und-regulierte-Unternehmen/Kritische-Infrastrukturen/KRITIS-FAQ/FAQ-Systeme-Angriffserkennung/fag-systeme-angriffserkennung_node.html Splun k } bltkom
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Systeme zur
Angriffserkennung
nach § 8 a Absatz 1a

MUSS - Beispiele

= |m Rahmen der Planung MUSSEN alle Systeme
identifiziert werden, die zur Aufrechterhaltung der
kritischen Dienstleistung maRgeblich sind, damit deren
Protokoll- und Protokollierungsdaten spater erfasst
werden kdonnen

= Es MUSSEN zentrale Komponenten eingesetzt werden,
um sicherheitsrelevante Ereignisse zu erkennen und
auszuwerten

= Es MUSSEN Mitarbeitende bzw. Mitarbeitende von
Dienstleistern speziell damit beauftragt werden, alle
Protokoll- und Protokollierungsdaten auszuwerten

* Bundesamt DethSChland

fur Sicherheit m der

Informationstechnik Digital.Sicher.BSI

Orientierungshilfe zum Einsatz von
Systemen zur Angriffserkennung

Version 1.0

Vom 26.09.2022

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KRITIS/oh-sza.pdf? _blob=publicationFile&v=14#:~:text=1n%20%C2%A7%208a%20Absatz%201a,tomatisch%20erfassen%20und%20auswerten%E2%80%9C%20k%C3%B6nnen.
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Umsetzung in der
Praxis

Planung der Detektion

Bei der Auswahl und dem Einsatz von Detektionsmafnahmen MUSS eine umfassende und effiziente Ab-
deckung der Bedrohungslandschaft erzielt werden. Dazu MUSSEN die Ergebnisse der Risikoanalyse sowie
die Groéf3e und Struktur des Unternehmens in der Planung einbezogen werden. Zur Bestimmung der Ab-
deckung KANN (und es wird empfohlen) eine standardisierte Methode angewendet werden (z. B. MITRE
ATTECK bzw. ATTECK for ICS ©). In Abhédngigkeit der Unternehmensgréfie und der Bedrohungslandschaft
KANN eine separate Betrachtung von Detektionsmafnahmen fiir die IT- und OT-Umgebung erforderlich
sein.

ttttt ://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/KRITIS/oh-sza.pdf? _blob=publicationFile&v=14#:~:text=In%20%C2%A7%208a%20Absatz%201a,tomatisch%20erfassen%20und%20auswerten%E2%80%9C%20k%C3%B6nnen. Sp un } lt Om
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Umsetzung in der Praxis: .italo
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MITRE ATT&CK
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MITRE ATT&CK

MITRE ATT&CK Matrices - _= Mitigations ~ Greups Software Campaigns Regsources ~ Blog 4 Contribite Search Q,

®  Sub-Technique:

TECHNIQUES Procedure Examples Schedule Task
Container Administration Command 1) Name Deecription
Deploy Container e u Procedure Used
S0331  Agent Tesla Agent Tesls has achieved persistence via scheduled tasks.!5!
Exploitation for Client Execution by ”Age nt TeS I all
Inter-Process Communication W S0S04  Anchor Anchoe can create a scheduled task for persistence. '
Native API S0584  AppleJeus AppleJeus has crested a scheduled SYSTEM task that runs when & user logs In.") TrOJ an
Scheduled Task/Job N ]
l GDO99 APT-C-36 APT-C-36 has used a macro function 1o set scheduled tasks, disguised as those used by Google. ™!
At
Cron GOD16 APTZ29 APT29 used scheduler and sehtasks to create new tasks on remote hosts as part of Iateral movement.'™ They have manipulated
scheduled tasks by updating an existing legitimate task 1o execute their 1ools and then returned the scheduled task 1o its original
| | Launchd configuration.! Y APT29 also created a scheduled task to maintain SUNSPOT persistence when the host booted during the 2020
i Scheduled Task SolarWinds intrusion."! They previously used named and hijacked scheduled tasks 10 also establish persistence.’?
g Systemd Timers GO022  APT3 An APT3 downloader creates persistence by creating the following scheduled task: scheasks /create /tn “mysc’ /tr
i Container Orchestration Job C:\Unara\Public\tent.axe /sc ONLOGON /fu "Systen” '™
Serveriess Execution APT3Z APT3Z has used scheduled tasks 1o persist on victim systems 4150407
Shared Modules
GODE4  APT33 APT33 has created a scheduled task 1o execute a vbe file multiple times a day.'"
Software Deployment Tools
System Services v GO067  APT27 APT37 has created scheduled tasks to run malbicious scripls on a compromised host. '
User Execution ~ G082 APT3B APT36 has used Task Scheduler to run programs at system startup or on & scheduled basls for persistence *“

Windows Management Instrumentation

GOOB7  APT APT29 has created scheduled tasks for persistence, 1112124

i
o

Persistence v
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MITRE ATT&CK

MITRE ATT&CK Mainoes  Ticticn = Technigues ~

Mngotcns - Sroode Softwor= Carpogne Resournes oy (¥ Contribute Sesrch

rrwiiages -

SOFTWARE

Agent Tesla Esterpdce 11057 Procaes Disoo Agent Tesa can bt 1he cument nunning procesaes o the systam.' m Su b TeCh n iq u e .
Agent bix Ercorprise. 11055 Procana mjechior Agent Tesia can infect into known, vulnerabie binaries oo targeted bosts -
ANy 012 Provess Mollowing Agent Teeia has used process hollowing %o ereate and manpulste processes SChed ule TaSk
Amadey through sections of unmapped memory by reglocating that space with its
malicious code
Anchor
Android) AuDisplay. Ashas Erterprise 17051 000 Task/dob: Schaduod Task Agent Tesin has ochieved persisience via scheduled taska u Procedure Used
Ancroid/Chull A Erterpnge  T11%3 Screen Captire Agent Tewn can capture screenshots of the vican's desktop * ' ! b llA T I ”
‘ y “Agent Tesla
Erterprise  TIZ00 000 Spstwen Senery Prosy Cxsession Agent Teeln bas dropped BegAsm exe onto systems for performing malicious
ANOROIDOS_ANSERVERA QegrvcaMegasm sty Tro .a n
AncroRAT y N r N J
Erospnes 1100 watem nlormation Discnvnry Agent Tosia can oollect the system's computer name and also has the capabiity 1o
Anubia cubact ind, on the proce y. 05, and video card from the systemn
= Agent Tesla
Exterprine 11000 patemm Nwtwork Configueaton Distemery Agent Tenln com collect the 1P address of the victin maches and spawse nglace

AppleSes i
of nesh.owe 10 snumerste wirekees settings

‘ ’ Trojan used by

s Erterprize 11003 Svstem Gwne s Uset iscaowy Agert Tesia can ooflect the ussrname Hom the welim's machine
\rp

Asaoub Enterprise 11124 Systam Tima Duacovary Agent Tasla can cotiect the timestare from the vietim's machine ' Th reat ACtO r

ASPAT Y

Everpnes TI552 001  Unsscured Crmdonsals: Corodemials in Fius 4 has the ablity 10 axract cradentisls fom confgueaton of Suppan G
roup
ot 002  Unsotured Credarials: Credemials v Regstry Agent Tesia has the abdity 10 extract credentinés from the Registry ”Silve rTerrier”
Alsor '

. Ercerpnze T1204 002  User Exncution; Malcious Fle Agem Tes/a has been executed through maloous emal anochments '
AugitCrod

Erterpeise - 11723 Viieo Coptute Agent Taris con socess the wolim's webcam and recoed video, 54
AuTo Staaler
Autolt backdoos Exterprise  T14%2 VrtustzationSesdtns Coasmn Agent Tasn bas he atiley 1 perforn antl-sandboaing and amt-witualizsson

checks
Aveckdon
Emarprise 11047 WINDoves MAnSgement INVUsamunmsson Aot Tesla has ured wind guaries 10 QEdar iInformaton from the system

b. Groups That Use This Software

BabyShamn o Nume lodenocny

BackTonlg

Backdoor Oldres
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MITRE ATT&CK

GROUPS

celopy

dewindel

Silent Libranan

SiverTemier

https://attack.mitre.org/

Techngues ~ Data Sourmes Mitigatons Sroups

ATTRCK viZis now Ive! Uheck out the upcabes hare

Sheer Tornim

SilverTerrier

160 19 & Nigeran thieat group that has Bean s00n active ainca 2014 S Ts

organizatians o high technalogy, higher education, and manufacturing. !

Techniques Used

Domain 0 Name
Enterpeise 11071 oo Appication Layer Frotoool: Wed Protocols
o
Y Mal Pr |
Software
0 Nara Referonces  Toohniques

Scftware

Campaygns fesouces ~ Sog Corribute Seant Q

e manly targets

Use

fead Tarvia

10: toce3

Version 1.1

Created: 29 Jacwary 2019
Last Modified 10 My 2020

ATTAOK® Nevigator Layers ~

wiTwmior uses MTTF for C2 communioations

uss FTP for C2 communications

EllvetTeries uses SMTP for C2 communications

®  Sub-Technique:

Schedule Task

Procedure Used
by “Agent Tesla”
Trojan

Agent Tesla
Trojan used by
Threat Actor
Group
“SilverTerrier”

"SilverTerrier” is
mostly targeting
high tech,
education and
manufacturing

splunk> bitkom



MITRE ATT&CK

MITRE ATT&CK

GROUPS

SideCopy
Sidewnder
Skenoe

St Libiranian
StverTemis
Sawbug
Stealth Faicon

Stridor

kfly

TeamTNT

TEMP Veloy

Tho Whze Camgiany
Threat Group-1314
Threat Group-3330
Thip

Tonto Team
Transparant Tribe
Tropee Trocpes
Twla

Volatde Cadar
Whitedly

Windigo

Windshify

wWinnt Grewp
WIRTE

Wizans Spider

ZIRCONIUM

https://attack.mitre.org/

GOYIN  Andarel

01007 Asgws lragon

GO0 APTLC30

APTY
AFTI2

G023 APTIA

GOy APTYY

APTIG

Shent Crclbma

Bind Eagie

Commert Coew, Comment
Group. Comment Panda

XESHE, Oynlale, Numbered
Panda. DNSCALC

Deputy ODog

T0-0816, Dynamee Panda,
Thiwat Geonp 0416

Codase, Co0sa0, Codas)
Teom. Sunshop Group

Andanal i o Nocth Korean stete-spormored thieo! group that has Been octve snce ot least
2009. Andana! has primacly focused its operations~-which have neluded destructive
Aacks ~sgainut South Kavean gowernement apancies, miltary ceganizations, and a variety of
GUmessc companes, they hirve ahso conductad cybur linancal conntions agaist ATMy,
banks, and ryplocuriency exchanpes, Andarels notable activity noiudes Operation Black
Mine, Qpotation Goldendxe, and Campalgn Ritfle.

Andanulis corsidensd & subeset of Lazinus Group, and has been attributed %0 North Kored's
Recarvaissarce Gewiil Bureau

North Koeean groug definilions sre known (o have sigeeficant overtep, and some security
researchers report akl North Korean sime-sponsoned cyber activity under the nama Lazane
Qroup inglead of Macking chusters or suligroupe.

Avge Dragon is @ suspacied Crinese cyber asponage threat group that has been actve
sics 3t leas 7013, Aogn Dragon has primarily targeted gomrmment, aduacution, and
telm ) OIga in Auvstralia, Cambodia Hong Xong, Sngapore, and
Vietnam. Securtty researchers noted a posential asscoation between Acgin Omgon and
UNCOA basad on madware, mbrastrocture, and targts

AFTC 36 I8 0 suspected South America espicnage group that has been aciive mnos at least
2010, The group manly teegets Colambian government inetfuticns 35 well ny importam
corporations o the finarcial sector, petroleum indastry, and protesmonal RN 1

AFTT i3 Chinese Styeat group that has been attributed 1o the 20 Bureou of the Prople’s
Liberation Anmy (PLA) Gereral Stafl Department’s (GE0) 3nd Department, comimanly known
By 18 Milzary Unit Cover Designaste (MUCD) 0% Unit 61358

AFT12 5 a threat group that has Seen attrbuted 1o China. The group has targeted a varety
of victims includng But not Imited to meads oututs, Nghaech compaenias, and rultipe
govemments

APTI6 o & Cona-based thiest group 1t hae Ianched spowiishing campalgns 1agetng
Jupsnese snd Telmaneoe organzstons

AFTTY m » Crina-basad threst group thet has conducted network intrusons agenet U.S
govemmant entitiea, the defense industry, Saw fums, information technology companies,
NG COMPaniag, and nooQoramment cogunations

AFTIE & & thiein Qeoup that has operaied since at ko2 2009 and bas targatad a range of
o nciudivg technology, ol (. treran fighes growge, Govanment, snd
rmwdical

APTA0 5 o Chinean-taned threst group That ba targeied 3 vatiety of industres. nciuding
defense, fimance, energy, phammaceutical tefecommmunications, high tech, education,

0g, and legal In2017,a hing campaign was used 10 10get seven
lom and investment s Soone eedlysts Dack APT 19 and D Pasda &6 the seme grouwp,

LAY G S LSS S VAT R VSIS FOF I OIS UG G

®  Start with Threat

Actors!
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Umsetzung in der Praxis: .italo

Goal

Contextualized Detection Strategy

is targeted by uses Y is detected by Z

ransSpPOrtationy se—— > Techniqu -
e s
togged in
is needed for
N
Data
source
Splunk > tum dats into doing
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Umsetzung in der Praxis: .italo

Leveraging MITREFATT&CK with Splunk

MITRE Att&ck
Tactics and
(71 Splunk Security Techniques
LA oA

(o) -
=2 Essentials

Data Sources

Splunk Enterprise
Security

Detection
Rules
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Umsetzung in der Praxis: .italo

Italo Executive Security view, Risk exposure metrics

Lrm s Secamty View

Exacutive Security View

2,045

Cetection - Hek

'|
v o

h by Sousce
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Aufgepasst: Die 5 haufigsten Stolpersteine

*Fehlende Vorab-Planung

* Unterschatzung der Wichtigkeit von People & Process

*Unterschatzung der Komplexitat hinsichtlich Querschnittsdienste

*Fehlende Priorisierung und von Alarmen / Unklare
Reaktionsmalinahmen

*Die laufende Suche nach dem “Easy Button”
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Danke

KRITIS Anforderungen Umsetzung in der Praxis

Lassen Sie uns in Kontakt bleiben

https://www.linkedin.com/in/sec-ninja-matthias/

Hall 7A - Booth Number 7A-112

Matthias Maier (He/Him)
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