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Why care about Lookalike Domains?

About risks, about reputation loss, about serious trouble...



Use Cases: Brand Reputation, Phishing / Spear Phishing

Brand Protection: Protecting customer's own
domain from harm via impersonation

—
—

(Example: using infoblocks.com to harm our | " Brand
customers). Alerts on creation or discovery of !' Protection |
domain. | ’

Spear Phishing: User visiting lookalike of |
company's own domain (Example: user visits Siasr /
Infobloxbenifits[.Jcom) Alerts when domainis | Pr‘:ishing | Phishing
visited. ‘-

Phishing: Local users visiting global lookalikes - -
(Example: user going to g00gle.com) Alerts
when domain is visited.
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The Story of PayPal.com

Notification - Account Review

> No, not PAYPAL, PAYPAI
> Uses fonts to disguise
> Uppercase 1 & |

PayPal

This emaid will be brief. We would appreciate your prompt attention to this matter.

PayPal is constantly working to ensure security by regularly screening the accounts in our system.
We recently reviewed your account and made adjustments resulting in the following changes.

Unfortunately, access to your account has been limited.

Use the following link to restore your account access:
WWW, l.co. - r

(Your case ID for this reason is PP-218-581-792.)

Should access to your account remain limited for an extended penod of time, it may result in further
hmitations on the use of your account or may result in eventual account closure.

Sincerely,
PayPal Account Review Team
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Charakterisierung von lookalike Domains

Type Description Example
Lexical / Changing domain to appear like target. Low
Combo sophistication. Used to confuse users to believe they are | amazon-accountspayable[.]com
interacting with target.
Homograph / | Swapping characters to impersonate target. More
Homoglyph sophisticated. Designed to completely impersonate |
target. Frequently used for targeted attack or Phishing. Aliexpress[.]com
Typo-Squat Select common misspellings of words to take advantage of
mistakes. More sophisticated, but often used for “drive
by’ attacks. Generalized attacks, collects ”low hanging Hoogle[.]com
fruit”.
Prefix Target domain is added as a prefix hosthame in another
domain. There are many legitimate uses for this, but some |
malicious actors can still use this technique facebook.baddomain(.]com

fnTfobloXx



Charakterisierung von lookalike Domains

Type Description Example

Combo Squat Form of lookalike that combines popular brand or company .

Sounds Squat names with other keywords. Terms like support, help, wordpress-security[.] cloud

TLD-Squat security, and mail are common. infobloxgrid[.Jcom

Combo Squat Soundsquat domains leverage the use of homophones,

Sounds Squat words that sound the same but have a different spelling. youtube.com: yewtube.com,

TLD-Squat Soundsquatting has gained more attention from ewetube.com, utube.com
researchers recently due to the proliferation of smart worldfreeforyou.com: worldfree4u.com
speakers & la Alexa, Siri, and Google Voice

TLD-Squat Select common misspellings of words to take advantage of

mistakes. More sophisticated, but often used for “drive by’
attacks. Generalized attacks, collects "low hanging fruit”.

calendar: calender

accommodate: acommodate, accomodate

homonyms: (‘piece’ vs. ‘peace’)

(America’s ‘color’ vs. Britain’s ‘colour’)
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Lookalike Domain Detection

> |nternationalized Domain Name (IDN) - homograph attack

Arabic, Chinese, Cyrillic, Devanagari, Greek, Hebrew or the Latin alphabet-based
characters. German aou

> Cuyrillicletters a, c, e, o, p, x and y have optical counterparts in the basic Latin
alphabet and look close or identical to a, ¢, e, 0, p, x and v.

> Alphabet change, used in homograph attacks like Beta Bot Trojan:
adobel.Jcom http://xn--adoe-x34al.]Jcom/

m-rn

-1

Chyrillic

Chyrillic

Greek
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Lookalike Domain Detection

paypal.com paypal.com paypal.com

xn--pypl-53dc.com

google.com google.com google.com

google.com

Xn--pypl-btac.com

Xxn--ggle-Onda.com

paypal.com

Xxn--ggle-55da.com

Text

Punycode

Text

Punycode
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Hide the Name: Inception Bar

> Attacker takes screenshot of legitimate domain

> Use screenshot near the top of the web page

> Use web browser flaw to hide real URL bar

> Evenif users scrolled up, they cannot see the real URL

1:67 ol ® -
<4 App Store
@ jameshfisher.com )
@ hitps /www.hsbc.com ®

The inception bar: a
new phishing method

Welcome to HSBC, the

- - o ala b NS ...

1:53 m ) e Q . LTE‘ N
@ https//jameshfishercom/2019/04/2 (@)
@ https //www.hsbc.com ®

But it gets even worse! Even with the above
“scroll jail”, the user should be able to scroll to
the top of the jail, at which point Chrome will
re-display the URL bar. But we can disable this

Attacker Domain - hiden

" httacker Domainhiden
 VisbleDomain
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Wieviele lookalike Domains kann es geben?

= 136.000 verflgbare Unicode
Buchstaben (IDN = International
Domain Names)

= 3829+ Millionen Optionen fur
,Infoblox”

> 1.591 TLDsinder DNS Root Zone
(Juni 23)

= 77 Moglichkeiten fur Typo-Squad,
Lexical und Prefix

H H ol H H Anzahl der Top Level Domains:
RegIStrleren a"er mogIIChen Domalns ISt https://blog.apnic.net/2023/02/08/the-root-of-the-
keine Option dns-revisited/
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Lookalike Domain Detection

infoblox &£ Activity  Custom Watched Domains  Common Watched [
Dashboard

Manage A 4
Policies Lookalike Don : Threat Classes

Reports kalike domains are domains that appear to be using aspects of other trusted domains for the purpose g the s h 2 3 ’ 3 s used in atta 0 e s believe they

Show 30 days of

DHCP Reports C § 2 Not all loo 1 i d it i t any suspicl alic av with them
DN ports
DNS Activity

Security Activity B 2
Summary Reports " A T =
Tot kal il L Threats fr )
Application Disco. R Dorr Watch
Web Content Dis.
Lookalike Domains Sort by a | Type Show — D S7
X Watched [ ne @ All+ L 30 days » v
Scheduled Events
Research
)
Administration
accuweather.com Lookalikes: 37 Content Category: International News. Weathe
Common Watched Doma A Threat lookalikes: 3 (Phishing. Suspiciou Registration Date: Oct 27 1995
adobe.com Lookalikes: 1073 Content Category: Graphics Software
>mmon Watched Domain A\ Theeat lookalikes: 90 (Phishing. Suspicious) Reglstration Date: N

Custom Watched Domains

i1 can add up to 10 custom watched domains.

Import Remove 2
Common Watched Domains
DOMAIN Infoblox is tracking over 100 of the common domains used.
almond.eu =
Disable

durex.com DOMAIN 2% RS
accuweather.com ‘ On
active.aero . Off
adobe.com ‘ On
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Searching for IDN homographs in Infoblox

https://csp.infoblox.com/tide/api/data/threats/host/daily?target=starbucks.com&data_format=tsv&field=detected,host&rlimit=20&property=Policy_LookalikeDomains

2022-06-26T07:28:33.398Z
2022-06-26T07:28:41.884Z
2022-06-26T07:28:53.602Z
2022-06-26T07:28:38.330Z
2022-06-26T07:28:47.485Z
2022-06-26T07:28:33.398Z

starbuckscoffee.nomeserver.com
starbucks-nz.demo-application.net
starbucksthirdplace.com
starbucksplaces.com
starbucksdelivery.com

customstarbucks.com

POSTMAN
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Suspicious_Lookalike

—
lnfObIOX o . Apply Filter Export v Generate APl Request
Dashboard Host
P INDICATO DATATY T LAS THREAT P DETEC DATA ER THREAT
Policies
Soror URL
eports
_— winserverupdates.com HOST UncategorizedThreat UncategorizedThreat_Generic 2023-05-15720:39:30.000Z AISCOMM 80
Research Threat Class/Property
compromiseddomain.eicar.network HOST CompromisedDomain CompromisedDomain_Generic 2017-07-24717:24:54.704Z AISCOMM 75
Active Indicators
» APT
Resources
5 » Bot sinkhole.eicar.network HOST Sinkhole Sinkhole_Generic 2017-07-24T17:27:39.423Z AISCOMM 100
L » CompromisedDomain
LKoImRETation » CompromisedHost windowservicecentar.com HOST UncategorizedThreat UncategorizedThreat_Generic 2023-05-15T20:39:30.000Z AISCOMM 80
» Cryptocurrency
» DNSTunnel Clear upd488.windowservicecemtercom HOST UncategorizedThreat UncategorizedThreat_Generic 2023-05-15720:39:30.000Z AISCOMM 80
» ExploitKit
» ICS malwarec2.eicar.network HOST MalwareC2 MalwareC2_Generic 2017-07-24717:22:09.348Z AISCOMM 100
* lllegalContent
apt.eicar.network HOST APT APT_Generic 2017-07-24T717:24:26.654Z AISCOMM 100
» Internetinfrastructure
al ameserve: s o A
¥ MaliclousNamesarver maliciousnameserver.eicarnetwork HOST MaliciousNameserver MaliciousNameserver_Generic 2017-07-24T17:27:11.225Z AISCOMM 100
» MalwareC2
» MalwareC2DGA berévjyb.com HOST UncategorizedThreat UncategorizedThreat_Generic 2023-05-15T20:39:30.000Z AISCOMM 80
* MalwareDownload
» Parked windowcsupdates.com HOST UncategorizedThreat UncategorizedThreat_Generic 2023-05-15T20:39:30.000Z AISCOMM 80
* Phishing Page:12
» Policy
» Proxy
» Scam

Help
Recycle Bin

«

» Scanner
* Sinkhole
B ~ Suspicious
Suspicious_Behavior
Suspicious_DGA
Suspicious_EmergentDomain
Suspicious_Generic

Suspicious_Lookalike
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Methodology: What part of the kill chain is detected?
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Use Infoblox Suspicious Domain Feed to protect against
MFA Lookalike Domains

Since January 2022: over 1600 domains were registered as lookalikes to MFA domains

Since early November 2022, . & G Ty
Infoblox has detected /5% of the

MFA lookalike domains registered —
with these characteristics as S
SUSpICious i T=rT

Nolzet ot Sicherbwila ocke #in " r

You are protected against MFA Lookalike with :
Infoblox Suspicious Domain feeds in blocking mode

https://blogs.infoblox.com/security/recent-sms-phishing-attacks-reveal-the-dangers-of-mfa-lookalike-
domains/#:~:text=Infoblox%20ldentifies%20Attacks%20Related%20t0%20MFA%20Lookalike%20Domains&text=In%20total%2C%  infoblox
20since%20January%202022,possibly%20related%20t0%20phishing%20attacks.



Recent SMS Phishing Attacks Reveal the Dangers of
MFA Lookalike Domains

> From January 2022 to February 2023, over 1600 domains were
registered as lookalikes to MFA (Multi-factor authentication) domains.

> The team detected MFA lookalikes for major services such as Dropbox,
Paypal, Microsoft, Okta, Netflix, Amazon, Tripadvisor, and YouTube, in
addition to those reported in the media.

> Since November 2022, Infoblox has detected /5% of the MFA lookalike
domains registered with these characteristics as suspicious.

> July 2023 116,520 Suspicious_Lookalike domains in blocklist

Report:
https://blogs.infoblox.com/security/recent-sms-phishing-attacks-reveal-the-dangers-of-mfa-lookalike-
domains/#:~:text=Infoblox%20ldentifies%20Attacks%20Related%20t0%20MFA%20Lookalike%20Domains&text=In%20total%2C%20si  nfoblox

nce%20January%202022,possibly%20related%20t0%20phishing%20attacks.
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Still using Putty?

A recent Malware example



Putty SSH Client

Dawsload PUTTY - & frse S28H ane

& # chiark.greenend.org.uk

O & ntpsfputty-sshcom

Download: Stable - ashot | Docs | Chapges | Wishhs
Download PuTTY Snapshot | Docs | Changes | Wishlist
This page contains download links for the latest released version of PuTTY, Currently this is 0.79, released on 2023-

PUTTY is an SSH and telnet client, developed originally by Simon Tatham for the 08-26

Windows platform. PuTTY is open source software that Is available with source code and
is developed and supported by a group of volunteers. , - i
When new releases come out, this page will update to contain the latest, so this is a good page to bookmark or link to.

Download PuTTY Alternatively, here is a permanent link to the 0.79 release.

Release versions of PuTTY are versions we think are reasonably likely to work well. However, they are often not the
most up-to-date version of the code available. If you have a problem with this release, then it might be worth trying oul
the development snapshols, to see if the problem has already been fixed in those versions

(& )
Package files

Bitvise SSH Client

You probably want one of these. They include versions of all the PuTTY utilities (except the new and
slightly experimental Windows pterm),

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

We also publish the latest PuTTY installers for all Windows architectures as a free-of-charge download
at the Microsoft Store; they usually take a few days to appear there after we release them.

free to use
f
MSI (‘Windows Installer’)
64-bit xB6: putLy- (signature)
Bitvise SSH Server 64-bit Arm: putty-armé4-0.79-inataller . mal  (signaturc)
g (utty-ash o). ohe : WY 32-bit xB6: putty=0.79-installecr mai (signature}

IOCs: sshwithputty].]info (redirector)
putty-ssh[.Jcom (#malware download) puttysecuresshl[.]cloud (redirector)
puttysshhub[.]Jclub (redirector) puttysshtools[.]xyz (redirector) infoblox



Infoblox Dossier info

Dossier™ Threat Research Port...

putty-ssh.com

* Summary

More Details

Summary

8

DNS Record Count

Categorizations

Web Category
Infoblox Nary
Infobiox TLD Score

Forcepoint Thees

Lookalike Detection

A This doenam putty-s

dotectod host of putty

Domain Screen Image

MalwareDownload_Generic

Policy LookalikeDomains

Image 5

ch/Search Engines

Moderate Risk (5)

Moderate Risk (&)

information techn:

s COM

b trying 1o Imps

l Search

a Infoblos Threat Level

dangeroos an indicat
since not all madware

behave the e way. The

ntormation can be used in

hinats with

scores fromn Infoblox

. Infoblox Risk Level

athrest
od by interacting

I the indicatne

Irdoblox Condidence Level

. Infoblox Threat Intelligence Group Research Notes

Doenain s o lookaiie to pattyorg The o

Active Threat Feeds and
Status
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Domain Takedown Service

Brand protection and much more....



What we do

Comprehensive in-depth analysis of suspected fraud submitted by our clients. We will review
and report our observations, if necessary, requesting additional information.

Expedient trust-based remediation of internet fraud by leveraging years of experience in
abuse desk best practices.

Communicate patterns to improve awareness and increase understanding of threat
landscape.

Constant monitoring of all reported content for specific periods of time. Any reactivations of
the original content will be deactivated by us for free. All non-threat content will be
monitored to determine if it will evolve into a threat.
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Mitigation progress

CASE TIMELINE (EFFORT / TIME)

Trigger Event (TE) Creative Persistence

«  Process begins e owTime Monitoring

/N

L I . . E—— ﬂ
TE+>5m TE+ 15m TE + ~24hrs Removal Removal + 30d

Validation Mitigation

If we detect a reactivation within 30 days, we will immediately pursue the reactivation at no additional

infoblox
cost.
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