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L00kalike Domains
Eine unsichtbare Bedrohung



Why care about Lookalike Domains?

About risks, about reputation loss, about serious trouble…



Use Cases: Brand Reputation, Phishing / Spear Phishing

➢ Brand Protection: Protecting customer's own 
domain from harm via impersonation 
(Example: using infoblocks.com to harm our 
customers). Alerts on creation or discovery of 
domain.

➢ Spear Phishing: User visiting lookalike of 
company's own domain (Example: user visits 
Infobloxbenifits[.]com) Alerts when domain is 
visited.

➢ Phishing: Local users visiting global lookalikes 
(Example: user going to g00gle.com) Alerts 
when domain is visited.



The Story of PayPaI.com

➢ No, not PAYPAL, PAYPAI

➢ Uses fonts to disguise

➢ Uppercase i ⇔ I



Type Description Example

Lexical / 

Combo

Changing domain to appear like target. Low 

sophistication. Used to confuse users to believe they are 

interacting with target.
amazon-accountspayable[.]com

Homograph / 

Homoglyph

Swapping characters to impersonate target. More 

sophisticated.  Designed to completely impersonate 

target. Frequently used for targeted attack or Phishing. Aliexprẹss[.]com

Typo-Squat Select common misspellings of words to take advantage of 

mistakes. More sophisticated, but often used for “drive 

by’ attacks. Generalized attacks, collects ”low hanging 

fruit”. 

Hoogle[.]com

Prefix Target domain is added as a prefix hostname in another 

domain. There are many legitimate uses for this, but some 

malicious actors can still use this technique facebook.baddomain[.]com

Charakterisierung von lookalike Domains
Charakterisierung von lookalike Domains



Type Description Example

Combo Squat
Sounds Squat
TLD-Squat

Form of lookalike that combines popular brand or company 
names with other keywords. Terms like support, help, 
security, and mail are common. 

wordpress-security[.] cloud
infobloxgrid[.]com

Combo Squat
Sounds Squat
TLD-Squat

Soundsquat domains leverage the use of homophones, 
words that sound the same but have a different spelling. 
Soundsquatting has gained more attention from 
researchers recently due to the proliferation of smart 
speakers á la Alexa, Siri, and Google Voice

youtube.com: yewtube.com, 
ewetube.com, utube.com
worldfreeforyou.com: worldfree4u.com

TLD-Squat Select common misspellings of words to take advantage of 
mistakes. More sophisticated, but often used for “drive by’ 
attacks. Generalized attacks, collects ”low hanging fruit”.

calendar: calender
accommodate: acommodate, accomodate
homonyms: (‘piece’ vs. ‘peace’)
(America’s ‘color’ vs. Britain’s ‘colour’)

Charakterisierung von lookalike Domains
Charakterisierung von lookalike Domains



➢ Internationalized Domain Name (IDN) - homograph attack
Arabic, Chinese, Cyrillic, Devanagari, Greek, Hebrew or the Latin alphabet-based 
characters. German äöü

➢ Cyrillic letters а, с, е, о, р, х and у have optical counterparts in the basic Latin 
alphabet and look close or identical to a, c, e, o, p, x and y.

➢ Alphabet change, used in homograph attacks like Beta Bot Trojan:
adoḅe[.]com http://xn--adoe-x34a[.]com/

Lookalike Domain Detection

medium.com mediurn.com m - rn

walmart.com wa1mart.com l - 1

apple.com аррІе.com Cyrillic

ikea.com іқеa.com Cyrillic

AEZ.DE ΆΕΖ.DE               Greek



Lookalike Domain Detection

Text

Punycode

pаypаl.com pąypąl.com paypal.com

xn--pypl-53dc.com xn--pypl-btac.com paypal.com

Text

Punycode

google.com gοοgle.com gооgle.com

google.com xn--ggle-0nda.com xn--ggle-55da.com



Hide the Name: Inception Bar

➢ Attacker takes screenshot of legitimate domain

➢ Use screenshot near the top of the web page

➢ Use web browser flaw to hide real URL bar

➢ Even if users scrolled up, they cannot see the real URL

Attacker Domain - hiden

Visible Domain



Wieviele lookalike Domains kann es geben?

➢ 136.000 verfügbare Unicode 
Buchstaben (IDN = International 
Domain Names)

➢ 829+ Millionen Optionen für 
„Infoblox“

➢ 1.591 TLDs in der DNS  Root Zone 
(Juni 23)

➢ ?? Möglichkeiten für Typo-Squad, 
Lexical und Prefix

Registrieren aller möglichen Domains ist 
keine Option

Anzahl der Top Level Domains:
https://blog.apnic.net/2023/02/08/the-root-of-the-
dns-revisited/



Lookalike Domain Detection



Searching for IDN homographs in Infoblox

https://csp.infoblox.com/tide/api/data/threats/host/daily?target=starbucks.com&data_format=tsv&field=detected,host&rlimit=20&property=Policy_LookalikeDomains

2022-06-26T07:28:33.398Z starbuckscoffee.homeserver.com

2022-06-26T07:28:41.884Z starbucks-nz.demo-application.net

2022-06-26T07:28:53.602Z starbucksthirdplace.com

2022-06-26T07:28:38.330Z starbucksplaces.com

2022-06-26T07:28:47.485Z starbucksdelivery.com

2022-06-26T07:28:33.398Z customstarbucks.com



Suspicious_Lookalike



Methodology: What part of the kill chain is detected?

The earlier a threat is discovered, the better the chance to mitigate it!
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Use Infoblox Suspicious Domain Feed to protect against 
MFA Lookalike Domains
Since January 2022: over 1600 domains were registered as lookalikes to MFA domains

https://blogs.infoblox.com/security/recent-sms-phishing-attacks-reveal-the-dangers-of-mfa-lookalike-
domains/#:~:text=Infoblox%20Identifies%20Attacks%20Related%20to%20MFA%20Lookalike%20Domains&text=In%20total%2C%
20since%20January%202022,possibly%20related%20to%20phishing%20attacks.

Since early November 2022, 
Infoblox has detected 75% of the 
MFA lookalike domains registered 
with these characteristics as 
suspicious

You are protected against MFA Lookalike with 
Infoblox Suspicious Domain feeds in blocking mode



Recent SMS Phishing Attacks Reveal the Dangers of 
MFA Lookalike Domains

➢ From January 2022 to February 2023, over 1600 domains were 
registered as lookalikes to MFA (Multi-factor authentication) domains.

➢ The team detected MFA lookalikes for major services such as Dropbox, 
Paypal, Microsoft, Okta, Netflix, Amazon, Tripadvisor, and YouTube, in 
addition to those reported in the media.

➢ Since November 2022, Infoblox has detected 75% of the MFA lookalike 
domains registered with these characteristics as suspicious. 

➢ July 2023  116,520 Suspicious_Lookalike domains in blocklist

Report:

https://blogs.infoblox.com/security/recent-sms-phishing-attacks-reveal-the-dangers-of-mfa-lookalike-

domains/#:~:text=Infoblox%20Identifies%20Attacks%20Related%20to%20MFA%20Lookalike%20Domains&text=In%20total%2C%20si

nce%20January%202022,possibly%20related%20to%20phishing%20attacks.



Still using Putty?

A recent Malware example



Putty SSH Client

IOCs:

putty-ssh[.]com (#malware download)

puttysshhub[.]club (redirector)

Thanks to Piotr Glaska!!

sshwithputty[.]info (redirector)

puttysecuressh[.]cloud (redirector)

puttysshtools[.]xyz (redirector)



Infoblox Dossier info



Domain Takedown Service

Brand protection and much more….



What we do

VALIDATION

MITIGATION

REPORTING

MONITORING

Communicate patterns to improve awareness and increase understanding of threat 
landscape.

Comprehensive in-depth analysis of suspected fraud submitted by our clients. We will review 
and report our observations, if necessary, requesting additional information.

Expedient trust-based remediation of internet fraud by leveraging years of experience in 
abuse desk best practices.

Constant monitoring of all reported content for specific periods of time. Any reactivations of 
the original content will be deactivated by us for free. All non-threat content will be 
monitored to determine if it will evolve into a threat.



Mitigation progress



THANK YOU!


