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Know about Melatonin?
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Melatonin is a natural hormone that’s mainly produced by
your pineal gland, which is a tiny gland in your brain. Your brain

releases it when you sleep in complete darkness.
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https://my.clevelandclinic.org/health/body/23334-pineal-gland

Melatonin also gets secreted during a
pre/post lunch technical session!
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Types of insider threats

Types of insider threats according to Verizon
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| am not worried about this
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| am worried about this - Admin error
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| am worried about this - User error
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User education is good but it has to be contextual
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Insider Threat Priority 1: Securing user identities

Application
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Insider Threats and Active Directory

HnnageEngln?



Live (if the internet works) Active Directory Hack

3-stage attack

1. Copy ntds.dit and system

“. () file.
) IY% 2.  Extract password hashes
from ntds.dit using system
I P bl - file.
1 | 3. Crack hashes to reveal user
passwords.

ManageEnging



Two target files
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7 Bad passwords with unsalted hashoes SHAT - Notepad
File Edit Format View Help
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8be3c943b1609fffbfc51aad666d0al04adf83c9d
a78cc99af27ddb08a8a90babe123cc127f5e5675
b84f9949207d8055c8f15ef80ed302ed3dbf6d12|
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Simple Self-service Single
&R Windows Server  connection sign on
Active Directory
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Before talking about mitigating Insider threats
let us understand the new network perimeter



The new network perimeter



The new network perimeter

* In on-premises IT infrastructure and traditional security models

— Easier verification and authorization of everything inside the corporate network,

including devices, users, applications, and servers.
— External users are validated via VPN and NAC.
» With the increasing adoption of the cloud and remote work

— Data is stored outside of corporate walls

— Users access enterprise applications that are located on the cloud/on-premises using

various types of devices from locations outside the corporate network
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The result - Soft boundaries!
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Hybrid AD is a crucial component of the
new network perimeter



Best of both worlds - Hybrid AD

» As companies embark on application and data modernization, they should
consider using a hybrid AD, as it balances the application and data workload
across both platforms.

Regulatory
compliance,
performance,

Innovation,
speed, storage,

and data
gravity

and scalability
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Problem with cloud - lack of transparency
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Closing the security gap in the cloud

* In on-premises infrastructures

— Managing identities, authentication, and access is relatively easy with Microsoft’s

Lightweight Directory Access Protocol (LDAP) and Active Directory (AD).
* In the cloud

— It is much more difficult for IT departments to monitor which users are accessing

which applications and services.

— Solution: Adopt more applications ©

Lack of Appllcatlon
,.ﬁ
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THE new challenge - managing fragmented identities

» Ensuring secure access to every user, application, and device, irrespective of

their location.
* The access should be contextual

» IT administrators have to create access policies based on location, IP address,

device etc.
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Problem: Managing fragmented user identities.

Solution?



Implement Zero Trust

But...
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Implement Zero Trust - From a concept to reality

How many of you have successfully implemented Zero Trust?
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John Kindervag would be sad!

Creator of the Zero Trust Security Model - 2010
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Practical Steps to Implement ZT

What can you do to implement ZT and thereby minimize the risk of insider
threats?
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EVERYONE HAS A PLAN
"TILL THEY GET PUNCHED

IN THE MOUTH.

MIHE TYSON -

HAVE AN INSIDER THREAT PROGRAM \
FOCUSING ON PREVENTION AND
DETECTION/RECOVERY



Implement Zero Trust (User) with IAM and SIEM

Prevention -

1. Verifying and providing secure access to each and every user who is attempting to access
organizational resources across private cloud, public cloud, or on-premises data centers.
2. Enforcing just-in-time (JIT) provisioning
- Least-privilege access and limiting access to business-critical assets (prevent lateral movement)

3. Automating clean up activities - Inactive accounts/folder permissions/licenses etc.

Detection and Response -

1. Inspecting network traffic for malicious activities (UEBA) based on the contextual policies that you

have framed
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Our offerings that can help you begin the ZT journey

IAM - Prevention SIEM - Detection and Response
. A . A
ManageEngine ManageEngine

AD360 Log360
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Thank you!

Vivin Sathyan

LinkedIn: Vivin Sathyan
E-mail: vivin.sathyan@manageengine.com




