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https://resources.flexera.com/web/pdf/Flexera-State-of-the-Cloud-Report-2023.pdf?elqTrackId=f49eb53b39484681a874fb1b2039816c&elqaid=7324&elqat=2
https://www.gartner.com/en/articles/12-data-and-analytics-trends-to-keep-on-your-radar
https://www.nutanix.com/enterprise-cloud-index#nav-hero
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Skyrocketing cybercrime
Is fueling risk.
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Attacks are faster than ever.

What once took months, now takes minutes.

Access Damage Disable

Breach and gain foothold Execute attacks below the radar, Break operational continuity to
exfiltrating and encrypting data prevent recovery

ACROSS HYBRID MULTI-CLOUD ENVIRONMENTS
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Incident responders have a short window of time to
contain breaches after an initial compromise.

Source: CrowdStrike 2023 Global Threat Report © Commvault 2023




Attacks are broader than ever.

Increasing risk to backup & recovery environments.

Access Damage Disable

Breach and gain foothold Execute attacks below the radar,

Break operational continuity to
exfiltrating and encrypting data

prevent recovery
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Featuring double or triple extortion
Backup & recovery are exposed to more risk

Source: Venafi 2022 Ransomware Survey
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Recovery as last-line-of-defense is

necessary but insufficient.

Access Damage Disable
Breach and gain foothold Execute attacks below the radar, Break operational continuity to
exfiltrating and encrypting data prevent recovery
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Key aspects of the NIST security framework Recover
are nOt Covered . Recover faster
"""""""""""""""""""""""""""""""" |
This is where you need data protection in today’s modern environment; without it, This is your last line of defense, but by the time
you’re left defenseless to attacks. you’re here, it’s too late.

© Commvault 2023 6 **
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Comply with Established Cybersecurity Frameworks

National Institute of
Standards and Technology

CYBERSECURITY
FRAMEWORK
VERSION 1.1

https://www.nist.gov/cyberframework

¢ NIST Cybersecurity Framework (CSF)
* NISTIR 8374 Cybersecurity framework profile for ransomware

risk management
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https://www.nist.gov/cyberframework
https://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/detail/nistir/8374/final

:. NIST blueprint for addressing risk

NIST Risk Management Framework

NIST Cyber Security Framework
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ldentify Protect Detect Respond || Recovery
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NIST 1800-25 NIST 800-53 NIST 800-207 NIST 800-53 NIST 800-61 NIST 800-184
Asset Igreorgggggtrzon and Security Controls Zero trust architecture Security monitoring Incident Handling Cyber Recovery
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.. NIST Blueprint for Commvault® ...

Identify, Protect

Identify risks and protect data with
zero trust architecture, hardening
and layered security controls to
keep backups safe and recovery
ready.

. Secure at source (SSDLC)

. Security 1Q

. MFA/MPA/PAM Zero trust controls
. Hardening/Immutability/Air Gap

Defend

Detect, Respond

Provide insights into unusual
backup changes, corruption, or
other backup threats so customers
can proactively mitigate risks to
their data.

. Anomaly framework

. Threat Scan

. Data Risk Analysis

. Threatwise

. SIEM/SOAR integration

)
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Recover

Plan, validate, test and execute
recovery objectives. Recover
cleanly and at scale.

Last known good recovery
Multi-cloud with conversion
Auto Recovery

Validation testing

Recover
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Commvault is the only provider to extend data
protection with active defense and automation.

COMMVAULT’S UNIFIED PLATFORM

fé/?‘ /\ Azure aws ORACLE &) qﬁ @
Secure Defend Recover

The broadest coverage so you can protect & The only active defense in backup and Unigue capabilities to recover faster and the
recover everything production to limit impact lowest TCO in the industry

Reduce data theft and compliance risk by 60%?1 Detect threats in 5 minutes vs. 24 hours? Deliver leading protection at 3x lower TCO?

1. IDC: Quantifying the Business Value of Commvault Software: Worldwide Customer Survey Analysis © Commvault 2023 11
2. Commvault Customer Value Research



Commvault is the only provider with industry-

leading capabilities in a unified platform.

¥ Data resilience ¥l Al & automation ¥"l Real-time visibility
vl APIs & integrations v. Governance & controls
COMMVAULT’S UNIFIED PLATFORM
Secure Defend Recover
Proactive capabilities to improve data security, Real-time visibility and early warning of cyber Ubiquitous recovery across the broadest set
divert attacks, and ensure backups are safe and risks to safeguard production and backup of hybrid workloads with unparalleled
always available environments so you have less to recover recovery speed and scale
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Commvault is the only provider with products to

protect the full data protection lifecycle.

Early Warning Threat Scanning Risk Analysis

Backup & Recovery eDiscovery & Compliance Immutable Storage

COMMVAULT’S UNIFIED PLATFORM

Secure Defend Recover

Only Commvault offers ubiquitous recovery Only Commvault provides real-time visibility Only Commvault offers the unmatched
across all hybrid workloads — the result is the into cyber and other risks to your data — choice of SaaS, software, or appliance
highest level of business continuity across across production and backup environments delivery, with flexible storage options to
enterprise data — to minimize data loss optimize cost and performance

© Commvault 2023




Commvault is the only provider that
protects anything from anywhere

Secure, defend and recover any
workload, any infrastructure, from &—  Platform Brrkorats
anywhere - from a unified platform.

£ NYC -CS - PROD - 02

e One platform to protect cloud, SaaS, on-
prem, edge

e Available as a service, as software, as an
appliance

&) ATL-CS - PROD - 06

e Accessible through a single user experience

i SFO-CS-PROD-22

Storage




Commvault redefines
modern data protection for
the cloud-driven world.
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HOME OF IT SECURITY
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