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Auswirkungen
der generativen

Kl auf Cyber-
Angriffe
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Die Raffinesse der Angriffe nimmt zu

2 (%0 zunahme der durchschnittlichen
sprachlichen Komplexitat von Phishing-E-Mails

15% Rickgang der E-Mails mit bosartigen Links
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Dies wird nicht
gegen
generative Kl-
Angriffe
funktionieren

KNOWLEDGE BASE
PHISHING ATTACKS
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Darktrace Cyber Kl Forschungszentrum

» Forschungsorientiert mit einem
"problemorientierten” Ansatz

* Experten in mehreren Disziplinen

 Spitzenleistung - Scheitern erlaubt

* Die Forschung von heute ist das Produkt
von morgen




Darktrace
versteht Sie

Schutz fur Ihr Unternehmen durch
Verstandnis fur Sie
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QR-Code Phishing
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Kontoubernahmen

Erkennung von Abweichungen
von der normalen Aktivitat,
wie z. B. Login- und
Posteingangsaktivitaten
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Vermeidung von E-Mail-Pannen

Are you the James | know from work? « will.hodkinson@slammar.onmicrosoft.com

1] Discard 7/ Attach File 4 Signature & Sensitivity My Templates

Will Hodkinson (will. hodkinson@slammar.onmicrosoft.com)

James Vallins

Are you the James | know from work?

A

Calibri(Body) 2 1 2

Misdirection Email Add-In
It looks like this email might be intended

© 2023 Darktrace (DARK.L). All rights reserved. | darktrace.com | 11




Angriffe Uber den Posteingang hinaus

i Critical Al Analyst Incident

Beginning on Monday 13th February 08:13 GMT, the dc\rice_exhibi!ed the following events worthy of investigation

Mon 13th 09:00

Mon 13th 12:00 Mon 13th 13:00

Mon 13th 14:00
Possible HTTP Command and ...

Suspicious Email Identifie...

Suspicious Chain of Admini...

1. Possible HTTP Command and Control to Multiple 2. Possible HTTP Command and Control to Multiple

3. Suspicious Emall Identified by Darktrace/Email 4. Suspicious Chain of A
Endpoints Endpoints

SUMMARY ACTIONS

Darktrace/Email identified a suspicious email from
I cortaining a link to the po
www.foodsofengland.co.uk.

to v Ack rledge this Incid ‘Evcn!\‘i’/"“
y malicious hosti &

Since this hostname was also observed in ancther event of this incident, this email may relate to the overall EMAIL DETAILS
activity identified, for instance as a source of initial compromise by phishing.

Consequently, the security team may wish to investigate further.

Time 13th Feb 2023 14:23:02 GMT
Please see this email [object Object] for further details. Sender

= Initial Access

Subject Recommendation

Hostname Present www.food: ‘
LINKED INCIDENT EVENTS

Darktrace/Email UUID [object Object]
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Q&A
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