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Key SOC 
Challenges:

Triage faster 
79 minutes 

Average breakout time

7 in 10 
Organizations struggle to keep up 

with alerts

Defend new attack vectors
3x

Increase in cloud-conscious 
adversaries

Onboard and uplevel new analysts
+80%

Say skills shortage has impacted 
operations

Stop the breach.

Do more with less – workforce does not scale

Today’s analysts must…

• Business Alignment
• Measurement 
• Talent gap / skill 

shortage
• Day to day tasks



Digital Transformation: Apps everywhere, work anywhere

Cloud Adoption – Hybrid and Multi-Clouds

Ransomware, Malware-free attacks and Identity

Vulnerabilities and complex Supply Chains

Progressive Attack Surface
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Linear?

Evolving Adversarial Tactics

Defense 
EvasionExecution Persistence

Privilege
Escalation

Credential
Access Discovery

Lateral
Movement Collection

Command 
& Control Exfiltration Impact

Initial 
Access
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Evolving Adversarial Tactics
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Defense 
EvasionExecution Persistence

Privilege
Escalation

Credential
Access Discovery

Lateral
Movement Collection

Command 
& Control Exfiltration Impact

Initial 
Access

Privilege 
escalation

Credential 
scanning

Business email 
compromise

Infected 
BYOD

Supply chain 
vulnerability

Deprecated 
protocol usage

Drive-by 
downloads

Compromised 
USB

Legacy system 
vulnerability

Phishing

Malware

The path of least resistance!



Identity Service
Azure AD

Cloud App
Compromised

SaaS Solution
Compromised

MFA
Compromised
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The reality of an attacker



Identity Service
Azure AD

AD

Cloud App
Compromised

Cloud Logs

SaaS Solution
Compromised

CASB

MFA
Compromised

2FA
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5Cloud Services
Accessed

Application
Logs

The reality of an attacker



Every Second Counts
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Protect all vectors
A 288% increase in  attacks against cloud 
workloads and environments

Adversaries are getting faster
Breakout time declined from 98 minutes in 
2021 to 79 minutes in 2023

Valid Accounts Facilitate Lateral Movement
Adversaries often operate in possession of multiple sets of 

credentials, increasing opportunities for lateral movement.

Effective SOCs Requires Efficient Response



The Components 
of a SOC

People & Processes

Data

Technology
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SOC  =  SIEM
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SOC  =  SIEM
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The Data Engineering Panacea

Data

Analytics & AI

Outcomes



The Problem with Data Collection
Data source Vendors Versions

Endpoint

Application

Network

Email

SaaS

FireWall

Cloud

Threat Intelligence

WINDOWS
MAC OS
LINUX

WEB
SAP

ORACLE

NDR
PROXY

WEB GATEWAY

CLOUD
ON-PREMISE
WEB SERVICE

CRM
HR

CASB CLOUD
NETWORK

MSS
AWS
GCP

AZURE
HYBRID

OSINT
PAID

DARKWEB

VECTRA
NETSKOPE
ZSCALER

CISCO

MIMECAST
MICROSOFT
SENDMAIL

SALESFORCE
OFFICE365

PALO ALTO
CISCO

CHECKPOINT

NGINX
IIS

WIN 10
WIN 11

SERVER 2016

UBUNTU
CENT OS



Analytics & AI

The Analytics Problem

IP4
IPVersion4

NetworkEventIP4
NetAddress
IP
NetworkConnect4

= IP4

LOG STRING

CLEAN DATA

NORMALISE DATA

NEW SCHEMA

STORAGE DETECTION



Learning from mistakes. 
The total cost of data engineering.

2023 CrowdStrike, Inc. All rights reserved.



The problem:
For sophisticated adversaries, investigation and response takes too long

CHALLENGES

RESULTS 
DECIPHERED

ACTION
PLAN

ACT

DAYS

Requires advanced 
skills

Time consuming 
analysis

Multiple 
analysis tools

Error prone, 
manual effort

ALERT THREAT 
ANALYSIS

REVIEWRELATED 
THREATS
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Skills, skills and more skills!

Resources 
Needed

Tasks Required

Keeping data feeds updated

Implementing, configuring and tuning

Triaging alerts

Responding to incidents

Remediating

Detection engineering and learnings



Vision for Generative AI in a SOC

Tier 1 Analyst

● Answers Question, Shows Work
● Saves Time by bringing All relevant 

Data into View
● Primary Goal of Accuracy

Tier 2 Analyst

● Containment Actions & Policy 
Change Suggestions

● Investigation Suggestions & 
Remediation Generation

Tier 3+ Analyst

● SOAR Workflow Generation
● Hunting Automation
● Containment Automation

AI Models and API - Automate Interactions
Automated Analysis & Triage

Automated Response
Automated Hunting



The Future Blueprint
The Architecture

STORAGE

SHORT TERM

QUICK SEARCHES
SMALL TIMESCALES
COMPLEX QUERIES
HIGH FREQUENCY

HUNTING
CUSTOM DETECTIONS

MID/ NEAR-TERM

QUICK SEARCHES
LONGER TIMESCALES

COMPLEX VERIFIED QUERIES
LOW FREQUENCY

HUNTING
CUSTOM DETECTIONS

INVESTIGATIONS

LONG TERM

SLOW SEARCHES
VERY LONG TIMESCALES

SIMPLE QUERIES
HIGH FREQUENCY

HUNTING
COMPLIANCE

DETECTION

Threat Intelligence

AI / ML

Detection Rules

Human Hunting
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Close Incident

Capture Intelligence



The Future Blueprint
The Data Funnel

Ingestion Orchestrator

Data Aggregator

AI & Analytics

Automation

Managed Hunting

Human Analysis

P
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The CrowdStrike Journey
CrowdStrike Insight XDR, the future Blueprint

Correlate

Hunt: Unified cross-domain 

investigations

ActionIngest

Endpoint Cloud

Network

Identity

Web CASB Email

Firewall

Advanced 

analytics

Parse

Map to

Schema

Enrich with 

telemetry & 

threat intel

Analyze

Orient: Native cross-domain 

graph explorer

Automate: Native SOAR 

automates repetitive tasks

Respond: Surgical response 

for native & third-party tools

Normalize

Identify: Custom & CrowdStrike 

created detections 



Conclusion
Did we learn anything?

1  The pain is real, the journey 
is possible

2 Cover all avenues and 
telemetry

3 Don’t forget about the 
human



Thank you
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