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Join our Webinar Series about modern Cybersecurity

Part 1: Strengthen 

IT-Resilience

Webinar Series ‘Modern Cybersecurity’

Part 2: How to build a 

modern SOC

Part 3: Accelerate your 

SOC through AI
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The increasingly 

complex state 

of cybersecurity

The cybercrime economy continues to 

democratize tooling and services

Attacks like ransomware are 

increasingly targeted

Attack surface is expanding, and attackers 

are adapting quickly 

Complex security tooling is costly, inefficient, 

and lacks integration

1. Microsoft Fires Back at CrowdStrike on Cybersecurity Bloomberg Technology video – December 9, 2021 

2. State of the Cloud Report – Flexera, 2021 

https://www.bloomberg.com/news/videos/2021-12-09/microsoft-fires-back-at-crowdstrike-on-cybersecurity-video
https://lp.tufin.com/rs/769-ICF-145/images/report-cm-state-of-the-cloud-2021.pdf
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The odds are against

today’s security 

analysts
4,000 Password attacks per second

72 mins
Median time for an attacker to 

access your private data if you 

fall victim to a phishing email 

3.5M Global shortage of skilled 

cybersecurity professionals
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Why is defense so difficult today?
Typical human-operated ransomware campaign

Email

Endpoints

Identities

Attacker collects 

reconnaissance & 

configuration data

User account 

is compromised

Attacker 

compromises a 

privileged account

Domain 

compromised

Cloud apps

Attacker exfiltrates 

sensitive data

Workloads
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Visibility across your entire 

organization

SIEM

Depth of protection across

end users and infrastructure

XDR

Existing

security portfolio

Microsoft 

Security 

Copilot Know your 

exposure
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Better, more responsive protection 

Lower Risk

of Breach

Reduce the risk of a

material breach by

60%1

Mean-time-to-

respond

88%
reduced time to threat 

mitigation1

Higher SOC 

productivity

Security analyst time 

redeployed:

75%2

1. Forrester Consulting, “The Total Economic Impact™ of Microsoft SIEM and XDR,” August 2022, commissioned by Microsoft

2. Forrester Consulting, “The Total Economic Impact™ of Microsoft 365 Defender,” April 2022, commissioned by Microsoft
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Join our Webinar Series about modern Cybersecurity

Part 1: Strengthen 

IT-Resilience

Webinar Series ‘Modern Cybersecurity’

Learn about the 5 phases of IT 

resilience and how to integrate 

IT security from a strategic point of 

view into your organization 

Part 2: How to build a 

modern SOC

The responsibilities of a Security 

Operations Center (SOC) are 

increasingly complex. Learn how to 

integrated tools can help to improve 

IT security

Part 3: Accelerate your 

SOC through AI

Learn how to shorten reaction times 

and effectively defend against attacks 

through automation and AI-based 

technologies
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Visit  aka.ms/cybersicherheit-serie to learn more

Part 1: Strengthen 

IT-Resilience

https://aka.ms/cybersicherheit-serie

Wednesday, October 18, 2023, 

11:00 till 12:00 

Part 2: How to build a 

modern SOC

Wednesday, October 25, 2023, 

11:00 till 12:00 

Part 3: Accelerate your 

SOC through AI

Wednesday, November 8, 2023, 

11:00 till 12:00 
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Fabian Stalter

Head of Technology Specialists for 

Cybersecurity, Compliance & Identity

Microsoft
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