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APPLICATION SECURITY

SECURE YOUR CODE AND ITS FRAGMENTS
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PROTECT YOUR REPOS! IMPLEMENT SECURITY 

CHECKS

SCAN FOR 

VULNERABILITIES AND 

COMPLIANCE

DETECT SECRETS

CREATE AN INVENTORY 

OF CODE ARTEFACTS

DETECT AND RESOLVE 

DEPENDENCIES 
SCAN CODE FOR 

LICENSE IMPLICATIONS
CREATE AND REQUIRE 

SBOMs



CCoE

Plattform Team

24/7

Infrastruktur

Teams

BUSINESS & 

APPLICATION TEAM
Focus at Business-Value and Applications. Not on routines. 
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CLOUD-NATIVE APPLICATION PLATFORM

SECURITY & 

COMPLIANCE 

SERVICES

PLATFORM TEAM:

APP SERVICES

&

CORE SERVICES

Automation
Tekton

Pipelines API Mng.AI/ML & Analytics

Cloud-Native Application Platform

Powered by Kubernetes

INFRASTRUCTURE & 

PROVIDER SERVICES Automate Compute, Storage, Network, Security, Database, Middleware – driven by SNOW

Camel-K

IntegrationsEvent Streaming

Application Security

CNAP

Plattform Team

24/7

Platform Security

Threat Modelling

Composition Analysis

Vulnerability Mgmt.

Developer Enablement

IaC Scanning

Data Correlation

Security Concept

Auto. Governance



SOFTWARE COMPOSITION ANALYSIS
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IN DETAIL

Inventory management

CREATE AN INVENTORY 

OF CODE ARTEFACTS

DETECT AND RESOLVE 

DEPENDENCIES 

SCAN CODE FOR LICENSE 

IMPLICATIONS

CREATE AND REQUIRE 

SBOMs

SCAN FOR 

VULNERABILITIES

Plan Build Run

Vulnerability scanning

License compliance

Reporting and analysis

Policy enforcement



SOFTWARE COMPOSITION ANALYSIS TOOLS
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CLOUD NATIVE APPLICATION PROTECTION PLATFORM

CSPM CWPP

CSPM CWPP

CNAPP

Augmented
Tools 

Tools are fully 

integrated to provide

full data and control

plane visibility

Augmented with Additional 

Tooling
• Cloud Identity and Entitelment

Management (CIEM)

• Kubernetes Security Posture 

Management (KSPM)

• API Discovery and Protection 

Tools 



Source Build Package Deploy Maintain
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SECURE SOFTWARE SUPLY CHAIN
SECURE EACH STAGE

➢ Code review

➢ SAST 

➢ Dependency checks

➢ Licensing 

➢ SBOMs

➢ Signature/Signing 

➢ CI/CD

➢ Container/Orchestrator

➢ Repository 

➢ Monitoring

➢ Tracing

➢ Logging 



FOR APPLICATION-TEAMS

SECURITY & COMPLIANCE SERVICES
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THREAT MODELLING

• Support application teams in ongoing sprints to 

perform modeling of new feature risks.

• Example: New application component that persists 

data needs to be assessed

• Basic building block of a Shift Left Security

GREATER RESILIENCEVULNERABILITY MANAGEMENT

• Automated vulnerability analysis and information to 

application teams

• Deploy updated container base images to mitigate 

vulnerabilities

• Selection and implementation of SAST, DAST and 

IAST solutions

SUMMARY

• Security and compliance services help application 

teams focus on the application itself and its value to the 

business.

• Redundant tasks and activities that affect many 

application teams are provided as a platform service 

where practical

SECURE SOFTWARE SUPPLY CHAIN

• Providing the necessary building blocks and services 

for application teams to access secure artifacts and 

container images.

• This traceably looks at the lifecycle of artifacts from 

open source communities to production with the 

necessary security controls in place 

SECURITY ENABLEMENT

HARDENING GUIDES

• Hardening guides show the security standards to be 

met for container images

• Application teams can use the templates to harden 

their images

• Consideration of vendor recommendations and 

business requirements

REQUIREMENTS ENGINEERING

• Assess the requirements of application teams 

• Create Decision templates for product owners and 

responsible management

• Selection of suitable tools that optimally cover the 

requirements 



FOR PLATFORM-TEAMS

SECURITY & COMPLIANCE SERVICES 
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MARKET ASSESSMENTS
INFRASTRUCTURE AS CODE 
SCANNING

• Checking IaC termplates for security vulnerabilities and 

compliance violations

• Support for Terraform, Ansible and many other IaC 

languages

• Selection of suitable solutions

• Implementation in pipelines 

• Analysis of current security solutions 

• Determination of requirements and transfer into 

evaluation matrices

• Selection of solutions and execution of PoCs

• Alternative implementation of BattleDays

DATA CORRELATION ENGINE

• Selection and setup of a Big Data Lake for the analysis 

of security-relevant log data of all container 

environments

• Definition of KPIs 

• Mapping of KPIs and trends in security dashboards

SECURITY CONCEPTS

• An IT security concept has been created for the cloud-

native application platform and the necessary 

measures have been implemented.

• Application teams can refer to the IT security concept 

in their own concept and focus on the specific points of 

the application 

AUTOMATED GOVERNANCE (CI/CD)

• Provision of services to secure the various CI/CD 

pipelines of the application teams as automatically as 

possible and to achieve traceability.

• The goal is to achieve a high degree of flexibility for the 

application teams and a central auditability of the 

release processes.

SUMMARY

• Platform teams get the right solutions, that protect the 

platform while supporting application teams

• State-of-the-art solutions reduce the administrative 

efforts through automation and self-learning 

capabilities

• Holistic security picture

SECURITY ENABLEMENT



Thank You!
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REQUIREMENTS
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AN EINE SBOM-LÖSUNG

Welche Programmiersprachen sind relevant

Kann SBOM mit dem Standards CycloneDX/SPDX generiert werden?

Welche Inhalte muss der SBOM-Report liefern?

Handelt es sich bei der SBOM_Lösung um einen SaaS Service? 

Wie verbreitet ist das Tool? Gibt es eine aktive Community? 

Können Schwachstellen-Scans durchgeführt werden?

Native Integration in 3rd Party Lösungen oder API-Schnittstelle vorhanden? 

Lizenzierung des Produktes 
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