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Areas of Interest
• Human-centered security (awareness, behavior, and culture) 

and security-by-design
• Data protection, privacy, and privacy-by-design
• Ethics of AI and responsible research and innovation

About Me
• Thought leadership and PR at 

KnowBe4 (DACH/EMEA)
• Researcher and lecturer in 

human-centered security





https://hongkongfp.com/2024/02/05/multinational-loses-hk200-million-to-deepfake-video-conference-scam-hong-kong-police-say/





Imagery Video Avatars

Voice & Sound Realistic and imaginative scenes

Commercial Generative AI Today



The Number One Defense Against AI-Related Attacks

• The best way to defend against advanced deepfake and AI-
generated attacks is to do what are already doing, but with some 
refinement

• AI-generated attacks will push technical defenses to their limits, 
however, AI still can’t match the power of the human mind

• Asking ourselves if something ‘feels’ odd or if a request is 
abnormal will go a long way toward countering these attacks



Make Ourselves More in Tune to How Social Engineering Operates

The Ideal Situation for a Social Engineer 
is to Create a Knee-jerk Action That 

Effectively Bypasses Critical Thinking and 
Results in the Attacker’s Intended Action



Graphic Source: https://readingraphics.com/book-summary-thinking-fast-and-slow/

Thinking, Fast & Slow (Daniel Kahneman)



Be Aware of Our Emotions





• The world’s largest integrated Security Awareness 
Training and Simulated Phishing platform

• We help tens of thousands of organizations manage 
the ongoing problem of social engineering

• CEO & employees are industry veterans in IT Security

• Global Sales, Courseware Development, Customer 
Success, and Technical Support teams worldwide

• Offices in the USA, UK, Netherlands, India, Germany, 
South Africa, United Arab Emirates, Singapore, Japan, 
Australia, and Brazil
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Get started with KnowBe4 today!

Raise Awareness

Think before you click!
Defend Against Social 

Engineering

BEC, Vishing, VEC, GenAI red flags

Foster Cybersecurity 
Mindset

Create and sustain engagement

Build Competencies

Critical thinking
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