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Breaches are increasing every year despite spending
more and more...

Spend

(USS Billion)
Breaches per year

2800

161
140 —
122 131
113
101
Sources:
. Aust.ralia’s cyber security sector competitivleness plén, '2918 ‘ ‘
20 14 2015 2016 2017 20 18 20 19 2020 2021 2022 2023 . thlttlz‘tjas—t:\tr;:l.;a::)nmur;ol;)esrt(‘))fSg;; compromises and individuals impacted in the

(c) 2024 ColorTokens Inc. Confidential & Proprietary



Breaches are inexpensive for the bad actor...

$1,328 84 Minutes

... but very expensive for the business.

S 9.4M 65 Days

Sources:

n Hacking Forums, and the Underground Corporate Access Economy, Flare, Aug 2023

, Russian Hacki
* Crowdstrike Global Threat Report, 2023

* |BM Security, Cost of a Data Breach Report, 2022
* EdgeScan, Vulnerability statistics report, 2023
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The phases of an attack--from the adversary’s point-of-view.

A simplified version of the MITRE ATT&CK framework

« Attackers move from
initial breach to other
hosts

+ Stopping lateral
movement is the last line
of cyber defense

© 2024 ColorTokens, Inc. Confidential



How is this happening?

L] [ — — | =

Endpoints Web Servers Gateways

Application Servers, Databases, loT Devices ...

There are six common
points-of-breach
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How is this happening?

IDENTITY ENDPOINT EDGE APPLICATION INSIDER THIRD-PARTY
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Prompt Bombing Zero-Day, Misconfiguration, Trojan, Vulnerability, Spear Phishing, Hardware Attack,
Stolen identity Vulnerability Vulnerability DDoS, Cred Stuffing Malice, BOTS
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IDENTITY
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How is this happening?

ENDPOINT

EDGE

APPLICATION INSIDER

Trojan, Vulnerability,
DDoS, Cred Stuffing
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Stop Lateral Movement...

... and you disrupt the attacker’s kill chain




Defines micro-perimeters
around applications or
groups of assets
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Microsegmentation stops

Lateral Movement

Allows valid
communications within
and across
microsegments

Blocks all other
communications in
accordance with Zero
Trust principles

Prevents command-and-
control and data theft.



Introducing the

}éhield

Enterprise

Platform
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Endpoints

loT/OT On-premise

Assets & Network
Flows

}(shield /

-

Attack surface & Enforce Zero Trust

A Blast radius Policies , Cloud

Containers
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VISUALIZE

Visualize assets and network

flows

Generate application maps
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MEASURE

Selected Assets

Provide a baseline risk

Score
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Define, test and enforce Zero
Trust policies

Intranet —

’7' ¥

A

PROTECT

Enforce in steps to ensure zero
disruption while reducing risk.

Step 1: Infrastructure policies
Step 2: Application policies
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During a breach, isolate systems to
maintain
business continuity

Intranet

ISOLATE
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IDENTITY

[
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6 POINTS OF BREACH

ENDPOINT EDGE APPLICATION INSIDER

Microsegmentation is foundational to being
Breach Ready

THIRD-PARTY
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Crown Jewel
Protection

Pll, IP, EHR,
Active Directory

As
ICS/OT

Segmentation

ISA/IEC 62443,
NIST SP 800-82

o

Vulnerability
Management

Legacy systems,
Proprietary devices

Compliance and
Assurance

SEC 8-K / Item 106, PCI
DSS

i

Ransomware
Resiliency

MOVEit, Lockbit,
Kaseya, etc.

Cloud-Native
Security

Micro-services,
Kubernetes
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