LOGICALIS

Architects of Change

Tackling Security Threats

e

with Logicalis Managed XDR

How Logicalis is using Cisco XDR , ~—“ -

Stefan Gutekunst, COO Logicalis Germany



About Logicalis

+7.000 ’\ ™

Mitarbeitende

>10.000

Kunden weltweit

. ’Deutschland
Kanalinseln
Spanien
Portugal'p

USA

Dominikanische Republik

-

Puerto Rico

Kolumbien

1,8Mrd. US§ -1

; 4
Uruguay Sudafrika
Argentinien

<«

Brasilien

Umsatz (FY'24) Chile

Logicalis

it * S3SLOGICALIS
sa Architects of Change

China Taiwan

# Hong Kong
Thailand

Vietham
Malaysia\sing;.,r_"_,r

g

-

Indonesien

Australien



* S3LOGICALIS

itsa Architects of Change

Our global Service Delivery
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What we are seeing in the market

Cyber Threats
| 83%

Of ClOs have encountered an organisation breach in the last 12 months.

| 43%

Of CIOs feel they are ready to handle another breach.

Al
| 89%

Of ClIOs are already actively seeking opportunities to incorporate Al
into their business. Logicalis CIO Report 2024

2%

Of ClIOs are apprehensive about the challenges of regulating Al.

Logicalis
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Security has changed...

CIOs are asking themselves the following questions....

e

Who can ensure threats
are dealt with quickly and
proactively?

«

How can we develop
automated responses to
cyber threats rather than

delay?

How do | protect my
business against new and
evolving threats?

How to ensure the
business is compliant with
legal regulatory
compliance?

Where do | find the right
skilled staff to protect my
environment?

How do we ensure our
latest acquisition does not
bring security gaps?

| sl

How can we adopt a
proactive approach to
security rather than
reactive?

-l

B e

. Where do | start with a
‘, Zero Trust approach?

:

How do | manage the .
1000s of data logsand ™
identify the true threats?

L R Y
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Tackling Security Threats
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An XDR 1s as good as its outcomes

How good are we at
detecting attacks early?

Where are we most
exposed to risk? Are
we prioritizing the attacks
that represent the largest
material impacts to our
business?

How fast can we confidently
respond? How much can
SecOps automate? Are
we improving our time to
respond?

Logicalis

G Detect Sooner
Extend Asset Context a
a Prioritize by Impact
Minimize Investigation Time e

° Accelerate Response
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How quickly are we able

to understand the entry

vectors and full scope of
attacks?

Do we have full visibility
into all our assets?
Can we reliably identify a
device and who uses it?
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High level architecture
Extended Detection Response
S1Ir
cisco ( ) Raw Telemetry (" )
\GROWDSTRIKE Q) Cloud Behavioral Analytics User Triggered Guided Playbooks
>
2] virusToTAL @ Network Events Anomaly Detection
il sentinelCr e Incident Triggered Automated Workflows
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O Pivot Menu Actions
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Multi-vector telemetry ingest

network, cloud, endpoint, email, and
more from Cisco and 3rd party

Logicalis

A

enrichment

Cross domain alert detections and
attack chaining with automated

incident prioritization and

Al driven at every stage, Detection,

Automated or user triggered

responses to block observables
using any integrated technology

Response and Incident Management

\ 4




$* SBLOGICALIS

L3
ltsa Architects of Change

Al 1s the new normal to succeed
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Al driven at every stage

ONAS

D%Ogc

DA

Threat Detections

Unearthing hidden threats with
machine learning technique that finds
suspicious activities using advanced
algorithms

Native language processing detects
spear phishing and advanced email
attack

Logicalis

© O
()

Al Summarization
and reporting

Al summarizes incident alerts,
eventsin a human readable and
comprehensible format which
makes it easier for a SOC analyst to
understand and handle the attack
from start to end.

Enhance Decision Making with Al
generated multi-layer incident
reports with tailored information at
each level from executive
summaries to event lists in a single
view.
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@

Interactive Al
Assistance

Achieve faster outcomes with
interactive Al Assistant, a SOC analyst
can invoke and interact with Assistant
at any stage of an incident.

Al Assistant supports the SOC analyst
with incident management providing
clarity, summarization, guided
responses and tailored
recommendations.
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Incidents

Investigate

Intelligence

Administration

DETS L ETG

Overview Umbrella More v

MITRE ATT&CK® Incidents
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Private Intelligence
Name Created Priority
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recei... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recel... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recei... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recel... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recei... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recel... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recei... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sighting recei... 14 days ago 1000
LCX-WF-010-CiscoXDR-MDE Microsoft Defender Sightina recel... 14 days aao 1000

- >

Team Mean Time Summary
Private intefligence

A+ Mean Time to Engage
0 mins

“w down O mins from last month

= Incidents Engaged

@ Mean time to Resolution
0 mins

4 down O mins from kst month
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Global SOC Capability

Portugal Germany

EMEA
SOC
L1-L3

North
America

Portugal Asia Pac
UK&I SoC
L1-L3

SGP
CBJ

Asia Pacific

LATAM
SOC
L1-L3

Columbia
Brazil

Australia

Africa

Logicalis

Regional
Businesses

Global SOC
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Meet us at booth

Halle 7A-402
and experience Cisco XDR

Thank you!
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