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Burn-on, burn-out, 
and fading ethics

How to avoid the
most common risk
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Cybersecurity leaders and their teams are suffering from
widespread burnout and attrition, which erodes
effectiveness and increases organizational cyber risk.“

66% 67% 95%
of cybersecurity 
professionals felt 
they suffered 
from significant 
work stress 

of cybersecurity 
professionals 
reported staff 
shortages within 
their team

of CISOs work 
longer than 
their required 
hours
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A story about stress

The Jury found Mr. Sullivan guilty
on one account of obstructing the

F.T.C.‘s investigation and in one
account of acting to conceal a 

felony from authorities. Joe Sullivan
Former Chief Security 

Officer at Uber



12%
of respondents admitted 
to breaking their current 
organisation’s standards 
of ethical behaviour

Source: Institute of Business Ethics

E T H I C A L  C R I S E S

Stress > humans > ethical breaches
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Existing unethical culture
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Meet unrealistic deadlines

Trying to save own job

Help the organisation perform better

Pressure to be a team player

Asked to take short cuts

Following boss's orders
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➔ Concentration 
problems

➔ Difficulty taking
decisions

➔ Conflicts
➔ Isolation

➔ Headaches
➔ Fatigue
➔ Insomnia

B U R N - O N ,  B U R N - O U T ,  A N D  F A D I N G  E T H I C S

Dimensions of stress

Cognitive

➔ Depression
➔ Anxiety
➔ Moodswings

Emotional Physical Social



Consequences of stress
B U R N - O N ,  B U R N - O U T ,  A N D  F A D I N G  E T H I C S

Mistakes and omissions Physical and/or 
psychological problems Fading ethics



Acknowlede the problem and manage it

Stress

Automated
solutions

P R O T E C T  Y O U S E L F  A T  A L L  T I M E S

Focus

Regular self-checksPriorities

Resilience



Klingt spannend? 
Lassen Sie uns diskutieren!

LinkedIn

christian.reinhardt@sosafe.de

Dr. Christian Reinhardt
Awareness Evangelist
SoSafe


