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All Roads 
Pass Through 
Your Data 
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The NIST Cyber Recovery framework

recovery 
framework
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DETECT

RECOVER

NIST - Cyber Resilience Infrastructure is Hub and Spoke 

Respond

DetectIdentify

Recover

Protect
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Detection, Don’t Let Them Have a Head Start

Cohesity capabilities

Cohesity enabled Alliance capabilitiesA

DETECT

Reactive Hunting

Malware Scan on Access 

(ICAP)

Comprehensive IOC 

Scanning

Ransomware Anomaly 

Analysis

SIEM Integration

3rd Party Threat Feeds

EDR/XDR Detection Ingest

Blast Radius Assessed

Threat Protection 

Check for Ransomware IOCs 

Data Discovery & Classification

Check for Sensitive Data

Formulate your 

Recovery 

Strategy

On-Demand

Automatic

Continuous 

Monitoring

Anomalous  
Snapshot

Last known 
Clean Snapshot 

Regular Snapshot



6© 2024 Cohesity, Inc. All rights reserved.
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Resource 

Development
Initial

access

Execution Maintain

persistence

Privilege

escalation

Defense

evasion

Credential

access

Discovery Lateral

movement

Collection Command

and control

Exfiltration Impact

Dwell Time

DWELL TIME

The time until an adversary is detected, or pulls the trigger and causes impact.



7© 2024 Cohesity, Inc. All rights reserved.

Adversaries target backups in a cyber crisis Traditional IT crisis response

Replication

Backup

Defense

evasion
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Your replicated systems and backups will contain artifacts 
of the attack

RecoveryBackup

Replication

Cyber incident
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Fort Knox

DataProtectThreat management

Production

On demand 
sandbox 

environments 

Threat remediationCritical Apps

Incident Response Flow

OS Apps Files & Data

RESPOND

?

Instant Clean Room

Incident Timeline Analysis

Forensic Threat Hunting

Point in Time 

Vulnerability Scanning

Business & Regulatory  

Assessment

SOAR Integration

Proactive Threat Response

”Clean Room”
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Response and recovery is needed in cyber incidents

DFIR 

finished

RTO

Backup

Replication

Clean Room

Patch vulnerabilities exploited

Find all systems involved

Perform forensics

Remove attack artifacts

Bolster controls

DFIR 

starts
Cyber 

incident

Production

Staging
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Cleanroom Example

vSphere vSphere
vSphere

Enterprise 

VLAN

Isolated 

VLAN

Cohesity Helios
Data Center

Production Cleanroom
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Security Integrations

Detect and respond to real-time 

security incidents with SOC 

integration

Prevent loss or compromise of any 

encryption key and security breaches

Identify and remediate threats

and vulnerabilities

Prevent unauthorized access and 

abuse of privileged identities

Avoid sensitive data exposure

Threat Management

Identity Management

Key Vault

Vulnerability Management

Data Masking

Cohesity Data Cloud

Ad-hoc scan and remediate Threat Management
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5 Ss Of Why Customers Pick 
Cohesity

SPEED

SECURITY SCALE

SIMPLICITY SMARTS
Fastest speed of cyber 

recovery of any data 

protection vendor

Built-in zero trust, strongest 

security capabilities, largest 

security ecosystem

The largest data protection 

estates run on Cohesity

Control Plane and UX rated 

by analysts and designers as 

among the best

First to invent GenAI RAG for 

secondary data. Only data 

protection vendor invested in 

by NVIDIA
1

2
3

4
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Cohesity auf der it-sa 2024

• Besuchen Sie Cohesity am Stand #7-405

• Buchen Sie ein Executive Meeting oder eine

Demo mit den Cohesity Experten, um mehr zu

erfahren.
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Thank you


