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All Roads
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The NIST Cyber Recovery framework

recovery
framework
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NIST - Cyber Resilience Infrastructure is Hub and Spoke
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Detection, Don’t Let Them Have a Head Start
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Dwell Time
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The time until an adversary is detected, or pulls the trigger and causes impact.
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Adversaries target backups in a cyber crisis

. ) Defense
Replication evasion
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Your replicated systems and backups will contain artifacts
of the attack
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Cyber incident
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Incident Response Flow

RESPOND

SOAR Integration
Proactive Threat Response

Instant Clean Room
Forensic Threat Hunting
Point in Time
Vulnerability Scanning

Incident Timeline Analysis

Business & Regulatory
Assessment

COHECJ_ITY © 2024 Cohesity, Inc. All rights reserved.

Fort Knox
7 N
/ \
7/
> \4
Threat management  DataProtect Critical Apps  Threat remediation
o e AR
@ - - -> ./-\'-\. - > fr \
\.l \ s./ l:f
\./ P
N 7
N 7
) ~ -
Production N _ 7
- - — On demand
E@E ————- sandbox
T = environments
"Clean Room”

[ OS ] [ Apps ] [ Files & Data ]




Response and recovery is needed in cyber incidents
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Cleanroom Example
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Security Integrations I
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5 Ss Of Why Customers Pick

SPEED

Fastest speed of cyber
recovery of any data
protection vendor

COHESITY

Cohesity

SIMPLICITY

Control Plane and UX rated
by analysts and designers as
among the best

SECURITY

Built-in zero trust, strongest
security capabilities, largest
security ecosystem

SMARTS

First to invent GenAl RAG for
secondary data. Only data
protection vendor invested in
by NVIDIA

SCALE

The largest data protection
estates run on Cohesity



Cohesity auf der it-sa 2024
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 Besuchen Sie Cohesity am Stand #7-405 ltsa EXPO
« Buchen Sie ein Executive Meeting oder eine ERNaRERS
Demo mit den Cohesity Experten, um mehr zu HOME OF IT SECURITY

erfahren.
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