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What is

Such as:

🧠Decision-Making

🧠Visual Perception

🧠Speech Recognition

🧠Language Translation

Able to:

💡 Adapt to New Info 

💡 Learn from Data and Experience

💡 Improve their Performance over time

?

Computer Systems 

performing tasks that typically require 

Human Intelligence



Everyday AI
📡Predictive analytics: weather forecast, stock market prediction,

customer behavior prediction

🏭Robotics: AI systems used in manufacturing, construction and other
industries

📝Natural language processing: translation services, sentiment analysis

⭐️Recommendation engines: preferences from behavior - Netflix,
Amazon, YouTube recommendations

🏦Fraud detection: analyze financial transactions and identify
fraudulent activity based on patterns

🏥Healthcare diagnosis: radiology, pathology, genetic analysis

💡 (Semi)autonomous vehicles: capability to adapt to new situations

🎮Gaming: create intelligent opponents with realistic behavior



DISCRIMINATIVE



An AI that learns to make a
distinction between classes of input
data.

It is commonly used for classification tasks
such as email filtering.

It is useful when the goal is to make accurate
predictions based on data.

The training is performed on “labeled” data.

What is Discriminative AI?



Since 1996 Bayesian filters are used to filter spam.
Bayesian filters use probabilistic models and machine learning algorithms to make decisions.

They learn from user feedback.
They adapt to new patterns in the data over time.

Probabilistic machine learning improved for almost 30 years now.

Discriminative AI: Probabilistic ML



❇️It learns from communication patterns 
between internal and external users

❇️It adapts to new information

❇️It highlights anomalies

❇️It improves over time

Discriminative AI: Adaptive Trust
Libraesva Adaptive Trust Engine is our proprietary AI engine.



GENERATIVE



A type of machine learning model
that can create new data based
on patterns learned from existing
data.

Unlike discriminative models, which are
designed to identify specific features or
classes in data, generative models aim to
generate new data that is similar to the
training data but not necessarily a direct
copy.

This can be useful in various applications such
as image generation, text generation, music
composition, speech synthesis.

What is Generative AI?



• Designed to identify specific
features or classes data 

• Mature technology in Email 
Filtering

• Purpose: 
• Email Filtering

• Designed to generate new data

• Still an area of active research 
and exploration in Email Filtering

• Purposes: 
• Marketing
• Generate messages to train

discriminative models 
• Generate messages to test 

performance of existing
filters

DISCRIMINATIVE AI GENERATIVE AI



Libraesva process roughly 12k
email samples per day, voluntarily

submitted by our customers.

Libraesva Triage implements an analysis
pipeline:

- Analysis with current engines

- Analysis with current IoCs

- Extract new IoCs

- Generative AI provides additional labeling

- Human analyst time is cut by 98%

Generative AI supporting analysts

Results of the analysis:

- Reputation data

- Engine updates





Generative AI Research
What’s good:

- It can process large quantities of data and
metadata in a short time including html
sources, headers and email context provided
by ATE.

- Can identify patterns in a fraction of the time it
would take to a human analyst but not reliably.

- Useful to provide an additional “point of view”
in support to a human analyst.

What’s not good:

- Classification not sufficiently accurate especially in
some categories like transactional and phishing.

- Not yet mature to be relied upon for an inline
analysis.

- Not yet scalable resource-wise for a real-time
analysis, except for super-tiny modes whose
performances are incompatible with our
requirements.

- The learning is not as flexible as a discriminative
AI: resource intensive, cannot be performed inline

Research in progress…
Libraesva Triage being used as an experimentation platform to test 
and fine-tune technologies to be eventually deployed inline in the 

future.



Q&A session


