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Computer Systems

performing tasks that typically require
Human Intelligence
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Such as:
Q@ Decision-Making
Q@ Visual Perception

Able to:
@ Adapt to New Info

@ Learn from Data and Experience

Q@ Speech Recognition

@ Language Translation @ Improve their Performance over time



Everyday Al

@Predictive analytics: weather forecast, stock market prediction,
customer behavior prediction

i Robotics: Al systems used in manufacturing, construction and other
industries

@ Natural language processing: translation services, sentiment analysis

s'?Recommendation engines: preferences from behavior - Netflix,
Amazon, YouTube recommendations

Fraud detection: analyze financial transactions and identify
fraudulent activity based on patterns

Healthcare diagnosis: radiology, pathology, genetic analysis
@ (Semi)autonomous vehicles: capability to adapt to new situations

() Gaming: create intelligent opponents with realistic behavior

LIBRAESVA
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What is Discriminative Al?

An Al that learns to make a
distinction between classes of input
data.

It is commonly used for classification tasks
such as email filtering.

It is useful when the goal is to make accurate
predictions based on data.

The training is performed on “labeled” data.

LIBRAESVA



Discriminative Al: Probabilistic ML

Since 1996 Bayesian filters are used to filter spam.
Bayesian filters use probabilistic models and machine learning algorithms to make decisions.

They learn from user feedback.
They adapt to new patterns in the data over time.

Probabilistic machine learning improved for almost 30 years now.

LIBRAESVA



Discriminative Al: Adaptive Trust

Libraesva Adaptive Trust Engine is our proprietary Al engine.

>[It learns from communication patterns
between internal and external users

2|1t adapts to new information

2|1t highlights anomalies

>[It improves over time

LIBRAESVA
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What Is Generative Al?

A type of machine learning model
that can create new data based
on patterns learned from existing
data.

Unlike discriminative models, which are
designed to identify specific features or
classes in data, generative models aim to
generate new data that is similar to the
training data but not necessarily a direct

copy.
This can be useful in various applications such

as image generation, text generation, music
composition, speech synthesis.

LIBRAESVA



Designed to identify specific * Designed to generate new data

features or classes data _ Y
» Still an area of active research

Mature technology in Email and exploration in Email Filtering

Filtering
* Purposes:

* Marketing

Generate messages to train
discriminative models

* Generate messages to test
performance of existing
filters

Purpose:
* Email Filtering

/LIBRAESVA




Generative Al supporting analysts

Libraesva process roughly 12k

email samples per day, voluntarily
submitted by our customers.

Libraesva Triage implements an analysis
pipeline:

Analysis with current engines

Analysis with current loCs

Extract new loCs

Generative Al provides additional labeling

Human analyst time is cut by 98%

Results of the analysis:

Reputation data

Engine updates

LIBRAESVA
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[BESHEN) FTs Dq almarketing lowvol today at
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today at 12:44 PM

FTS A al-marketing todav at 12:44 PM

SPAM notification to Labs [4WCNSW2jgszH3L9]

spam FTS A al-marketing [(Gpaned)

From root@as01.secureme.it Date Mon, 1 Jul 2024 14:01:39 +0200 Delivered YES
3
ESG report Raw Message Rule Matches Raw log
From 62062455@itcelaya.edu.mx H
s Al info

To undisclosed-recipients
Category: marketing Explanation: The email is a promotional message with personalized

Date Mon, 1 Jul 2024 10:55:50 +0000 e
recommendations for movies and TV shows, suggesting that the recipient save these

Message-ID f1c94affd1eccbeff42d60e16e067640@itcelaya.edu.mx recommendations for "Kids." It does not appear to be a transactional or confirmation email, nor does it

Subjact Fwd:Richiamata finale per confermare il 1o numero di telefonol contain any suspicious links or requests for sensitive information. Therefore, it can be categorized as

@ RelaxBanking

Signore e signori,

Nelle prossime settimane ci prepariamo a rivedere i nostri sistemi. Per funzionare
correttamente, tutti i clienti devono confermare il proprio numero di telefono
principale. In caso contrario, si potrebbero verificare perdite di dati e ritardi. Si prega
di registrarsi il prima possibile.

Cosa devi fare per continuare a utilizzare il nostro servizio?
1. Vai alla nostra home page.

2. Completare i passaggi richiesti.

3. Assicurati che i tuoi dati di contatto siano corretti.

Conferma la connessione

Se non effettui I'accesso entro la data indicata (29 GIUGNO), saremo costretti a
disattivare il tuo account. Se poi desideri riattivare il tuo account. verranno addebitate
delle commissioni.

Non vediamo I'ora di vedervi !
Distinti saluti
La tua squadra online.

marketing.

Domains
netflixnet(151) &@ © & B © s
relaxbanking.it(409) ¢ © & B « (
www.relaxbanking.it(357) ¢ © & B v i
beaconimages.netflix.net(280) @ ©® & B © q
bee.gruppobecicereait(242) & © & B 9 $
gruppobcciccreaiit(252) ¢ @ & B X« i
itcelayaedumx(84) ¢ © & B © '
IPs
209.85210231(4) @ & @
64.23.252.217 127.0013,1270013 (12) & & @

209.85.210.0/24 ¢ @
64.23.2520/24 & @
Files

IxHash

8359fd5fcffa2514c293687d07f874aa(1) & ©
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Generative Al Research

What’s good: What’s not good:

- It can process large quantities of data and - Classification not sufficiently accurate especially in
metadata in a short time including html some categories like transactional and phishing.
sources, headers and email context provided ~ Not yet mature to be relied upon for an inline
by ATE. analysis.

- Can identify patterns in a fraction of the ti.me it _ Not yet scalable resource-wise for a real-time
would take to a human analyst but not reliably. analysis, except for super-tiny modes whose

- Useful to provide an additional “point of view” performances are incompatible with our
in support to a human analyst. requirements.

- The learning is not as flexible as a discriminative
Al: resource intensive, cannot be performed inline

Libraesva Triage being used as an experimentation platform to test
and fine-tune technologies to be eventually deployed inline in the

future. LIBRAESVA
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