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Agenda

Uberblick - One Identity Manager
SAP Systeme (HR/OnPrem/Cloud)
GRC - Governance, Risk & Compliance

Kommentare zu Migrationen von existierenden Implementierungen
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Uberblick Identity Manager

Self : :
RO e Business Admin
Web Portal Tools

» User Lifecycle

* Rules

* Provisioning

» Fulfillment Workflows
* Self-Service Requests

API
REST
SCIM

 Entitlements, Accounts, Roles, ...
HCM Person (3 - « Approval Workflows
» Delegation

m Cost center —) Identity * Profile Management

» Password Management
* Role Management
Org. Unit —) M d nag er * Attestation/Certification
» Segregation of Duties
Identity Aggregation « Risk
* Ownership
T ? T T * History _
¢ ¢ ¢ ¢ ¢ » Dashboards & Reporting

» On-Prem Applications
SAP S/4 SAP Con » Cloud Applications
ECC HANA BTP cur » Disconnected Applications
» Data Warehouse
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SAP Systeme
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Navigation
Organizations

=z) DESAG

72 | IDES Argentinien
(2] IDES Australia

{all IDES Austria

(2}l IDES Brasilien

{all IDES Canada

[;] IDES China Company
{all IDES CO

[i] IDES France

L:_Iﬁ] IDES Germany

[ﬂ Corporate services (D)

EI Assets Management (D)
[i] Purchasing (D)

First name

Last name

Middle name

Form of address

Title

Surname prefix
Preferred name

Job description

Kommunikationsdaten

(ONE IDENTITY

by Quest

Mame at birth
Language
Language for value formatting

Sub-organization

Certificationstatis

Employee type

General Crganizational

o Home

o Accounts Payable (D) @

.'". E!EDEII'U'HEI'IT

(18 Accounts Payable (D)
Parent department  Finance and Administration - (D)
ation

Manager Zaucker, Dipl.Kfm. Ulrike ( CKER)

Block inheritance

Primary assigned identities (10)

Jasmin (JAWAD)

|Ulrike

|Zaucker

|Ms

|DipI.Kfm.

|Head of department

|2 - female

|9;5;1950

|Wa|lmann

|German [de]

Permanently deactivated
Certified
O wie
[ security risk
[ Ma inheritance
[ External

| Employee
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Identity

Kuma

SAP SuccessFactors HR [

1710-2001

o @ One Identity Manager accountability (5) 7\

890222 Department manager: BestRun Corporation (1)(1)
KUMARM Manager: Akane, Audrey (69121)
mohan.kumar@bestrunsap:com Manager: Amos, Eileen (890274)

T — e

Corporate - US-Philadelphia (1710-2001) Manager: Pittman, Michael (80281)
BestRun Corporation (1)
US10_M2 (USA Executive BoardUS10 M2)

Primary identity

fdentity

. Brian Kenny @ Christine Dolan Pittman, Michael (80281) (80281)

R Chinl Iermution Officss (€ ©= e P —— v d
i
1z ‘:” 5023 7 M = :
;| = Pittman, Michael (80281)

(1) 215:555-0722

James Patrick Nicole Anderson
VI Sharw| Serucmy r<3 a8
s Baniive Asinie : 1710-2013

A @ One ldentitv Manaaer accountability (5)

80281 Department manage BestRun Corporation \Global Operations {1 1007725){(50007725)
PITTMANM Manager: Anderson, nucoie [suzse)
Michael Pittman@bestrunsap.com Manager: Dotan, Christine {80273)
Managen: Kenny, Brian (BKENNY)
Cleveland (1710-2013) Manager: Patrick. James (103073)
Global Operations (50007725)
US10_M2 (USA Executive BoardUS10_M2)

Kumar, Mohan (820223) (890223)
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Templates: Data Mapping (SuccessFactors HR)

Py startpage | ) EmployeesMapping ©

Schema types Person (all) 2= Object matching rules Employees (all)
A E CostCenters @ dbsrv.demolab.com\OnelM D . Cross-Domain Identity Mana...
BZ@ Y -Q8f- BZAIY -AVIR IV azd@Y -Q@-
D E Departments Pfoperty Behavior Schema property in One Identity Manager Information Schema property In the target system Property Behavior
[ G155 Employees ©| Aporovalstate @ CentralAccount Primary rue d 0] adcresses =40)
S8 Locat AuthentifierLogins B DistinguishedName Altemate rule vrtdistinguishediame 6] sddressesnconry B @l
ocatons gjl muum addresses~formatted E%l
g - ) AnswerAttempts | addresses~ocality
L B/ BrthDate 2 Property map| j
1 1 ping rules @ addresses~postalCode B[E
= BusinessUnits B) Buidng @ © 6] sddressessregon E
. Canomcziivame A7a - (6] addresses~streetaddr... B[E]
E@ comPams I CentraiAccount @ n 4 a Y i b AV addresses~type E[El
E} @ Divisions g]] Centr ! @ ::hem.a property in One Identity Manager <- Information Schema property In the targat system * BusinessUnit ﬁ]

! Centra®Password - * Compan: @
2 EmpEmployments ©| centraisapAccount & "‘ € d o cmhc;;vpe
@ g@ EmplobRelationships % S:wm ® <« : ;,,:,;,'c,,wy
@ EventReasons ®] contactemai [ crestedsy W

B CustomPropertyd1 W dateOfBirth &l
S}- FutureDatedPerPersonals Bl custompropertyn2 i department fal
@ [ FutureDatedPositions % ?:mxgﬁ % x:,ﬂm
@ [ JobCodes ©) CustonPropertyos (@) evets g
[‘}g paga Bl CustomProperty0s 8] emais~dsplay B&E

3 erkmails % CustomProperty07 i -~ < s % emails~primary En

= CustomProperty08 Bl ot [
€3} @ PerPersonals - {p——— PhoneMobie - > phoneNumbers~celPhone @ :::sm E
& @ PerPhones | customProperty 10 :;f"m’ : name-~fornatisd W employeeClass fal

i L B/ DateLastworked Bl® fite fr employmentEndDate [l
G}@ PicklistLabels S DeactivationEnd 10} VRT_CrisConnectorRoot € vrtparentDn W employmentStartdate [l

| 3 Baaiar 0 =~ vriCostCentersMappng <« costCenter SR . &
€2 @ PicklistOptions |Detaits \riDepartmentsMapping & department Details
@ Positions ISR € focaten

vriPersonHead (- managerld
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SAP ECC und S/4HANA OnPrem

Elﬁ Hierarchical view

B system 00(ECO)
- B[ system 00(s4H)
7] Client 000

| Client 100
| Client 200
| Client 400
| Client 500
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E SAP system

00 (ECC)

S4P client
. ECC - 800 - IDES-ALE: Central Fl Syst
Name IDES-ALE: Central Fl Syst
Client no. 800
City Frankfurt - Deutschland
Company

Has r account man agernr:nt =

_ Account definition (initial)

ﬁ" SAP companies (12) w = SAP user accounts (6572)

) J
@ SAP cost centers (2355) W ;“I SAP roles (4072)

SAP profiles (1227)

;‘1' SAP groups (65)

== SAP start menus (1705)

WHITE PAPERS

How to manage SAP-User
Accounts and Access Rights
with Identity Manager

Identity Manager helps you set up
and manage SAP user accounts,
groups, roles, profile assignments
and transactions. Get our white
paper to learn ...
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SAP-Benutzerkonto
SAP client (1) -~

ECC - 300 - IDES-ALE: Central Fl Syst

5 SAP roles (5)

SAP user accounts
ECC - 800 - IDES-ALE: Central Fl Syst: IDES_DR_PORTAL ) M BENDERT (Tom Bender)
- IDES-ALE: Central Fl E., ) /12002 31,1 ) User account BEMDERT
- IDES-ALE: Central Fl Sy ) Full name Tom Bender
- IDES-ALE: Central Fl Sy A \ 0 ] Personnel number Q000016646 '@" SAP parameter (10} N

)0 - IDES-ALE: Central Fl Syst: Z _;.I"-_;'1Er*-l (1/1/2008 - 12, Function Demo User for M55 Tz
yst: ZSMEN ( ) 8AP = S

CWVR = ESS
OFF_ADE_RESIZE = X
P_UICE = -

PER = 00001440

Cost center

Departrnent Tessa Hamed
e User account type Dialog
am? AP roles through reference user (1) User account valid from
ECC - 300 - IDES-ALE: Central Fl Syst: SAP_RCF_INTERMAL_CAMDIDATE User account is valid until  12/31/9999
Lock flag Locked by administrator
Substitute
Substitute from
Substitute until
SAP profiles (22) Privileged user account
/ type
Account definition

POP =01
PT_TMW_PROFILE = DEMO_TMW
PT_TMW_TDLANGLU = DEMO_TMW,/002

Manage level

SAP composite profiles (2)
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Master und abgeleitete SAP Rollen

v H O El & & F 3 oftene 3 Voranderte T Gepfiegte

pflege: 0 ungepflegte Orgebenen, 0 offene Felder, Status: unverandert

X:N:MM:IM_GOODS MOV, INFO: 00000 om MM-IM Bestandsfldhrung Information

oow Standard  Anwendungsubergreifende Berechtigungsobjekte

oom Gepflegt Basis - Adwinistration

oom Standard  Finanzwesen

oow Gepflegt  Materialwirtschaft - Bestandsfuhrung und Inventur

BRER

@ com [J] Gepflegt  Reservierungen: Bewegungsart
‘—H:—c-:o [«] Standard Reservierungen: Werk

= oom Standard  Reservierungen: Werk

—@ com [J Gepflegt Materialbelege: Bewegungsart
—@ oom (&) Gepflegt  Warenbewegungen: Lagerort
G com (&) Standard  Materialbelege: werk

&s Aktivitat
—bs Werk

& oom Standard Materialbelege: werk
¢ Aktivitat

&3 'ﬁl‘k

Orgebenen.

v & (3 AndoreRotle =% [) Abbrechen % (T (3 (1 Mahev
Rolle
r
Rolle XiNMN: IN_GOODS MOV _INFO: DEOOL
Beschreibung

& Beschreibung B Meni W Berechtigungen ©® Benutzer MiniApps £1 Personalisierung

(ONE IDENTITY

by Quest

Verwaltungsinformation Vererbung der Transaktionen )
Angelegt Geandsrt Ablaitan aus Rolle
Denutzer IDADMIN IDADMIN MM-IM BeslandsfA AT g oo rnanon
Datum 2_5 L01.2024 25.01,2024 1
v v| 3 & -+= ® 3 Offene 2H Verinderte X Gepflegte Orgebenen...
Pflege: 0 ungepflegte Orgebenen, 0 offene Felder, Status: unverandert

X:N:MM:IM_GOODS_MOV_INFO:DEO01 com X:N:MM:IM_GOODS_MOV_INFO:DEOOL

61 oom Standard  Anwendungsubergreifende Berechtigungsobjekte

@ oom Gepflegt Basis - Administration

H oom Standard Finanzwesen

= oom Gepflegt Materialwirtschaft - Bestandsfilhrung und Inventur

@ oom [&] Gepflegt  Reservierungen: Bewegungsart
—Z= oom [&] Standard Reservierungen: Werk

= oom Standard Reservierungen: Werk

—&a Aktivitat
—5a Werk

Anzeigen
0007

—0 oom [&] Gepflegt Materialbelege: Bewegungsart
—@ oom [ Gepflegt  Warenbewegungen: Lagerort

—L‘Eml [&] Standard Materialbelege: Werk
= oom Standard Materialbelege: werk

&3 Aktivitat

——63 Werk

Anzeigen
0007

—



Bestellungen von Rollen mit Kontext - Werk/Land

Bestelldetails X

0 Geben Sie fiir die folgenden Produkte zusitzliche Informationen an. Fir alle anderen Produkte x

miissen Sie keine zusatzlichen Informationen angeben.
Sie konnen sich auch entscheiden, einzelne Produkte nicht in den Einkaufswagen zu legen.

€ Rolle mit Kontext Accounting, Bart (BACCOUNTING) A
— Context Type

Land b4
— HKontext *

Deutschland X

— Rolle *

MM-Goods Movement Information

X

Nicht in Einkaufswagen legen
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WHITE PAPERS

Context-based requests for
Identity Manager

This white paper offers techniques
and features of Identity Manager
that simplify Context assignment
within the world of SAP roles.




Weiteres o

« Strukturelle Berechtigungen im HCM (OOSP)
« BI Analyseberechtigungen (RSECADMIN)
« Hana DB

& Neus Elntrage

Berechtigungsprofi
ALL
ALL_O1
ALL_02
ALL_03
ALL_D4

CLASS CODE
v COMMCLER®_A

6 © &6 8 E B

| Barecht Profilbezeichnung
|

Baaaesaeasls§

« Datenbank Konten
« Datenbank Tabellen

B S2PHATA Users SYSTEMOB @host:39013 (SAPHANAUSers c68e420¢ To81 4352 8256 23233560872)

fwetinz= 3301
ryet spttett pe  Natiee T8 Cutenmetiny

EY > - '
MR hxehost-33013/5YS XS HANA BROKER {SAPHANA Users SYSTEMDB&hxehost39013)
SV HANA_DROWER
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Integration mit SAP Cloud Identity Services

 “"Cloud leading Identity Lifecycle”
“This reference architecture describes the identity lifecycle flows for SAP
applications via the SAP Cloud Identity Services.”
https://discovery-center.cloud.sap/refArchDetail/ref-arch-cloud-leading-identity-
lifecycle

SAP BTP

Identity Directory

Identity I ity Lif I
dentity IECYC_e‘Ii (IdDS)

Manager
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https://discovery-center.cloud.sap/refArchDetail/ref-arch-cloud-leading-identity-lifecycle

SAP Cloud Identity Service

E! -7 Cloud Identity Services Tial-Us-East

(@ Home & Users & Authorizations | v #£ Identity Provisioning | v = Applicatior

Users & Authorizations

(
User Management Groups

:"I; Cloud m Services T1rislUS Fast ® ® SH

@ Home £ Users & Authorizations | v £ Identity Provisioning | v = Applications & R | v +2 Identity Providers | v & Monitoring & Reporting | v
Gm” Show Filter Bars  Import -~

1 Test Group Edit  Delete
Groups:
a Test Group
. . . . Search by Group 10, Display Name or Name
Identlty PI'OVISlOl'III"Ig N g
AR Group 1D 33e53a2f-4da5-4e35 8751 fodd7ed1ab22 Display Nama: Test Group Description: Fiest Test Group
Source Systems Target Systems Type: User Group Name: Test Group
Groups (1) Create | | 28 ~ i
User Members
|_| Display Name Application Name  Type
E) O _3 1 [} Test Group User Group : Users (1 out of 1) Search by SCIM ID, Login Name ar Emal Q r @
Group 1D: -
33053a2f-4035-4e3a-8751-fcddTed1ab22 (] First Name Last Name Email Login Name SCIM 10
> = 13351be3-#36-2054-
() Test User test useri@demolab.com test.user
bB5e-9219149c5d458
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SCIM und Template fur SAP Identity Directory

Create system connection...

Target product selection

Change the connector's behavior to adjust to target product singularities [for example, HTTP request style)

Selection of a product specific serializer (creating HTTP requests)

Target Product

SCIM Core V 2.0 w

SCIM Core W 2.0
One Identity Starling Connect

, NMappeg and Synchvanization of Dayforce syitem Gats to iSertity Marager

Q Cre identity Staring Connect SuccessPactors MR
NMapowg and Synchrorization of Successfactors MR system dats to Idemtty Mansger

‘ One (gentity Staning Connect Workoay HR
Iapping and Synchvorization ot Workday H& system data 10 identity Manages

™

Cloud wrget systems
Cloud Identity Domain SAP IdDS
lay name Cloud ldentity Domain SAP 1dDS

9 Cloud group

MY Test Group

Display name

Test Group

o User accounts (1) N\
; [~
First Test Group

Description :
test.user (Test User)

Only use in the IT Shop —

Container

., SCIM Symesronization
System for Croa-Domain Identity Management synctronization

One lgentity Staning Connect Syncaroncation

Creaty biark project

System for Ooss-Domain Identity Management 5ynchvonization wsing One iderhity Starling Conmect.

system. Dafine synchronization Bekamor with the Syncheonization Egitor,

Use thes coticn I you 46 not want 10 appsy 3 project temaiate, THs add an empty Srchvonzation aroea tor the tarpet

o EEE o
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GRC - Governance,
Risk & Compliance
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Berechtigungsobjekte in SAP: Basis fur SoD

SAP client (1) A

EC( - IDES-ALE: Central Fl Syst

Authorizati Value Diescription

ns: Role Check

.‘ SAP single role E ACT_GROUP = Role Mame
) ECC - 800 - IDES-ALE: Central Fl Syst: Z USER_TRAINING A , -
_- ' yst- £ = o SAP applications (2) 8 acrvr 03 Activity
nption il I:—}a Business Address Services: Address Type 1 (Org, Addresses)
Role type Single role = EE ACTV 08 Activity
Role description spezielle Rolle fiir User Training SHSh I acrvr 03 Activity
T Shap v -fIE actvr 02 Activity
Only use in the IT Shop 4B acrvr ot Activity
. E ADGRP BCO1 Address Group {Key) (Business Address Services)
[—]-a C calls in ABAP programs
-flE acTvT 16 Activity
| | - E CFUNCNAME = Mame of a CALLable C routine
E Profiles {1} EE PROGRAM * Program Mame with Search Help
T-1 52 E}-E HR: Transaction codes

flE Tco su01 Transaction Code
a SAPoffice: Office User Attribute

= Text field length 15: authorization check
SUot1 Transaction Code
ZUSR Transaction Code
EI--E User Master Maintenance: Authorization Profile
-fIE actvr 08 Activity
HIE actvr 03 Activity
E PROFILE * Auth. profile in user master maintenance
E—:Ia User Master Maintenance: Authorizations
-fIF acvT 08 Activity
-fIE acTvr 03 Activity
E AUTH = Authorization name in user master maintenance
-l oBxECT = Authorization Object
[—}a User Master Maintenance: System for Central User Maintenance
78 Activity
* Receivinn svstem for central user administration
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Einsatz von SoD Regeln

Prufung der importierten SAP-Rollen auf Konflikte
Prifung der importieren SAP-Konten auf Konflikte
Prifung von Fachrollen und deren Inhalten

Prafung beim Antrag
« von SAP-Rollen und Fachrollen fir Identitaten
« von SAP-Rollen fur Fachrollen
« Antrag mit SAP GRC Anfrage

Offene Bestellungen @

Q

Z_SAP_AUDITOR
D O

Empfanger: Einkauf, Dieter Bestellt 10/9/2024

I@:NE IDENTITY One ldentity Manager Web Portal

Bestellungen + Attestierung = Compliance + Verantwortlichkeiten w

WHITE PAPERS

SAP GRC Framework

Integration with One Identity
Manager

SAP Cloud Identity Access
Governance (SAP IAG) and SAP
Access Control (SAP AC) are two
powerful solutions from SAP to

D Produkt Status der Bestellung Bestelldatum

A Regelverletzung

address critical governance,...
Risiko,

Y

@ Ablehnen v Genehmigen & Empfehlung
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Kommentare zu
Migrationen von
existierenden
Implementierungen
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Kommentare zu Migrationen

Alter Wein in neuen Schlauchen?
Existierende Prozesse neu beleuchten?
Gehort das alles in IGA?

Ratgeber fur Identity Governance und
Administrationsprojekte

https://www.security-insider.de/ratgeber-fuer-identity-governance-und-
administrationsprojekte-a-c0e993dd40307fbc21372f981807c6c4/
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GOVERNANCE AND
ADMINISTRATION

Halle 9-145

' ACTIVE DIRECTORY
MANAGEMENT
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ACCESS
MANAGEMENT

&

PRIVILEGED
ACCESS
MANAGEMENT




