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Seismic shifts in IT ecosystem drives CTO/CIO/CISO urgency to achieve full IT

resiliency

UBIQUITOUS
CONNECTIVITY

~2/3

global population
have internet
access in 2023

3X

mobile speeds
in 2023

of businesses
are not cyber
resilient

4%

connected devices
will be M2M
in 2023

connected devices:
every person on
planet in 2023

Thousands of Microsoft customers may have been
victims of the Hafnium attack tied to China.

Software AG hit with 523 million ransomware
attack.
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O0%

DATA
EXPLOSION

+2.50

world’s data bytes data
created in created every day
<2 years (10 to the 18th power)
Cyberattack hits world’s largest meat supplier,
JBS.

Pipeline attack threatens ~45% of the fuel for
the East Coast
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Directive (EU) 2022/2555 = NIS2

* Scope and Applicability:
NIS2 is an EU directive focused on strengthening
cybersecurity and resilience in critical sectors such as

energy, transport, finance, health, and digital
infrastructure.

* Enhanced Security Measures:

NIS2 mandates stricter security requirements, including
robust risk management practices, incident reporting,
and security assessments.

e Supervision and Penalties:

The directive introduces a more stringent supervisory
framework, giving authorities greater enforcement
powers, including the ability to impose penalties for non-
compliance.
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NIS2 in a Nutshell

Risk Analysis

Business Continuity

cybersecurity risk
management solutions
covering all five NIST pillars

Quest's cyber resilience
solutions help businesses
quickly recover from IT threats
by providing robust business
continuity solutions

Supply Chain Security

Quest uses secure practices
and certifications to
minimize these risks.

Quest identifies threats,
highlights vulnerabilities, and
accelerates investigations
across hybrid IT environments




OueSt Risk Analysis

Quest and Risk Analysis

Problem statement — Unknown pose security risks such as

Unauthorized unauthorized access, data leaks, and policy violations, making
it crucial to implement strong network controls and
Access and continuous monitoring

Data Breaches

How Quest can help

* Quest can discover all endpoints, manage these and
: lients
Lack of Patchin SECUre your €
g * Quest is able help you to patch cross platform and
and Updates applications
e Quest can monitor on performance and protect against
exploits and malware




OueSt Business Continuity
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Quest and Business Continuity

* Anychange, e.g.

i o * Deleted user or group
Mistakes happen : * mass changes through a script
Unwanted Changes IN * Unknown changes through a 3 party application

Active Directory / Entra ID

» Difference reporting
e Granular recovery on item or attribute level

- Minimal business disruption.

e Any disaster, e.g.

: o * Ransomware attack
Disasters happen * Physical disaster

Ransomware encrypts all » Corrupt Active Directory

;',‘,: . of your Domain Controllers . Recove.ry of jche full AD Forest, Domain Sysvol or DC
o * Following Microsoft methodology

— Recover AD fast without depending on other services



Quest

o)

Supply Chain Security

Quest uses secure practices and certifications to minimize these risks.

e Uses a Zero Trust R&D architecture

* No development in countries of security concern

* Multiple certifications, including SOC 2 Type 2 and ISO 27001, 27017 and 27018
* Airgap-secured assembly process

Quest identifies threats, highlights vulnerabilities, and accelerates investigations across
hybrid IT environments

e Consolidation of events from multiple workloads, on-prem and Cloud

* Prioritization of Tier O alerts

* Optional forwarding to SIEM, integration in Microsoft Copilot for Security Al
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One Quest

ldentify
Security Guardian
SpecterOps BHE

Protect
Security Guardian
Change Auditor

Detect
Security Guardian
On Demand Audit Hybrid Suite

Respond
Security Guardian
IT Security Search

Recover
Recovery Manager DRE
On Demand Recovery

KACE Inventory and Asset

KACE Patch Management

KACE Network and Endpoints

KACE Reporting

KACE System Delivery

Foglight Evolve

NetVault Plus

Foglight Evolve

NetVault Plus
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The Brilliance of IT resilience

Risk
Analysis

Supply Chain
Security

Business
Continuity

NIS 2 requires true IT resilience.

Quest helps you to assist your
customers to scale and streamline
operations, to protect and empower
identities, users and data.
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One Quest

Cross Business Unit Solutions
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