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Product Manager macmon NAC
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Challenge

Q Stabilitat und Verstandnis

OT Netze nicht auf Sicherheit ausgelegt

Umsetzung in nationales Recht
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N&chste Umsetzungsstufe giiltig seit 17. Oktober 2024

Falsche oder Standardkommunikation ~ OS-Absturze ~ Produktionsausfall

m Verstandnis uber stabile Kommunikationsmethoden notig

@ Schutz der Netze notig (Angriff / Fehlkonfiguration) e

|
NIS 2 relevant







Datenaquise

c Rhebo macmo

a Landis+Cyr company

Passiv & Aktiv

{g,. v6.1.2-65463 2024’;3’”7 Reports (macmon sales demo)
B8 Dashboard

CO Endpoints Authorized \4ACs@ Unauthorized MACS@ Detected MACS@ Client Compliance macmon NAC-Agents IP-MAC assignments Advanced Security

C PO 5
= Dataflow
- Users
Edit | View = = c
‘!i MAC~ Source Key Value
ﬁ Policies
z.B. Rhebo + macmon |® «w-
L] L]

=] 00-AF-EA-FA-BE-EE controller.rhebo.net rhebo.ip 10.0.2.45

& Reports

B 00-AF-EA-FA-BE-EB controller.rhebo.net rhebo.metadata.deviceTypes.0 Station

Network 00-AF-EA-FA-BE-EB controller.rhebo.net rhebo.assetinfo.firmwareVersion V1.3

Events

00-AF-EA-FA-BE-EB controller.rhebo.net rhebo.metadata.devicelLabels.Q SPS

Monitoring Data

Auditing 00-AF-EA-FA-BE-EB controller.rhebo.net rhebo.metadata.deviceName k32Zmbh1-----atmma
RADIUS - o )

00-AF-EA-FA-BE-EB controller.rhebo.net rhebo.assetinfo.systemDescription Siemens, SPS, SPS7

verbesserte Identifizierung @ @ erhohte Compliance




D '
ate n a q u I S e @Y \6.1.11-65034 2024091 Endpoint groups (srv65l)

16:02:55

88 Dashboard Configuration for endpoint group OT-Devices #1722

Endpoints .
Lo P 4 Back to endpoint group list | Action =
Corporate Devices
Guest Devices . -
Common NAC/Authorization Advanced Security Statistics
BYOD Devices

Endpoint Groups

= = &  Users
a S S I V I V Protocols for Advanced Security Credentials
5';, Network

N Policies LS Specifies whether TLS (X.509) certificates should be scanned Type

© Add credentials

9 Compliance SSH Specifies whether SSH fingerprints are scanned
=) Reports WMI Specifies whether WMI scans should be executed
SNMP Specifies whether SNMP scans should be executed

Past Viewer
. Ethernet/IP v Specifies whether Ethernet/IP scans should be executed
Scalability

Statistics

= Scan auf spezielle IP

Status
Scan Scan interval in minutes for the endpoints. Overwrites the global scan interval. (0

Q
ih
* Integrations Settings
[+
L]

Settings interval deactivates the periodic scan for this group)

— z.B. Ethernet / IP discovery

TCP-Port 44818
Reports (srv65I)
Property Regular expression
- JHirschmann */i
Authorized MACs €ZID Unauthorized MACs @ZZD Detected MACs IEE) Client Compliance macmon NAC-Agents IP-MAC assignments Advanced Security Collected endpoint data
© Add check

Edit  View v i 1000 v 1-3 of 3 (filtered of 6,911)
MAC ~ Scan group  Protocol Property Value Condition Matched Advanced Security scan start time
04-BF-1B-61-33-6B GAD.local
04-BF-1B-61-33-6B tls 3389 Common name OT-Devices NBFiBu02.GAD.local 2024-09-03 15:11:23.414
04-BF-1B-61-33-6B tls 3389 Issuer OT-Devices NBFiBu02.GAD.local 2024-09-03 15:11:23.414

04-BF-1B-61-33-6B ethernet/ip 44818 ProductName OT-Devices Siemens OT 0815 /Hirschmann.*/i u 2024-09-03 15:11:23.414

1-3 of 3 (filtered of 6,911)
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Q OT-Daten-basierende Entscheidungen

Kann zu Vertrauen oder Misstrauen fuhren @
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Richtliniendurchsetzung

Umsetzung in nationales Recht

<~~~ | OKTOBER

3 OT-Daten-basierende Entscheidungen

N&chste Umsetzungsstufe giiltig seit 17. Oktober 2024
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Richtliniendurchsetzung

Reactions

Required parameters are marked with an asterisk {*)

Reaction Parameter

NOtify, NAC, anything Add endpoint | MAC address *
Add endpoint

cndpoint group *

Configure interface VLANs

Post- or Pre-Connect NAC Disale endpoin

Disable interface

Execute an external command |

nactive
Enable endpaoint

Notification y v .
vianage endpoints user-defined property value
% Person(en) Modify endpoirﬁ
Remove compliance status
% System(en) Remove endpoint

Send HTTP request

Expiration time

nventory string

- Send SMS
AnYthlng Send SNMP trap
. Send mail © Add variable
% APl : Skrlpts, Lernen, " Set compliance status Bnment
Syslog

Wake up endpoint
© add variable




Treffen Sie unsere Security-Experten am Stand:

macmon | N ETWORK #0
ac(s ACCESS CONTROL

- e
MAXIMALE NETZWERKSICHERHEIT FUR IT- UND OT-UMGEBUNGEN

BELDEN  cseen | beien com
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