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How do you know you’re secure? 

Are you… 

1. Fixing the right vulnerabilities?

2. Logging the right data in your SIEM?

3. Monitoring and alerting on the right events?

4. People & processes trained to respond to an incident?

5. Tools configured and integrated correctly?



Verifying your security posture (the old way)

Justify the budget… Get PWN’d…

Start updating your Linkedin Profile…

Spend weeks preparing…



The “War Time” Mindset

“Don’t tell me we’re secure, show me”

“then show me again tomorrow” 

“Then again next week”

ReadinessCompliance

Vs.

1. Assume Breach

2. Detection & Response “Reaction Time”

3. Reducing exploitable attack surface



“The Cyber” Monkey Business Illusion

• Cognitive Bias – Confirmation Bias, Self-
Serving Bias, Anchoring Bias.

• Assumption

• Methodology, Scenario, Hypothesis, Tabletop

• But did you spot the cyber gorilla?



CVEs are not the primary attack surface

Top 10 Techniques: 

1. Brute force weak and default credentials across protocols (SSH, FTP, web, etc)

2. Credential dumping & reuse across Windows & Linux hosts

3. Public-facing asset discovery and perimeter host exploitation

4. Lateral movement via insufficient network segmentation

5. Man-in-the-middle and relay attacks

6. Windows Active Directory privilege escalation vectors such as Kerberoasting

7. Exploitation of misconfigurations & vulnerabilities in routers, iLOs, iDRACs, etc.

8. Open-Source Intelligence and password spraying credentials

9. Exploitation of misconfigurations and vulnerabilities in DevOps tools such as Jenkins, 
GitLab, Kubernetes, Docker

10. Exploitation of critical CISA recognized vulnerabilities & remote code execution  

To achieve a critical impact

Combinatorics problem spanning
• Exploitable CVE’s
• Misconfigured software
• Dangerous Product Defaults
• Misconfigured security tools
• Ineffective policies 
• Harvested credentials



Attackers have adapted

Vulnerability Scanner

• < 2% of CVE’s are actually exploitable

• Vulnerability Scanners cannot chain problems across machines

• Cannot evaluate misconfigurations or poor policies

Exploit misconfigured vCenter 
& dump credentials

Reuse credentials to log into 
neighboring machine as domain user

Dump SAM to harvest more credentials 
because Domain User is also local admin

Live off the land and 
become Domain Admin



Extreme talent shortage in security testing

Supply

Growing Infrastructure Attack 

Surface

Increase in Compliance 

Requirements

Continuously Prove Security posture

<20,000 Certified Hackers Globally

~10 years to become a “master” 

hacker

~18 week lead time to run a pentest

Deman

d
<

1. Incomplete snapshots

2. Difficult to retest

3. Inconsistent quality



Story 1: My EDR should have caught that!

Environment

• Internal infrastructure pentest

• ~5,000 hosts

• EDR & UBA tools installed 

Windows SMB RCE Dump LSASS to harvest credentials

Credential reuse leads to 
Domain Compromise

What happened?

• Fortinet was misconfigured on 3/5000 machines

• “Buy why didn’t Fortinet stop the credential pivot?”

• Per Fortinet, “Customer didn’t buy the right UBA modules”



Story 2: Attackers don’t “Hack in”, they log in 

Environment

• Internal infrastructure pentest

• On-prem + o365 

What happened?

• 80% (240/300) of hashes were cracked in 15 minutes or less 

• 6% of users have passwords based off of the company name

• 10% service accounts have a password that is exactly their username

• 26% of user accounts have a password that follows the scheme:

<First Initial><Last Initial><4 digits>

• Password reuse aligned to regional IT teams

Domain 
Controller



Story 3: Becoming AWS Admin

1. NodeZero given initial access

2. NodeZero discovers 2,000 hosts on the network

3. NodeZero identifies HP iLO running on 5 hosts

4. NodeZero successfully gains RCE via HP iLO CVE-2017-

12542 

5. NodeZero successfully dumps creds via HP iLO RCE

6. NodeZero identifies admin credential from dump, pivots to 

gain Admin access to adjacent Windows box

7. NodeZero searches local filesystem and identifies 

password.txt file that contains AWS admin creds

8. NodeZero utilizes harvested credentials to become AWS Admin 

Credentials File



AI lowers the barriers of entry to cyber warfare

Domain compromise by…

• Chaining 5 different weaknesses (no CVE’s!)
• Across 5 different hosts
• Buried among 100,000 hosts
• In minutes.



Customer Example: Manufacturing Customer with 37 Global Datacenters

Motivation Adoption Impact

• $200k per pentest to consultants

• CISO recently fired for breach

• No ability to quickly retest

• Cut weaknesses-per-host by 95%

• Accelerated MTTR by 90%

• Saving 600+ person-hours per pentest

• Shifted from annual to daily pentests

• ”Sparring partner” for the SOC 

• Gave Network Engineers security “superpowers”  

Pentests per Month Reduction in Weaknesses per Host
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aka “Purple Teaming”



The Sweet Spot

Pentest 
Finding

Verify 
Remediation

Deploy 
Tripwires

Think: Install Ring Cameras on 
the specific doors and windows 
that need to be locked. Aka: 
auto-deploy Honey Tokens

Reduce Blast 
Radius

Think: make changes to the 
environment to make it difficult 
for an attacker to laterally 
maneuver or compromise 
credentials

Enhance Detection 
& Response

Think: increase logging 
and monitoring 
resolution in in your 
SIEM & EDR

The most dangerous time for a CISO is between finding an exploitable vulnerability and 
remediating it.







Thank you!
www.horizon3.ai


