
Cyber Resilience Act

—
Changes and Challenges for Manufacturers



The information contained in this article has been carefully compiled but cannot replace legal advice. No 

liability or guarantee is assumed that the work results or information fulfil the requirements of the 

current legal situation. The same applies to the suitability, completeness or accuracy, so that any liability 

for damages that may arise from the use of these work results or information is excluded. This limitation 

of liability shall not apply in cases of wilful intent.
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Crosscutting Regulation for Cybersecurity
Regulating Products with Digital Elements

Applies to all Products with Digital Elements

▪ Software

▪ Software in a box

▪ Apps

▪ Software installed in products, e.g. firmware

▪ Hardware

▪ Home and SoHo routers

▪ Industrial production machines

▪ Remote processing solutions

▪ Remote parts of products with digital elements

No exceptions for SME, tiny apps, etc!
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Crosscutting Regulation for Cybersecurity
Regulating Products with Digital Elements

Exceptions

▪ Products under listed sector-specific regulations

▪ Medical products

▪ Civil aviation products

▪ Car certification & road safety

▪ National security and military products

▪ …

▪ SaaS services not applicable

▪ Pure cloud solutions without a product run by customer
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Composite and Imported Products
Who is Responsible?

Manufacturer Manufacturer… Distributor

Customer

Responsibility on All Manufacturers
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Composite and Imported Products
Who is Responsible?

Manufacturer Manufacturer… Distributor

Customer

Responsibility on EU 

Manufacturer
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Composite and Imported Products
Who is Responsible?

Manufacturer EU Representative Distributor

Customer

Responsibility on EU 

Representative

Importer
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Core Pillars of the CRA
Security and Resilience Along the Product Lifecycle

Designed

Developed

Produced
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Core Pillars of the CRA
Security and Resilience Along the Product Lifecycle

Designed

Developed

Produced

▪ Develop a risk model

▪ Design for essential cybersecurity requirements

▪ Develop without known vulnerabilities

▪ Implement with essential cybersecurity requirements in mind

▪ Secure default configurations

▪ Provision current version

(Operated)
▪ Allow for secure updates

▪ Handle incidents and vulnerability reports

Technical Documentation

CE Marking

Conformity Assessment
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Spotlight: Risk Model
The Foundation for Designing and Implementing Measures

Smart TV Industrial Production

vs.

User Authentication

▪ Physical access / short range remote control

▪ Internet services

Consequences of Unavailability

▪ Miss a football match

User Authentication

▪ Remote control

▪ Unauthorized staff in same machine shop?

Consequences of Unavailability

▪ Loss of production
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Spotlight: Risk Model
The Foundation for Designing and Implementing Measures

Smart TV Industrial Production

vs.

Measures Measures

▪ No authentication for local users

▪ No access over the Internet

▪ Present badge (NFC) on site

▪ Username/password for remote access
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Validate Against Intended Use
Make Clear What The Product is For

Internet
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Spotlight: Without Known Vulnerabilities
Have Your Dependencies in Check
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Check Dependencies Against CVEs
Need to Know Your Dependencies

Large Dependency Trees

▪ Dependencies have other dependencies

▪ Even mid-size projects escalate quickly

Link to CRA

▪ Only first-level dependencies required in SBOM

▪ Each node may have vulnerabilities

Security Context

▪ Vulnerabilities

▪ Known CVEs

▪ End-of-life components

▪ Supply chain attacks: where to obtain software from?
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SBOM as Part of Vulnerability Handling
Not Only a Catalog
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Automatically Generate SBOM
Integrate into Development Process
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Essential Cybersecurity Requirements
Concrete Measures Depend on Risk Analysis
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Essential Cybersecurity Requirements
Areas of Required Measures

Secure Standard Configuration

▪ Ability to restore settings to default

Authentication

▪ Controls against unauthorized access

Confidentiality

▪ All data, not only personal data (as in GDPR)

▪ Protection of data in storage, transit or being processed

Integrity

▪ All data, not only personal data (as in GDPR)

▪ Includes programs, commands, configuration

Data Reduction

▪ All data, not only personal data (as in GDPR)

▪ Reduce the data being processed to what is necessary

Availability

▪ Preserve availability of essential features even under DoS attack

Reduce Negative Impact

▪ Reduce effect on other devices on the network

▪ Reduce exploitability

Reduce Attack Surface

Provide Logging

Allow Security Updates
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Checking The Own Code
Avoiding Vulnerabilities During Development

Code Reviews Penetration Testing

Peer Reviews

During Testing

During Development Coding Guidelines Code Scanning
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Spotlight: Code Scanning
Possible During Development Process
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Spotlight: Code Scanning
Vulnerability Categories on Example
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Spotlight: Code Scanning
Vulnerability Details on Example
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Models and Code
Integrating Vulnerability Scanning and Risk Model

Analyze Effect of Vulnerabilities

▪ Link code scanner results to risk model

▪ Identify affected assets

▪ Assess attack complexity

Attack Trees

▪ Model potential attack paths

▪ Each node is an intermediate goal

▪ Vulnerabilities help realize intermediate goals

Automatic Matching

▪ Based on MITRE ATT&CK

▪ Prototype shown at Fraunhofer booth
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GDPR and CRA – Check Your Data Use
Example on the Map
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Coordinated Vulnerability Disclosure
Mandated by the CRA

Researcher

User

Arbitrary Person

Manufacturer

Vulnerability Reports

Customer

Customer

Updates

Information
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Reporting Responsibilities
Deadlines for Official Reporting

Manufacturer

Government

Within 24 Hours: Early Warning

▪ Affected member states where the product was made available

Within 72 Hours: Vulnerability Notification (if Exploited)

▪ Affected product

▪ General nature of the exploit

▪ Vulnerability concerned

▪ Corrective or mitigating measures taken

▪ Measured available to users

Within 14 Days: Final Report

▪ Description of vulnerability & its severity and impact

▪ If available: Information on malicious actor

▪ Details about security update or corrective measures
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Orthogonal to Other Regulation
Other Duties May Apply

GDPR

▪ May require reporting to data protection authority

▪ May require informing the data subject

NIS-2 Directive and National Law

▪ Applies to critical infrastructure

DORA

▪ Banking and financial sector
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Dates and Fines
What if we don’t get it right?

Essential Cybersecurity Requirements

▪ Fine up to 15,000,000 EUR

▪ Up to 2,5% of total worldwide annual turnover

Documentation and Formals

▪ Fine up to 10,000,000 EUR

▪ Up to 2% of total worldwide annual turnover

Failure in Reporting Duties

▪ Fine up to 5,000,000 EUR

▪ Up to 1% of total worldwide annual turnover

Publication in Official Journal of

the European Union

21 months

Reporting obligations 

take effect

CRA is in full effect

15 months

36 months
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