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About

« 20 years of experience in cyber-security in several roles

« 16 years under the Draco sign at Bitdefender as director of
threat research and reporting

» Best known for the ransomware decryption program /

» Coordinates the vulnerability research program and CVE
numbering allocation with MITRE.
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Top Innovators on the cyber-security scene

- 544 patents for innovation in technology, out of which
about 60 are related to Al
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- 1800+ employees around the world, out of which 800 / | BN NN B
working in research and engineering -. BN GEEE Bm B %

. : : N m:
- Offices in 15 countries, global online presence I‘—‘ -‘

- Security Operations Center in San Antonio, Texas &
Bucharest, Romania

- Offensive Security and Penetration Testing center in
Singapore (Horangi)

- Bitdefender is one of the largest licensors of cyber-security
technologies for endpoint and CPMs
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Assisting & Supporting Cybercrime Investigations

2017

2018

2019

2020

2021

2023

Bitdefender advised
the Europol's
European Cybercrime
Centre (EC3), and
Europol provided
Dutch authorities with
an investigation lead
into Hansa in 2016.
Read more.

Universal GandCrab
decryption tool
released for free on
No More Ransom
(NMR).

Read more.

Europol was assisted
by Bitdefender, by
advising Europol's
European Cybercrime
Centre (EC3) on the
Silkkitie (known as the
Valhalla Marketplace)
takedown.

Read more.

The GandCrab
decryption tool
counters versions 1
and 4 and versions 5
to 5.2

Read more.

TULLI

TULL-CUSTOMS

Finnish Customs take
down Sipulimarket on
the dark web with
Europol and
Bitdefender support.
Read more.

Bitdefender supported
the Sodinokibi/REvil
ransomware
investigation by
providing key technical
insights throughout the
entire investigation,
along with decryption
tools for both of these
highly prolific
ransomware families to
help victims recover
their files.

Read more.

Bitdefender provided
additional support that
helped with the seizure
of PIILOPUOTI.

Read more.

Bitdefender DRACO
Team assisted FBI to
dismantle 10T proxy for
hire used for illegal
activities.

Read more.

Bitdefender issued a
decryption tool one
year earlier, which led
to arrests in the
LockerGoga
Ransomware case.
Read more.

2024

Finnish Customs take
down Sipulitie—a
dark market
responsible for
almost $2.2 million on
the dark web with
Europol and
Bitdefender support.
Read more.



https://www.europol.europa.eu/media-press/newsroom/news/international-collaboration-leads-to-dismantlement-of-ransomware-group-in-ukraine-amidst-ongoing-war
https://www.europol.europa.eu/media-press/newsroom/news/massive-blow-to-criminal-dark-web-activities-after-globally-coordinated-operation
https://www.europol.europa.eu/media-press/newsroom/news/pay-no-more-universal-gandcrab-decryption-tool-released-for-free-no-more-ransom
https://www.europol.europa.eu/media-press/newsroom/news/double-blow-to-dark-web-marketplaces
https://www.europol.europa.eu/media-press/newsroom/news/just-released-fourth-decryption-tool-neutralises-latest-version-of-gandcrab-ransomware
https://www.europol.europa.eu/media-press/newsroom/news/finnish-customs-take-down-sipulimarket-dark-web-europol-support
https://www.europol.europa.eu/media-press/newsroom/news/five-affiliates-to-sodinokibi/revil-unplugged
https://thehackernews.com/2023/09/finnish-authorities-dismantle-notorious.html
https://www.justice.gov/usao-pr/pr/russian-and-moldovan-national-pleads-guilty-operating-illegal-botnet-proxy-service
https://www.europol.europa.eu/media-press/newsroom/news/finnish-customs-take-down-sipulimarket-dark-web-europol-support

“Sorry to disturb, I’'m
looking for a boyfrien
for my sister” — here’
how the “fake love”
scam works.
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What are deepfakes

Deepfakes used in scams

Spot the fake

New security portfolio



Some terminology
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Fraud - Sting - Scam - Con

A scam is a scheme through which a person tries to obtain
money, information, or other benefits from a victim by using
fraudulent or deceptive methods.

Scammers can employ various strategies, ranging from false
promises of large winnings, products or services that don't
exist, to phishing attempts to obtain personal and financial
data. The ultimate goal is to deceive the victim and exploit
them, either financially or through other means.
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COLECTIONAR GERMAN

CUMPAR MASINI

" DE CUSUT VECHI
£ MARCI GERMANE ] e

PRET 60 000 - 65 000 EURO

PLATA PE LOC

TEL: 0746 510 928

cia

W& . Burse si premii pentru (of)iii nliembrilor;
| 'i - Ajutoare pentru asistenta medicald;
- Ajutor in caz de deces , acordat urmasilor membrulu

Agentia Bacau 1, Str. Banca Natior
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Deepfake

A deepfake is a type of digitally manipulated media content,
usually video or audio, that uses artificial intelligence (Al) and
deep learning techniques to create fake images or sounds
that appear real.

In a deepfake video, a person’s face can be replaced with
someone else’s, and in audio deepfakes, a person’s voice
can be falsified to say things they never actually said.
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Artificial Intelligence

Artificial Intelligence (Al) is a field of computer science that
focuses on creating systems capable of performing tasks that
normally require human skill and intelligence.

These systems are designed to simulate cognitive processes
such as learning, reasoning, visual and language recognition,
decision-making, and problem-solving.
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Deepfakes as a form of art

W,

.

THIS IS NOT MORGAN FREEMAN.
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RULE 34

@ https//mrdeepfakes.com s videos

Most Recent Celebrity DeepFake Porn Vldeos MrDeepFakes

Deepfake, or "Deep Fake" term used to define "des
learning to ate realls (@ videos Deeplakc celeb porn videos

of celebrities, and placing them of pornstars in a realistic manner

§ https//mrdeepfakes.com » top-rated

Top Rated Celebrity DeepFake Videos - MrDeepFakes

Deepfake, or "Deep Fake" is a term used to define leaming” from Al (artificia
learning to create realistic fake videos. Deepfake ¢ pom videos are created by taking face Im

of celebrities, and placing them on videos of pornstars in a realistic manner

A https:isiliconangle.com » 2024 » 09 » 12 » white-house-secures-commitment-ai-firms-curb-deepf...

White House secures commitment from Al firms to curb deepfake porn

cures commitment from Al fir rb deepfake porn Adobe’s stock falls on

and softer demand for Al to ery.jo ralses $22.5M to develop new products for

https:/iwww.nytimes.com » 2024 > 09 » 12 s world » asla » south-korea-deepfake-videos.html

Deepfake Sex Videos in South Korea Seen as Old Misogyny With Ne...
For years, the police have battled spycam porn. ... For ane 30-year-old deepfake victim,
ame Is being withheld to protect her privacy, the attack began In 2021 with an anonymous

https/ivariety.com » 2023 » film » news » another-body-review-a-look-at-the-brave-new-world-an,

‘Another Body' Review: A Look at the Unnerving World of Deepfake P...
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RULE 34

Name a fair peice

Al Girl Image Generator Code + -
Instructions ‘ -

Beckett : : Iwert thid

© nacg A % o % # <7 361 ratings

Sie Gams
H H 2 2 b his Is the same exao o 2138 the v o httos: /ivo o fno Ok wn
19 year old girl with a dream, using Ai with my actual face. This is the same exact full coda used in the video: httoai/(voutubalncSKaBZNVE —

This Includes: Add to wishlist ‘ é
Code to genarate both sfw and mafw pictures with Al (Stable Diffusion)
Step-by-step Instructions on how to use it Ratings o 37 (351 rovnge)
Ok my bad | have to make it $3 to recover funding for the Al OF video S stare ] &A%
it was free for first days for subscribers so subsaribe with notifications to get future projects for “stars )
freel Sates [ | 4%
=t . > x 2 staes ] 1%
Ploase rate B stars if this warks for youl

WLt | 28%

laimer: | must say that | take no kabilty if it does not work for you. Works for >98% of pecple

but not everyone due y user error. So., don't have user erroe | would say. Ao note that this L RravRedel
product works (can ganerate all the pics in the vid) but is NOT very polished And yes, thers are vaah By thin
both NSFW and SFW capabilities. | do not condane any protubited or llagal use of the software B Prace Bochynes

where you reside
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NCIIA — Non-Consensual Intimate Image Abuse

Millions of People Are Using Abusive Al ‘Nudify’ Bots
on Telegram

Bots that “remove clothes” from images have run rampant on the messaging app,
allowing people to create nonconsensual deepfake images even as lawmakers and tech

companies try to crack down.
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GEN Al can be funny
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...or downright frightening

Che Telegraph




Deepfakes and cons
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Deepfakes In attacks

Deepfakes allow cybercriminals to create convincing audio or video recordings impersonating high-ranking
leaders (such as CEOs or CFOs). These deepfakes are often used in Business Email Compromise (BEC)
schemes, where scammers convincingly pose as a company leader, requesting employees to authorize large
financial transactions.

A deepfake voice recording can be used to mimic a CEQO’s voice in a phone call with the finance department,
asking for an urgent bank transfer.

Deepfake videos of executives can be used in video conferences, enhancing the illusion of legitimacy when
requesting sensitive financial actions.
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Attack avenues

— axn in

Account takeover (ATO) Paid ads Short Messages
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Accounts as billboards

MY CHANNEL GOT
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Magnitude

THE GOOD NEWS: IT'S GOING DOWN

- Approx. 10,000 malicious streams identified
- Nearly 6500 channels stolen
- Over 300 malicious domains
- Biggest stolen channel:
- 12,424,419,842 views (12 billion)
- over 55,000 videos
- 28,100,000 subscribers (28 million)
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Landing page

m ﬂ VMR ERELY B mhedlth Food Fitness Weliness Parenting  Vital Signs
f W s S A2C .
COSMOPOL Medical Breakthrough: New

Miracle Pills Discovered to Treat
Erectile Dysfunction Completely.

Dr. Oz: " This Works Better Than Viagra and
Cialis"

Why Every Judge On Shaiz ropay
Tank Backed This Produci

g Can This New Miracle Pills Cure 14
sRECTILE ;
DYSFUNCTION? ~
Home

Chrissy Metz Forced To Lose 35 Pounds By 'NBC'
Producers

New |;:;A ’&’ O StyneWatch
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Deepfakes In attacks against regular people

- Good enough for the
untrained eye

- Uses a celebrity or
public personality
easy to recognize by
the masses

- Always leverages the
idea that they are
exposing a secret

rea frumos pentru
- a fi adevarat.
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Deepfakes In attacks against regular people

&L REGRET
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...and In real time

Apple Event - September 9, Tim Cook Gives Insights & IPhone 16 Reveal.

& ApFle us Sub

89,029 watching now Started streaming 54 minutes ago ¥appl
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Gen Al and scams

GenAl helps cybercriminals organize complex scams,
such as "pig butchering" schemes (a combination of
romance and investment scams). Scammers create
intricate stories, combining video, audio, and text to set
the scene and spark interest.

Often, Al also provides context and localization, enabling
scammers from China to target English or Romanian
speakers as if they were native speakers.

"Pig butchering" schemes can last for weeks or months,
but typically leave the victim penniless and in a dire
emotional state.

eeeC0 vodafone T 9:41 AM 50% @

¢ Chats +44 XX XX XX XX @
Y

online

Hey, this is Sheila. Did you
send the meeting agenda for
tomorrow already?

Are you still busy?

Sorry, i think you have the

wrong number.
Y

Oh gosh, i did not notice that |
typed the number incorrectly, |
do apologize for the mistake

Heh, no problem. It happens
V%

Thanks, really. you seem nice. |
hope we can be friends. May i
know your name so | can
address you properly?

I'm just new here in London,
just arrived 2weeks ago. That's
why I'm not familiar with UK
numbers.

® 0

esecs wdalone ¥ 941 AM

¢ Chats +44 X XX XX XX

I'm done bathing my dear xx

Having a trade at 10:30pm
coming soon

Will you join me? x

Yeah, I'd love to

How though?

Alright | think we are good
friends, so | would like to
share the ways to make
money with you. | hope you
can also make money more
eastly., this is just my sincere
suggestion as a friend. | will
not force you to do something
you don't want to do. The
decision is yours, xx
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Scamming-as-a-Service

Threat Actor Group

Hijacking YouTube Selling the
Selling stolen
credentials

Creating accounts & infrastructure for
deepfakes broadcasting the crypto scam
malicious streams domains.

Social engineering Creating malware
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Automated template installation

¥,
&)

—

CryptoCore

Powered by CryptoCore
Automatic mnstallation of sites: Telegram @¢

e Automatic mnstallation of websites 1n 10 minutes

¢ Quality templates for different events (25+ templates)

o Easy editing of the site, changing addresses and templates

* Protection against unwanted traffic blocks scanners, the site 1s harder to block
o Statistics of visits, statistics of copied wallets

17:29
{0

What can this bot do?
Mopnepxka (Support) -
@x

# CryptoCore — automatic installation
of websites for crypto-streams

Count of templates: 50
& Installation time: ~10 minutes

\ 2" Installation price: $100

&5 support: @
S —,_(— —
5 My websites + Setup website
. & Replenish balance | j_ My account \
\ A
il Information

== MNepeknioynTb Ha Pycckuil

(Y, W—— .

-
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Automated template installation

.
TRUNP HIGGEST CRYPTD
GIVEAWAY OF $100 000 090

Mocraes KpUNTO-
caur 2a 10 MuHyT

Mocraes KpUNTO-
caut 3a 10 MUHYyT

dBTOMaTHUYHEeCKH

.= Template — Trump

Type: Single-page KauecTeeHHbe ABTOMABTHYCCKERA
wabnokHsl

Available coins: BTC, ETH, DOGE, NOKyTNGE QofaHa

usoT KavecrteeHHble NoppobHan

wabnoHbl CTaTHUCTUKE

Total templates: 48 (Displayed: 6)

YnoGrHoe
PEQAKTUPOBAHWE CARTA

Kax 370 paboraer?

Yno6Hoe

pepakTupoeasuMe cainra
‘

Sanycxkan Sata n nocrans
CanT B napy knuxos!

Twitter | BTC, ETH, DO

Kak ato paboraer?

Twitter Pro | BTC, ETH;

VUTae CanTa Moeynes tswia Cale cutum § padoru

s <
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Spot the fake
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New security portfolio
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« NEW Scam Copilot chatbot — Specialized Al chatbot ready to help user spot fraudulent intent in suspicious interactions using natural
language conversation; across devices.

- NEW New Scam Wave Alerts - Proactively informs user about emerging scam activities in their region through the chatbot.

« NEW Online Scam Protection — Specialized scam protection in browsing activities to detect new scam patterns and tactics, via Web
Protection; across devices.

- Email Protection — Protects web mailboxes from Gmail and Outlook providers + local email clients on Windows.

« NEW Remote Access Scam Protection - Detects behavior patterns that can enable data loss through remote access apps used by
scammers; Windows only .

« IMPROVED SMS Protection — Al-infused detection of scam patterns and dangerous links in SMS messages; mobile only.
« Scam Notification Protection - Detects scam patterns in notifications from any app on the device; Android only.

« Chat Protection - Detects scam patterns in WhatsApp, Facebook Messenger, Telegram and Discord chats; Android only.
« Calendar Invites Protection - Detects scam patterns in calendar events; iOS only.

« Educational layer — Embedded throughout touch-points
+ Chatbot will provide advice relevant for the user’s submitted interaction
* New detections have an embedded educational component
+ Existing mobile detections with corresponding educational layer
* Increased shareability
* New Scam Wave Alerts include quick actions leading to spreading the news and helping others get protected
» Existing mobile flows to help others get protected
* Onboarding promoting installation on all user’s devices



Trusted.
Always.




