Datenanalyse im Kampf
gegen Cyberkriminalitat -
Praktische Anwendungen

und Fallstudien

Uncover cybercrime secrets with strategic data analysis.
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Threat Actor Profiling

Tactics & Techniques Motivations & Goals Target Selection

Uncover their attack methods. Understand their ultimate objectives. Identify who they're after.
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O6HoBneHHan Bepcun TposHa DanaBot. (Apenaa) / Updated version of the DanaBot Trojan. (Rent)

DanaBot
HDD-drive

@RI o HyNG - 10008

it 202: Stealer + PostGrabber = 1000$
20 Stealer + PostGrabber + HVNC = 1500$
Stealer + PostGrabber + HVNC + API + Testing System + Personal Support = 3000$%

Stealer + PostGrabber + HVNC + API + Testing System + Personal Support + Personal Server = (no gorosopenHocTn / by agreement)

Apenpa 8 mecsy / Rent per month

Demo 7 Day (Stealer+HVNC+PostGrabber) = 500$

Spoiler: HeakTyanbHbii Tapud

JimmBee

Poison
°0000 O6HoBNneHHan Bepcun TpoaHa DanaBot. (Apenga) / Updated version of the DanaBot Trojan. (Rent)

ApeHpa B mecsiy / Rent per month

User Stealer + HVNC = 1000%
© 24 Stealer + PostGrabber = 1000%
Stealer + PostGrabber + HVNC = 1500%
Stealer + PostGrabber + HVNC + API + Testing System + Personal Support = 3000%
Activity Stealer + PostGrabber + HVNC + API + Testing System + Personal Support + Personal Server = (no gorosopexHHocTty / by agreement)

Joined

Demo 7 Day (Stealer+HVNC+PostGrabber) = 500%

>_Code blue




Real-Time Detection: Catching
Threats as They Happen

1 Anomaly Detection

Advanced algorithms identify and flag suspicious activity in real-time,

enabling immediate response.

2 Threat Correlation

Connecting disparate data points to uncover complex, multi-stage cyber

attacks as they unfold.
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3 Automated Mitigation

Immediate, automated actions to contain and neutralize threats before

they can cause significant damage.




Case Study: The Power of
Data

1 Breach Detected

Data analysis revealed anomaly.

2 Threat Identified

Attacker's methods were exposed.

3 Defense Deployed

Successful mitigation strategy.




Case Study: The Power of
Data

Austria, Revenue $5 kk
Access type: VPN
Domain User

AV: sentynel

sector: Grocery Retail

Mar 6, 2024

50 10X ™ " O " om0 0™ Tl ™"l o ™ " ¢ 7F120CFO82DBDS9ESY
15

14 Prise: 300%

- Report
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Case Study: The Power of
Data

Germany, Revenue $6 kk
Access type: VPN
Local user

AV: dont know
sector: Manufacturing
Prise: $800
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Case Study: The Power of

DE]:

globe
CD-ROM

User

Mar 19, 2024
11
6

Contacts: pm

GEO: Private (European First World Country)

Sector: Hotel

Type of Access: RMM (Full access to CMD and Powershell)
Revenue +9 Million

AV: Sophos

Local Admin
Connected to Hotel Domain.

Price U$500




Cutting-Edge Intelligence Tools

Al Machine Learning

Analyzes vast datasets for patterns. Adapts and improves over time.
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Big Data: Big Impact

Q

Detection

Find threats in massive datasets.

e

Analysis

Connect the dots, uncover patterns.

9,

Protection

Strengthen your security posture. )_COd e blu e




Big Data: Big Impact
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Actionable Threat
Intelligence

Integrate & Analyze

Use threat data to inform decisions.

Proactive Security

Anticipate and mitigate future attacks.

Stay Informed

Evolving threat landscape awareness.
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