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Schadenssummen im Zusammenhang mit Cyberkriminalität in Deutschland 2023

Was kostet die Cyberkriminalität Deutschland 

35,3 Mrd. €
Imageschaden & negative 

Berichterstattung

35 Mrd. €
Ausfall, Diebstahl, Schädigung 

von Systemen

25,2 Mrd. €
Kosten für Ermittlungen und 

Ersatzmaßnahmen

21,5 Mrd. €
Umsatzeinbußen durch Verlust 

von Wettbewerbsvorteilen

16,1 Mrd. €
Erpressung

Sonstige

Quelle: The Pioneer Bitcom Research 2023 

29,8 Mrd. €
Rechtskosten

205,9 

Mrd. €

Gesamtschaden

https://www.thepioneer.de/originals/tech-briefing/briefings/cybercrime-die-profitabelste-gelddruckmaschine-des-organisierten-verbrechens
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Cybercrime Magazine

Cybercrime To Cost The World  $10,5 Trillion Annually
By 2025 

https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide
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It’s bad out there!

It’s bad out there!

Attacker for hire (per job) 
$250 per job (and up)

Ransomware Kits 
$66 upfront 
(or 30% of the profit / affiliate model)

Compromised PCs / 
Devices

PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Spearphishing for hire 
$100 to $1,000 
(per successful account 
takeover) 

Stolen Passwords
$0.97 per 1,000 (average)
(Bulk: $150 for 400M)

Denial of Service 
$766.67 per month

Attackers

Other Services
Continuous attack 
supply chain innovation

Many attack tools and 
tutorials/videos available 
for free on internet
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The Pioneer

Menu

DDoS ab 9 €/Std.

Botnetz ab 75 €/Monat

Phishing-Kampagne ab 499 €/Monat

Keylogging-Kampagne ab 180 €/ Monat

Ransomware und RAT ab 1000 €/ Monat 

Malware Angriff ab 40 €

Social Media Account ab 9 €

Netflix Account ab 90 c

Kreditkarten-Klon ab 7 € 

E-Mail mit Password ab 60 c

Admin Account 500-140.000 €

Quelle: Schwarz Gruppe
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Unique insights, informed by trillions of signals

Microsoft Intelligent Security Graph
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Microsoft Threat Intelligence
Basierend auf verschiedenen Signalquellen und KI
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Zero Trust Policies
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Microsoft Entra
Conditional Access

Defender for Endpoint

Endpoint Detection and 

Response (EDR)

Intune

Device Management

Entra Internet 

Access

Entra Private Access

Microsoft Sentinel

• Security Information and Event 

Management (SIEM) 

• Security Orchestration, Automation, 

and Response (SOAR)

Microsoft Defender

Defender for Identity Defender for CloudDefender for Cloud AppsDefender for Endpoint Defender for Office 365

Azure Networking

Microsoft Purview

Microsoft Priva

Defender for Office 365Microsoft Defender for Cloud

Secure Score

Compliance Manager

GitHub Advanced 

Security

Defender for Cloud Apps

Defender for 

APIs (preview)

Defender for Cloud
Azure Arc

Microsoft Entra ID

Entra ID 

Governance

ID Protection

Workload ID

Defender for Identity

Microsoft Entra
Permissions Management

https://aka.ms/GHSecurity
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Einheitliche Incidentwarteschlange

Automatische Reaktion zur Angriffsbeendung

Selbstheilung für kompromittierte Geräte, Benutzeridentitäten und Postfächer

Produktübergreifende Bedrohungssuche

Bedrohungsanalysen

https://learn.microsoft.com/de-de/defender-xdr/pilot-deploy-overview
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Defender for 

Office 365

Defender for Endpoint

Defender for 

Identity

Phishing

mail

Open 

attachment

Click a URL 

Browse 

a website

Exploitation

and Installation
Command

and Control 

Microsoft Entra 

ID Protection

Brute force account 

or use stolen account 

credentials

User account is 

compromised

Attacker collects

reconnaissance & 

configuration data

Attacker attempts 

lateral movement 
Privileged account 

compromised

Domain 

compromised

Defender for 

Cloud Appsa

Attacker 

accesses 

sensitive data

Exfiltration 

of data

Leading 
indicatorsHistory of violations

Distracted and careless

Disgruntled or disenchanted

Subject to stressors
Insider has access 

to sensitive data

Anomalous

activity detected

Data  

leakage

Potential 

sabotage

ANIMATED SLIDE

Microsoft Defender 

for Cloud

Defend across attack chains
https://aka.ms/MCRA

Insider risk 

management

Defender for IoT (& OT)

Disrupt OT 

Environment
IoT Device 

Exploitation

https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/MCRA
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://aka.ms/AzureSentinel
https://aka.ms/AzureSentinel
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Beispiel eines Cyberangriffs
MS Defender XDR 
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Mehr als nur Schulungen

ADN Tech Cloud Academy
Seite 14

Microsoft Certified
Cybersecurity Architect Expert

Unser It-sa Trainingspaket für Ihre Ausbildung zum:

Paketpreis: 

4599,- EUR netto
Stichwort: it-sa2024

Paketinhalte:

3

Security 

Trainings

1

Fundamentals

Voucher

2

Praxistests zur 

Prüfungsvorbereitung

2 

Security Microsoft 

Examen, inkl. 

Wiederholung
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Besuchen Sie uns am Stand!
Ihr Value-Added-Distributor

Besuchen Sie uns in Halle 6, Stand 346, 

und entdecken Sie unsere Lösungen, die 

Sie optimal vor den Gefahren des digitalen 

Universums schützen!

Weitere Infos

https://page.adn.de/itsa-terminbuchung-2024
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Danke für Ihre
Aufmerksamkeit!


