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Schadenssummen im Zusammenhang mit Cyberkriminalitat in Deutschland 2023

Was kostet die Cyberkriminalitat Deutschland

35,3 Mrd. € 35 Mrd. €
Ausfall, Diebstahl, Schadigung
von Systemen

Imageschaden & negative
Berichterstattung

Gesamtschaden

205,9 29,8 Mrd. €
Sonstige Mrd_ € Rechtskosten
- 25,2 Mrd. €
1611 Ml'd. € Kosten flir Ermittlungen und
Erpressung ErsatzmaBnahmen

21,5 Mrd. €

UmsatzeinbuBen durch Verlust
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https://www.thepioneer.de/originals/tech-briefing/briefings/cybercrime-die-profitabelste-gelddruckmaschine-des-organisierten-verbrechens

Cybercrime Magazine

Cybercrime To Cost The World $10,5 Trillion Annually
By 2025

Estimated cost of cybercrime worldwide 2018-2029
(in trillion U.S. dollars)

15.63

2020
= 2.95

Costin trillion U5, dallars

2.5

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029
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https://www.statista.com/forecasts/1280009/cost-cybercrime-worldwide

It's bad out there!

It's bad out there!

Attacker for hire (per job)
Other Services $250 per job (and up)
Continuous attack
supply chain innovation

Ransomware Kits
$66 upfront
(or 30% of the profit / affiliate model)

Compromised PCs /

Devices
PC: $0.13 to $0.89
Mobile: $0.82 to $2.78

Spearphishing for hire
$100 to $1,000
(per successful account
takeover)

Stolen Passwords
-@ $0.97 per 1,000 (average)
(Bulk: $150 for 400M)

Denial of Service
$766.67 per month

© 2024 ADN® Distribution GmbH / Alle Rechte vorbehalten.




The Pioneer

Menu

DDoS

Botnetz
Phishing-Kampagne
Keylogging-Kampagne
Ransomware und RAT
Malware Angriff
Social Media Account
Netflix Account
Kreditkarten-Klon
E-Mail mit Password
Admin Account
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ab 9 €/Std.

ab 75 €/Monat
ab 499 €/Monat
ab 180 €/ Monat
ab 1000 €/ Monat
ab 40 €

ab 9 €

ab 90 c

ab 7 €

ab 60 c
500-140.000 €
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Unique insights, informed by trillions of signals

Microsoft Intelligent Security Graph o

Gemeinsam
genutzte Bedro-
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Outlook 5 Strafverfol-
Milliarden gungsbehorden

Gefahren weltweit
monatlich auf
Devices
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Microsoft
accounts
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Microsoft Threat Intelligence

Basierend auf verschiedenen Signalquellen und K1 2as OJh‘SPIBS |
er clouds
/O Meeting and network logs
URLs scanned minutes delivered
18M+ 4.1B+

1.2B+
P , , . . . °
Casnzelrg_?rs 24 trillion signals daily

Email

Threat

J o

Millions of actions Identity threats Original research
threats blocked into IT/1oT/OT

blocked
32B Microsoft Cloud 31B+

Machine learning and Al systems

iOS, macOs, r I
Android, Linux .
and loT devices Documents scanned Endec:gwctkzl;reats A 1B+ ;
pps an
6008+ 9B+ service users
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B Microsoft Security
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Zero Trust [ boicy Optimization IS L sisonitte

architecture comrwe |
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https://aka.ms/GHSecurity
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Microsoft Defender XDR

Einheitliche Incidentwarteschlange

Automatische Reaktion zur Angriffsbeendung
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https://learn.microsoft.com/de-de/defender-xdr/pilot-deploy-overview

Defend across attack chains

Insider and external threats

Microsoft De

ecurity Copilot (Preview)
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https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/azure/security-center/azure-defender
https://aka.ms/MCRA
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://aka.ms/AzureSentinel
https://aka.ms/AzureSentinel

MS Defender XDR

Beispiel eines Cyberangriffs

Attack attempts:
- B - B .2 : I
............ > e é 9 B
A
A 2 A L - A
Phishing mail User opens Malware is Attacker gets Attacker uses Attacker gets
a mail installed the user the identity to and exfiltrates
attachment identity move laterally sensitive data
Mitigated by:
Defender for Office 365 Defender for Defender for Defender for Cloud Apps
Endpoint Identity
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Mehr als nur Schulungen Seite 14

ADN Tech Cloud Academy

Unser It-sa Trainingspaket flr Ihre Ausbildung zum:

Microsoft

Microsoft Certified Paketorels:
4599,- EUR netto
*** Stichwort: it-sa2024

Cybersecurity Architect Expert

Paketinhalte:

3 1 2 2
Security Fundamentals Praxistests zur Security Microsoft
Trainings Voucher Priifungsvorbereitung Examen, inkl.

Wiederholung
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Ihr Value-Added-Distributor

Besuchen Sie uns am Stand!

Besuchen Sie uns in Halle 6, Stand 346,
und entdecken Sie unsere Lésungen, die
Sie optimal vor den Gefahren des digitalen
Universums schitzen!

Weitere Infos
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https://page.adn.de/itsa-terminbuchung-2024
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