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Illumio builds resilience by protecting your critical assets

3

FUNDING

CUSTOMERS INCLUDE

Fortune 100
20 of the

for organizations of all sizes, from 
Fortune 100 to small businesses

3.5M+ workloads

A Representative Vendor in 
the Gartner Market Guide 
for Microsegmentation

Leader in the 2024 Forrester
Wave for Microsegmentation

Backed by investors including 
Andreesen Horrowitz and Thoma Bravo

Founded in 2013

Zero Trust Segmentation from Illumio contains an attack to stop its spread

PROTECTING MORE THAN

MARKET LEADER



4

The Forrester Wave™: Microsegmentation Solutions, Q3 2024
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Cloud challenges
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$4.45M USD

Attacks are becoming more costly and more destructive

The average cost 
of a data breach

The average time it takes to identify and 
contain a breach

A quarter of malicious 
attacks halt system operations

277 days 25%
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Attackers use a variety of tools to traverse your environment and then pivot

and leverage vulnerabilities to move laterally.

Verizon 2023 Data Breach Investigations Report

IBM Cost of a Data Breach Report 2023
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Why are attacks successful?
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Cloud adoption security challenges
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DevOps
autonomy

Skill
shortage

CI/CD

Multi-Cloud

Visibility

Technical challenges
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Containerization

Cloud migration

Everything
as code
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The journey to the cloud

ClickOps

•Using console

•No automation

•coming from
Lift&Shift

•Another persons
computer

DevOps / Cloud 
Native

•Fully automated

•CI/CD

•Development driven

•different language
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Rehost Replatform Refactor Retain Retire

• Move resources to the cloud

• Aka Lift & Shift

• Reduce capex

• Containerization

• Move to cloud k8s 
orchestrators

• Faster updates

• Refactor to cloud native 
architecture

• Cost savings to be expected 
over time

• Gain scalability

• Keep application as is

• Smalles part of applications

• Move applications to different 
SaaS platforms



Shift in operation models

Security team: central visibility and control

Self service

App team App team App team



• IAM and entitlements

• Misconfigurations

• API and Interface Security

• Lateral movement and insecure network 
configurations

• Insights

• Visibility

• Insufficient segmentation

Cloud security challenges



Visualising Cloud environments



13

Gaining cloud network visibility – why it matters

Network security

Monitoring and forensics

• Drive policy
• Identify unknown traffic
• Query and filter for security 

related incidents
• Incident response

Compliance

Verify, audit, comply, proof

• Verifying and auditing 
isolation

• Security audits
• Regulation (PCI-DSS, SWIFT 

CSP, DORA)

Usage monitoring

Identify networking and app 
problems

• Identify top talkers
• Identify overly permissive 

rules
• Export enriched data for 

better context
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Assets, data, topology

Use metadata to make things actionable and 
comprehensible

Get telemetry for everything you have

Know what you have

Know how it connects

Enrich and contextualize
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Visibility pillars



Untagged or incompletely tagged resources, 
different data in different clouds

Insufficient segmentation and network policy

Flows are not being logged

Insufficient metadata

Telemetry is not available

Network policy too open
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Today



Role, Cost center, owner, compliance standard, etc.

Alert on VPCs with no flow logs, public open security 
groups, abnormal traffic

Get insights! Is there RDP flows in my Azure HRM 
Prod environment?

Enrich resources with business data

Enrich flows with business data

Automated insights

1

2
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How to do better
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Enforce flow logging and tagging with your CSPs

• AWS

• AWS Service Control Policies to enforce VPC flow 
logs

• SCP to enforce mandatory tags

• Azure

• Activate MS insights resource provider

• Use Azure Policy to enforce NSG flow logs

• Enforce mandatory tags
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Illumio CloudSecure
Visibility, segmentation and breach containment in the cloud
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CloudSecure Architecture

1919

2. CloudSecure ingests cloud objects, metadata, and flows

6. CloudSecure programs cloud native control 
points

3. Observe all resources and flows 
in cloud native graph

4. Define Applications using cloud metadata 

5. Write natural language segmentation 
policy

Real Time 
Adaptive 

Policy

1. Onboard 
Cloud 

Accounts

Illumio Segmentation
Platform

7. Integrate with workflows
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https://console.illum.io/#/signup
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Rittmayer Hallerndorfer 1422
Naturtrübes Helles

Leichte Malzaromen, Karamell, grasige Hopfennoten

Malz nicht spezifiziert

Hallertauer Aromahopfen

Alkohol: 4.9% vol.

Orca Fluffy
Haze Pale Ale

Helles Gerstenmalz, viel Weizen, voller, fluffiger Körper. Die 
Kalthopfung verleiht ein tropisch-fruchtiges Aroma – leicht, 
aber voller Geschmack

Malz nicht spezifiziert

Riwaka & Rakau (Neuseeland) 
Mosaic & Idaho7 (USA)

Alkohol: 4,7 % vol.

Schanzenbrau Rotbier
Klassisches Rotbier

Leicht süßliche Malzaromen, rote Beeren, florale Hopfennoten

Wiener, Melanoidin und Karamellmalz

Hallertauer Tradition, Spalter Select, MandarinaBavaria

Alkohol: 4,9% vol.

Orca Kein Kö*** !!!
German Style Cream Ale

Dieses Cream Ale ist die amerikanische Antwort auf die Kölner 
Brauart: leicht, erfrischend, mit milder Textur, subtiler Malzsüße, 
niedriger Bitterkeit und fruchtigen Noten

Malz nicht spezifiziert

Hallertauer Cascade und Tettnanger Centennial

Alkohol: 4,5% vol.

Illumio Beer Tasting IT-SA 2024 – Illumio 07-519



Visit Illumio at 07-519


