Angriff aus der Schattenwelt:
Externe Schwachstellen durch Hackeraugen
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Andreas Schmid

Director Sales Engineering - EMEA Central

Passionate golfer, hobby chef and
world traveler.

More than 7 years with Ivanti and over 20 years
know-how in Ivanti Solutions.
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Attack surfaces expanding out of view

External attack surface management (EASM)
Product overview

EASM use cases
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Attack surfaces
expanding out of view



Shadow IT

[]

Interconnected supply
chain partners
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Attack surface

Cloud-based tools
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CVEs by Year
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https://www.cve.org/About/Metrics

External attack
surface management
(EASM)



EASM effectiveness
On average, organizations using
EASM tools discover 30% more 30%

assets than they knew they had.

— ]
Source: Forrester, “The External Attack Surface Management Landscape, Q1 2023”, 9 January 2023
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https://www.forrester.com/report/the-external-attack-surface-management-landscape-q1-2023/RES178691?ref_search=3523938_1692956000486

lvanti Neurons for EASM
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Insights
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Exposed internal assets

Assets discovery
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Full visibility of internet-facing assets & exposures

Asset types EXposure vectors
= API = Application security
= Domain = Data leaks
= Host * DNS health
* Netblock = Email security
= SSL certificate = Network security
= URL = Patching cadence

Social engineering
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CMS: WordPress
i Web
WAF: Cloudflare

APIs

CVEs Tech stack
Cloud

Deep / dark web
myotherdomain.com > Lateral &
mistypeddomain.com similar domains

104.42.125.0/24
> Netblocks
106.57.161.0/24

8443 /TLS 1.3 SSL/TLS
johndoe@mydomain.com _
> Emails
info@mydomain.com
|
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mydomain.com

80 / Active

Ports 8080 / Passive (2Nov. 2019)
protpcols & SSH
services

RDP

private.mydomain.com
Sub-domains mailv2.mydomain.com

map.mydomain.com

104.42.125.65

DNS 104.42.125.66

_ mydomain.com
ns1l.mydomai.com < .
mydomain.com

administration@mydomain.com
+1 888-888-8888
ABC Networks LLC

123 Sunset Lane, Great Blvd,
San Francisco, CA 98765

Whois

Username: johndoe@mydomain.com
Data leakage <

haveibeenpwned: mydomain.com
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Actionable intelligence on exposures

Exposures
36 236 e 3 S ™ 1 2 i
£ n|x--’\.nclmlwmd High rigk servicss 7]
< CVE-2023-38408
Tascive & Ewl ' Fines
Exposurs VRS Severty Se “.W
Zaia 2o B3 e ® Critical Summary
CVvss 20

Securin ASM

CNE-2013-0220 El e ao
Impacted Assels Description
1 2 The PKCS#11 feature In ssh-agent in OpenSSH before 9.3p2 has an insufficiently trustworthy search path, leading to remote code
FOE S R executlon if an agent is forwarded to an attacker-controlled system. (Code in /usr/lib Is not necessarily safe for loading into ssh-
' Attack Vector Status agent.) NOTE: this issue exists because of an incomplete fix for CVE-2016-10009.
Patching Cadence Open Recommendation
Publication Date Patch
Jul 19, 2023 2 hutps://aithub.com/openbsd/sre/commit/7be29a9d5cd697290aa056e94eceet 253034258
(2 https://github.com/openbsd/src/commit/{03a4faa55c4ce0818324701dadbf91988d7351d
Age (Time of Exposure) ¥ ; 9 ; : g
[2 nttps://github.com/openbsd/sre/commit/{ 815a6b003981bbB24329d¢987d10187 7beda7ca
71 days [ https://news.ycombinator.com/item?id=36720196
First Seen

Release Notes

Dec 21,2023, 8:51:23 AM [ nips://www.openssh.com/txt/release-9,3p2

Last Seen Vendor Advisory
Dec 21, 2023, 8:31:23 AM 2 hups://www.openssh.com/sacurity html
Tags Third Party Advisory
- IEEEE— | Unclassified Exoloit | P R T AR L e O P S P
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Vulnerability Risk Score (VRS)

Vulnerability

Trending
CVSS Base metrics
Trend feeds

Malware

| R Vulnerability
e e—— Risk Score
’ (VRS)

Threat Actor

Threat feeds Threat actor associations
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Extensive EASM use cases

Discover Analyze Curb
& inventory & prioritize cloud sprawl
digital assets exposures & shadow IT

&
Conduct risk Reduce Adhere to
assessment on phishing & social regulatory
subsidiaries, engineering compliance
M&A targets & attacks requirements
third parties

=

Detect data

leakage
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Bringing It all together



Everywhere Work.
Elevated.

- ivanti
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Endpoint Mgmt.
Modern Device Mgmt.
Mobile Device Mgmt.
User Workspace Mgmt.

Endpoint & Risk Management

Unified Endpoint Management + Security solutions that enable you to delight your
users with a personalized, secure work experience—everywhere.

Medical Device Mgmt. - Patch Mgmt. Mobile Threat
| | ]
IIOT Device Mgmit. Ivantl Risk & Vulnerability Defense
Rugged Device Mgmt Mgmt. Network Access
Nneurons External Attack Surface Mgmt.
Mgmt. Web Application
A clogd-scaled,_intelligent hyperautomation Zero Trust ACCess Firewall
suite of solutions that self-heals, self-
secures, and self-services Secure Access
Discovery Healing Enterprise Service Management

IT Service Mgmt.
IT Asset Mgmt.

Edge Intelligence  Patch Intelligence

Human Resources

_ Workspace Digital
Software License Experience

Optimization

Facilities

Project Management

Governance, Risk & Compliance

Service & Asset Management

Service & Asset Management solutions that give users consistently great experiences—
and outcomes—across your organization.
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Den Repotrt finden Sie unter http//ivanti.com/asm-report



http://ivanti.com/asm-report

Danke!
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