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Board Meeting

(1) Improve Digital Resilience - Establish and Operate a 24x7 SOC
Vote Results: 12x Yes / Ox No
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Analyse: Investigate developed resources used for initial access attempts T
Respond: Adjust security tools to prevent and block developed resources Develop Services

Hardware
A Hitimanae
Additions

) ~
Phishing (s
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MobileLoginActivation.pdf ® aQaa m 2 « 0O ®

Inspector Zoom Share Highlight Rotate Markup

8 Pecan Bank IT Department
< Mobile Activation
To: Joe Schmoe

Congratulations! PECAN BANK

GROWTHILOCALISECURYS

You've been selected to test the new Peca
Please open the attachment and follow the

Hello Pecan Bank Employee! You've been selected to participate in the new mobile login

the code below when prompted. process via the QR Code below. Utilize the QR Code on your device to test.

Activation Code: A122333

L X 4

Attacker Pecan Bank IT Team
Developed Resource:

MobileLoginActi
vation.pdf

Sincerely,

: -
S0 86 & 48 Shtn ..

L LU L B L O L

()

Make sure you have your login information ready. You'll be able to test your login after visiting

Q R Cod e P h i S h i n g Wi'l' h the QR Code above. You will be prompted to enter your login information via Office365
depending on your configuration. Look for a prompt similar to the one below:

pa SSWO rd p rOTeCTed P D F o ’ ] ~ ?JlobileLoginActivation.pdf G S { V. &)

GTTth menTS b e » e B =5 Microsoft

Sign In

This document is password protected.

Please enter the password below.
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Defender

Analyse & Respond:

Analyse:

Open Sandbox Env.
Open PDF

Enter Password from

E-Mail Body

EXT rd C'l' U R L fro m Q R vation. pdf Make sure you have your login information ready. You'll be able to test your login after visiting

Code

Respond:

e Block extracted URL
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Block password
protected PDFs?!?

Block Sender

MobileLoginActivation.pdf ® aQaa m 2 « 0O ®

1 page
View s Inspector Zoom Share Highlight Rotate Markup

8 Pecan Bank IT Department
< Mobile Activation
To: Joe Schmoe

Congratulations! PECAN BANK

You've been selected to test the new Peca
Please open the attaChment and fO"OW the Hello Pecan Bank Employee! You've been selected to participate in the new mobile login
the code below when prompted. process via the QR Code below. Utilize the QR Code on your device to test.

Activation Code: A122333
Sincerely, : .......

Pecan Bank IT Team ” 2.
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MobileLoginActi

the QR Code above. You will be prompted to enter your login information via Office365
depending on your configuration. Look for a prompt similar to the one below:

® O ¢ [[] + MobileLoginActivation.pdf

,,,,,

p

=5 Microsoft

Sign In

This document is password protected.

Please enter the password below.






Login

Sign in to your account

A X 4

Attacker
Developed Resource:

Geo IP Redirect pes EE - | = o+ ©

About Store Gmail Images i m

Google

{=
)

Security Analyst

Google Search I'm Feeling Lucky

Google offered in: Deutsch
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Defender
Analyse and Respond

Analyse:
e Establish capability
to investigate

phishes from each R | —
country your AP o w3 (D)
organisation

operates

Google

)

Security Analyst

(.

Google Search I'm Feeling Lucky

Google offered in: Deutsch

© 2024 SPLUNK INC.







¥

vaughnn548@amail.com

Das DHL-Paket ist im Lager angekom-
men und kann aufgrund unvollstandiger
Adressangaben nicht zugestelit werden
Bitte bestatigen Sie Ihre Adresse im L
innerhalb von 12 Stunden

https://dideeupost.top/post

(Bitte antworten Sie mit Y" beenden
Sie dann die SMS, 6ffnen Sie den SMS-
Aktivierungslink erneut oder kopieren
Sie den Link und 6ffnen Sie ihn in

Safari.)

Das DHL-Team wunscht [hnen einen
schonen Tag

Attacker Developed
Resource: P

Privatkunden

Smishing Re-Direct

. S Fehlermeldung - Wir bitten um Entschuldigung
Browser Fingerprinting

Lelder kann die gewunschte Seste nicht angezeigt werden Moglicherwelse Ist die von Ihnen aufgerufene

Selte nicht verfUgbar oder der Inhalt ist auf aine andere Seite umgezogen

Hier gelangen Sie zur Startseite der:

e
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e O

Gaschinsonden




Defender Analyse and
Respond

Analyse :

e Investigate Smishing
URLs with mobile
devices / good
emulators
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Das DHL-Paket ist im Lager angekom-
men und kann aufgrund unvollstandiger
Adressangaben nicht zugestelit werden
Bitte bestatigen Sie Ihre Adresse im Link
innerhalb von 12 Stunden

https://dideeupost.top/post

(Bitte antworten Sie mit YY", beenden
Sie dann die SMS, 6ffnen Sie den SMS
Aktivierungslink erneut oder kopieren
Sie den Link und 6ffnen Sie ihn in
Safari.)

Das DHL-Team wunscht [hnen einen
schonen Tag

Selte nicht verfUgbar oder der Inhalt ist auf aine andere Seite umgezogen

Hier gelangen Sie zur Startseite der:

~EPSIL. ..
Greay

Privmkunden  Gaschifsonden

Fehlermeldung - Wir bitten um Entschuldigung

Lelder kann die gewlnschte Seste nicht angezeigt werden Moglicherwelse Ist die von Ihnen aufgerufene
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e ThreatPoint [P Reputation
Yy p

By ThreatPoint ip reputation tor

This plugin protects WordPress Sites from unwanted malicious
access attempts by leveraging IP reputation data provided by the

A X 4

“ ThreatPoint IP reputatio ...
Attacker Developed
Resource: Plugin Features
IP RepuTq’ri oh Check » Detects activity and IP reputation from the following sources:

» Tor exit node traffic

Redirecting known » Proxy (paid)

VPN’ known BOT, : proxy (fr:e) eoe [« < § i google.de G M + ©
* VPN (pai

known proxy IPs. {paic) ——— s v 3 D)
* VPN (free)
* Known Malicious Behaviour (Ci

» Brute force detection

Google

{=
)

Google Search I'm Feeling Lucky

Google offered in: Deutsch

© 2024 SPLUNK INC.




it ThreatPoint [P Reputation
‘ p

By ThreatPoint ip reputation tor

This plugin protects WordPress Sites from unwanted malicious

@ access attempts by leveraging IP reputation data provided by the
ThreatPoint IP reputatio ...
Defender Analyse and
Respond Plugin Features
Ana |y5e- » Detects activity and IP reputation from the following sources:
. » Tor exit node traffic
. . » Proxy (paid
Strategically decide Y paid)
. . . . » Proxy (free) |
which investigation . voe m- < > S
* VPN (paid)
tools you use and et s st s 3 (D)
* VPN (free)
share your

* Known Malicious Behaviour (Ci

iInformation with « Brute force detection

Go« .fg|€

Google Search I'm Feeling Lucky

Google offered in: Deutsch
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Attacker Developed
Resource:

reCAPTCHA in front of
phishing page
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reCAPTCHA Pricing

Cost per month

Assessments per month

reCAPTCHA Essentials

Free up to 10,000 assessments*

None

< 10,000

I..'.:. —. .t*’.-.,z .r l l:‘! :..,- l,ru

Checking if the site connection is secure

Verlly you e Raliin)  wasaivaes
Lol BT 1 N ru needs to review the security of your
connection before proceeding.

Why am | seeing thiz page? -

| ‘ I am human G

hCaptcha

Privecy - Terms

Ik ben geen robot
reCAPTCHA

Prwvecy - Voorwasde

reCAPTCHA Standard

Free

$8 fc

Moni

10,01

Discover the solution that best meets your business requirements.

é " CLOUDFLARE

Sciutions

Products Pricing

Fast, Easy-to-use DNS

Unmatered DDOS Protection

CON

Universal SSL Certificate

Free Managed Ruleset

Web Application Frowal (WAF)

Lossless Image Optimization

reCAPTCHA Enterprise

Rasources

Partnens

Why Cloudfiars

Free

For personal or hobby
projects that aren’t
business-critical

$0/month

Adu-ons tilled momthly

Pro

For professional
websites that arent
business-critical

$20/month

Whaen bited annually or
$28/ma billed monthly

Saies: +49 89 2558 2276 Support ~ e~
Business Enterprise

For small businesses
operating online.

For misson-critical
appications that are
core to your business.

$200/month Custom

Whan billed anniusdly or Bdled annually
$250/mo bibed monthily

v v
v v
> v
v v
v v
v v
v v




B Advanced teractive Wel Interactive Sandbox

Defender Anquse qnd OS Version We Session Duration
Respond P - s~

Analyse :

e Ensure your analysis
tools (IPs) are whitelisted
(Security providers want

to avoid those) Let us know you're human

e Ensure you can switch
from automated analysis
to interactive sandboxes
to manually “unblock”

l Verify you are hUman  cLOUDFLARE

Privacy » Terms
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Why Do Some Threats Get Through?

Jumps Through All the Hoops So Analysts Don’t Have To

2 " g% 'l

Bloated
EXEs

Custom Corrupted Password

Captchas Redirection Malware Zips Protection




Traditional Sandbox

Multiple Manual Analyst Interventions

DEAD
END

©

Email with Sandbox Fake DocuSign No Exploits...
PDF Attachment

DEAD
END

®

Sandbox Lure Page No Exploits...

T
Analyst = — DEAD
e END
Sandbox Download Site No Exploits...

X

Sandbox Malicious File Malicious File
Detected
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Splunk Attack Analyzer

Fully Automated Threat Analysis

[ EB E=m 4

Email with Fake DocuSign ~ \warnina: Lur
PDF Attachment \,
\ ’ - - ‘
L
\409‘
Lure Page Warning: Lure
O\ . — e

(o} -

Odp - B & oo =

e : 'E' =

-75 ™
Download Site Warning: Lure

Detected




Popular examples for triage and analysis

Splunk Attack Analyzer

Employee Reported Retroactive Email Threat | Customer Reported Brand

Email Analysis Emails Detections Fraud

Low Confidence Alerts Secondary IoCs/IoAs for

EDR/AV  Potential False Negatives (False Positive Review) Quarantined Threats

Public Submission Forms

Unblock Requests for
Proxy/Web Potential False Negatives SWG/Proxy Block
Requests

Categorization Requests
for New URLs

Threat Hunting . : . Live Detonation of
& Ad-hoc Investigations Ad-hoc URL Submissions | Ad-hoc File Submissions Websites

© 2024 SPLUNK INC.

Web Referrer Logs
Scanning

Live Detonation of Files




