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5 Taktiken wie
Angreifer
Security-Analysen
aushebeln
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Board Meeting

(1) Improve Digital Resilience - Establish and Operate a 24x7 SOC
Vote Results: 12x Yes / 0x No

(...)
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Analyse: Investigate developed resources used for initial access attempts 
Respond: Adjust security tools to prevent and block developed resources
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“I will create obstacles to make it difficult for the SOC to analyze 
and block my developed resources”
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Attacker 
Developed Resource: 

QR Code Phishing with 
password protected PDF 
attachments
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Defender 
Analyse & Respond:

Analyse: 
● Open Sandbox Env.
● Open PDF
● Enter Password from 

E-Mail Body
● Extract URL from QR 

Code
● ….

Respond: 
● Block password 

protected PDFs?!?
● Block extracted URL
● Block Sender
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Attacker 
Developed Resource: 

Geo IP Redirect

Security Analyst
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Defender 
Analyse and Respond

Analyse: 
● Establish capability 

to investigate 
phishes from each 
country your 
organisation 
operates

Security Analyst
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Attacker Developed 
Resource: 

Smishing Re-Direct
Browser Fingerprinting

Security Analyst
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Defender Analyse and 
Respond

Analyse : 
● Investigate Smishing 

URLs with mobile 
devices / good 
emulators

d

Security Analyst
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Attacker Developed 
Resource: 

IP Reputation Check 

Redirecting known 
VPN, known Bot, 
known proxy IPs.
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Defender Analyse and 
Respond

Analyse: 

Strategically decide 
which investigation 
tools you use and 
share your 
information with
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Attacker Developed 
Resource: 

reCAPTCHA in front of 
phishing page
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Defender Analyse and 
Respond

Analyse : 
● Ensure your analysis 

tools (IPs) are whitelisted 
(Security providers want 
to avoid those)

● Ensure you can switch 
from automated analysis 
to interactive sandboxes 
to manually “unblock”
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Why Do Some Threats Get Through?

RedirectionQR 

Codes

Corrupted 

Zips

Splunk Attack Analyzer

Jumps Through All the Hoops So Analysts Don’t Have To

Bloated 

EXEs
Captchas

Lure 

Pages
Custom 

Malware
Password

Protection
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Email with 
PDF Attachment

Analyst

Sandbox

Sandbox

Sandbox

Sandbox

No Exploits…Fake DocuSign

Lure Page

Download Site

No Exploits…

No Exploits…

Malicious File Malicious File 
Detected

Email with 
PDF Attachment

Splunk
Attack  

Analyzer

Warning: LureFake DocuSign

Lure Page

Download Site

Warning: Lure

Warning: Lure

Malicious File Malicious File 
Detected

Static Doc

Web Analyzer

Web Analyzer

Static Doc

Sandbox

Traditional Sandbox
Multiple Manual Analyst Interventions

Splunk Attack Analyzer
Fully Automated Threat Analysis
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Popular examples for triage and analysis  
Splunk Attack Analyzer

Email Analysis Employee Reported 
Emails

Retroactive Email Threat 
Detections

Customer Reported Brand 
Fraud

EDR/AV Potential False Negatives Low Confidence Alerts 
(False Positive Review)

Secondary IoCs/IoAs for 
Quarantined Threats Public Submission Forms

Proxy/Web Potential False Negatives
Unblock Requests for 

SWG/Proxy Block 
Requests

Categorization Requests 
for New URLs

Web Referrer Logs 
Scanning

Threat Hunting 
& Ad-hoc Investigations Ad-hoc URL Submissions Ad-hoc File Submissions Live Detonation of 

Websites Live Detonation of Files 


